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 E  ME LM% (Software-defined Networking,SDN)Z — A Rt B E P ML ERZRFOHERNBKEZLEH. 2 %
HERNE®HE 58 EPENfFREARFIE, SONGTEHEGE T ERTR HHBRAETZHEAZRAGSH KX E
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DDoS Attack Detection Model Based on Statistics and Ensemble Autoencoders in SDN

LI Chunjiang' , YIN Shaoping' , CHI Haotian' , YANG Jing'"* and GENG Haijun'**
1 School of Automation and Software Engineering,Shanxi University, Taiyuan 030006, China
2 School of Computer and Information Technology.Shanxi University, Taiyuan 030006, China

3 Industry of Big Data Science and Industry,Shanxi University, Taiyuan 030006, China

Abstract  Software-defined networking (SDN) is a novel network architecture that provides fine-grained centralized network
management services. It is characterized by control and forwarding separation,centralized control,and open interface characteris-
tics. Due to the centralized management logic of the control layer, controllers have becom the prime targets for distributed denial-
of-service(DDoS) attacks. Traditional statistics-based DDoS attack detection algorithms often have problems such as high false-
positive rates and fixed thresholds,while detection algorithms based on machine learning models are often involved in substantial
computational resource consumption and poor generalization. To address these challenges, this study proposes a two-tier DDoS at-
tack detection model based on statistical features and ensemble autoencoders. The statistics-based method extracts Rényi entropy
features and sets a dynamic threshold to judge suspicious traffic. The ensemble autoencoder algorithm is then applied for a more
accurate DDoS attack judgment of suspicious traffic. The double-layered model not only enhances detection performance and
solves the problem of high false alarm rates, but also effectively shortens the detection time, thereby reducing the consumption of
computational resources. Experimental results show that the model achieves high accuracy in different network environments,
with the lowest F1 score on various datasets is more than 98. 5% ,demonstrating a strong generalization capability.

Keywords Software-defined networking, Distributed denial-of-service(DDoS) ,Rényi entropy,Dynamic threshold. Autoencoder
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Fig. 1 Architecture diagram of DDoS attack detection model based on statistics and ensemble autoencoder
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Fig. 2 Structure of ensemble autoencoder algorithm
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Table 4 Initial features of dataset
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Tot Bwd Pkts
Flow Byts/s
Flow Pkts/s

E 3RS H
B 45  E H
RTFHFFEDEREE
AP E

w5 OABEEFRT LA

Table 5 Number of flows in each dataset
HAEE IE# i HE DoSS # # i # B
CIC-IDS2017 2271300 379738
CSE-CIC-IDS2018 4000000 549840
CIC-DDo0S2019 0 4000000
InSDN 68425 127120
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Table 6 Experimental parameter settings
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Fig. 3 Reényi entropy order comparison
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H(SrcIP) ranges for different lambda values
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Fig. 4 Results with different values of A
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Fig. 5 Results with different values of w
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Table 7 Evaluation metrics with different values of w

%)
% H AN Precision Accuracy Recall F1

80 99. 60 99. 65 100 99. 80
90 99. 37 99. 38 100 99. 69
100 99.71 99.68 100 99. 86
110 99.56 98. 86 94.68 97.06
120 99.73 99.21 96. 35 97.96
130 99.35 93.71 51.97 68. 25
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Fig. 6 Detection results with different training data size
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Table 8 Comparison experiment between single-layer and

double-layer detection models

2% Time/s Accuracy/ % F1/%
1 197.12 99.55 99. 80
2 142.10 99. 68 99. 86
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Table 9 Data feature comparison experiment

3 AR R AE Time/s Accuracy/ % F1/%
A 46 HEAE 396. 35 97.43 98. 66
F 3 2 B AE 142.10 99. 68 99. 86
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Table 10  Evaluation metrics on different datasets
%)

¥ E Precision Accurac Recall F1
CIC-IDS2017 97.56 95. 37 100 98.76
CSE-CIC-IDS2018 99.71 99. 68 100 99. 86
CIC-DDoS2019 99.71 99. 82 100 99. 86
InSDN 99. 96 99. 96 100 99.98
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Table 11  Evaluation metrics on different models

0
Ay 0 A A Precision Accuracy Recall F1
AE 99. 48 97.85 86. 35 92. 39
KNN 98.55 99.71 99.08 98. 82
Shannon # +DNN 97.51 97. 44 97. 44 97.31
Rényi f# + Ensemble of

99.71 99. 68 100 99. 86
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Fig. 7 Experimental network topology
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