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Improved iSCSI Authentication Based on USB-Key
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Abstract The iSCSI authentication method CHAP was introduced and analyzed, especially its security risks, Cases such
as leakage of username and password were considered.and improvement was proposed. Experiments demonstrate that
CHAP with USB-key can effectively prevent multi-initiators logging in with same username,/ password pair, and the se-

curity level and stability of iSCSI are significantly improved.
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# iscsiadm —m discovery —t sendtargets —p 10. 6. 12, 62,3260

10, 6. 12, 62:3260,1 ign. foo. example, chap, enhance

£ iscsiadm —m node — T ign. foo. example. chap. enhance —o update
— —name node. session, auth, authmethod — —value=CHAP £ iscsi-
adm —m node —T iqn. foo. example, chap. enhance —o update ——
name node, session. auth, username — —value=lee

# isesiadm —m node — T ign. foo. example, chap. enhance —o update
— —name node. session, auth, password — —value=123456789011

£ iscsiadm —m node — T ign. foo, example, chap. enhance —p 10. 6,
12.62.3260 —]

Logging in to [iface: default, target: ign. foo. example. chap. enhance,
portal: 10.6. 12, 62,3260

Login to [iface: default,target: iqn. foo. example, chap. enhance, por-
tal; 10.6. 12, 62,3260] successful.
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# iscsiadm —m discovery —t sendtargets —p 10.6. 12, 62,3260

10, 6. 12, 62,3260,1 ign. foo. example. chap, enhance

# iscsiadm —m node — T ign. foo. example, chap. enhance —o update
— —name node, session, auth, authmethod — —value=CHAP# iscsi-

adm —m node — T ign. foo. example, chap. enhance —o update ——

name node. session, auth, username — — value=lee

£ isesiadm —m node — T igqn, foo. example, chap. enhance —o update
— —name node, session, auth. password — — value=123456785011

£ iscsiadm —m node —T igqn. foo, example. chap, enhance —p 10, 6,
12.62:3260 —1

Logging in to [ iface; default,target: ign. foo. example. chap. enhance,
portal: 10.6.12, 62,3260

iscsiadm ; Could not login to [ iface; default, target, ign. foo. example.
chap. enhance,portal : 10. 6. 12, 62,3260] :

iscsiadm: initiator reported error( 19 — encountered non— retryable

1SCSI login failure)
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