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Intelligent Penetration Path Planning and Solution Optimization Based on Reinforcement
Learning

LI Cheng’en' ,ZHU Dongjun' , HE Jieyan' and HAN Lansheng'*
1 School of Cyber Science and Engineering, Huazhong University of Science and Technology, Wuhan 430000, China
2 Wuhan Jinyinhu Laboratory, Wuhan 430000, China

Abstract In the background of the widespread application of big data technology,the problems that traditional penetration tes-
ting overly relies on expert experience and manual operation have become more significant. Automated penetration testing aims to
solve the above problems,so as to discover system security vulnerabilities more accurately and comprehensively. Finding the opti-
mal penetration path is the most important task in automated penetration testing. However, current mainstream research suffers
from the following problems:1)seeking the optimal path in the original solution space, which contains numberous redundant
paths,significantly increases the complexity of problem-solving;2)evaluation of vulnerability exploitation and positive reward ob-
tainment actions is not enough. The problem-solving can be optimized by eliminating a significant number of redundant penetra-
tion paths and employing exploit sample enhancement and positive reward sample enhancement methods. Therefore, this paper
proposes the MASK-SALT-DQN algorithm by integrating solution space transformation and sample enhancement methods. It
qualitatively and quantitatively analyzes the influence of the proposed algorithm on the model solving process, proposing the com-
pression ratio to measure the benefits of solution space transformation. Experiments indicate that the proportion of redundant so-
lution paths in the original solution space consistently remains over 83 % ,proving the necessity of solution space transformation.
In addition,in standard experiment scenario, the theoretical compression ratio is 57. 2,and the error between the experimental
compression ratio and theoretical value is only 1. 40%. Moreover,in comparison to baseline methods, MASK-SALT-DQN has the
optimal performance in all experiment scenarios, which confirms its the effectiveness and superiority.

Keywords Penetration path planning.Reinforcement learning, Solution space transformation, Sample enhancement, Compression
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Table 1  Detailed configuration information of each host in scenario 1

H 3t BIERL € H# A EHAE
1,0 Linux HTTP — 0
(2,0) Windows SMTP Schtask 100
3,00 Windows FTP Schtask 0
3,1 Windows FTP,HTTP Daclsve 0
(3.2) Windows FTP — 0
(3,3) Windows FTP Schtask 0
(3.4) Windows FTP Schtask 0
(4,0) Linux SSH — 0
4,1 Linux SSH — 0
4,2) Linux SSH — 0
(4,3) Windows SSH,FTP Tomcat 0
4,4 Windows SSH,FTP Tomcat 0
(5,0) Linux SSH,SAMBA — 100
(5,1 Linux SSH,HTTP Tomcat 0
(5,2) Linux SSH — 0
(5,3) Linux SSH — 0
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FTP-Exp Windows 1 0.5 Root 0 20 40 60 80 0 25 50 75 100 125 150 175 200
HTTP-Exp — 2 0.8 User s
SMB-Exp Windows 2 0.2 Root (351 (W52
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Table 4 Hyperparameter settings

R S B S g
batch size ok AN 64
learning rate F IR 0.0005
discountfactor.y @ F 0.9
replay memory size 2 3 B Ho K N 100000
hidden size & B A /N [256.256]
max steps per episode FEARA S K 2000
target network B AR W % 1000
update frequency EHME
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Fig. 4 Changes in the proportion of invalid actions in one round
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Table 5 Three indicators of different algorithms in four scenarios
18 4 B N RS g1 2 % 3 W 4
MASK-VEST-DQN 53.1 62.1 47.8 52.5
% —KIEL MASK-DQN 49. 4 62.5 59.3 43.7
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W+HAE S MASK-DQN 84.3 172.6 306 338
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