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PRFL:Privacy-preserving Robust Aggregation Method for Federated Learning
GAO Qi' ,SUN Yi',GAI Xinmao® . WANG Youhe' and YANG Fan'*?

1 School of Cryptography Engineering, Information Engineering University,Zhengzhou 450001, China
2 Unit 61623, Beijing 100036, China
3 Unit 93216, Beijing 100085, China

Abstract Federated learning allows users to train a model together by exchanging model parameters and can reduce the risk of
data leakage. However,studies have found that user privacy information can still be inferred through model parameters,and many
studies have proposed model privacy-preserving aggregation methods. Moreover, malicious users can corrupt federated learning
aggregation by submitting carefully constructed poisoning models,and with models aggregated under privacy protection,malicious
users can implement more hidden poisoning attacks. In order to implement privacy protection while resisting poisoning attacks,a
privacy-preserving federated learning robust aggregation method named PRFL is proposed. PRFL can not only effectively defends
against poisoning attacks launched by Byzantine users.,but also guarantee the privacy of the local model, the accuracy and efficien-
cy of the global model. Specifically,a lightweight model privacy-preserving aggregation method under dual-server architecture is
first proposed to achieve the privacy-preserving aggregation of the model, while guaranteeing the accuracy of global model without
introducing overhead problems. Then a secret model distance computation method is proposed, which allows both servers to com-
pute model distances without exposing the local model parameters,and poisoning model detection method is designed based on
this method and local outlier factor (LOF) algorithm. Finally, security of PRFL is analysed. Experimental results on two real
image datasets show that PRFL can obtain similar model accuracy to FedAvg under no attack,and PRFL can effectively defend
against three advanced poisoning attacks and outperform existing Krum, Median,and Trimmed mean methods in both the data in-
dependent identically distributed(1ID) and non-1ID settings.

Keywords Federated learning.,Privacy protection,Poisoning attack.Robust aggregation, Outlier
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£5 I ,PRFL W LLE H F 2 5 1 4 i % 45 £ 8 W8 R 32 IR
8% B0 1R A i 6 T 150 46 1) 8 B A R IR A v, M A 4
BT IR 2 2] PRFL R 2 45 % P i i 2% 51 A o 2 19 31 55 FF 45
DL A TR 8 L 30 P] DU 200 b T I 45 RS | i 50 468 I 0 iy
AR I R )

5.2.3 &HRE

HT A AL B in &, DR TR B P RS L R R S
Jite 4% B 0 Ok i R & R LR g AT M. R T BE 8 HK b FE
MEMAPREMREIGE . HEERGZAN P LAY
BEARLHEAT PG AR B A M A R I TR A&, A
b, AR S T — ol A R I B T Ok, S AE R
D RRE A IV ORIV N W el S R NS el T ]
PEE L BT R 2 BiR.

Bk 2 wAMAE I

?fﬁ?/\:[[wﬂ;% 7[[W1]]fnfzi »skis, sskis, 1€ U

Hith o di;

/W55 SRS, 43 B SR 2% (3 & 2 4h X T7 = /

1. for 1 < 1 to 2 parallel do

2. ski, =KDF(skis);

3. T =PRG(ski, ) —PRGCskf, | ).i€ s

4. Server S and S, send 1}, ,, i€ U and 1’ ;. ,, i€ U to each other

respectively;

6. = S e

7. di=[Iwile —[lw 1 =1l

8. di,=ld, s

9. Server S; and $; send d! i€ W and d’,,i€ U to each other respec-

tively;

[ R BRI EE B+ /

10. Server Sy, S; computes total
S DP )T E WAL
TEZMC B P B AL 8 7 B [0, ] e N[ Lo, JT02 Z 5

RA MRS 4% S, A S, 43 5 A A b 7 % 41 8 18 KDF IR 2k

skl sski, GE W RJF M T PRG Az i P Al FH i Bl ML 1

FEor M P 0w Flla o GE WD HERS 22 8] 1Y 2248
ri.ivn =PRG(ski ) — PRG(skit1.,,) €))
riiivn =PRG(skf,, ) —PRG(skiyy ) (10)
ZE.SMS, KRN EEELELSN . XF

Pl sty GE AU o Sy NS, i 3 28 P 4L & 7T LA 43 5 3 F 55

LB WA PP, Bl D 22 18] () 2285 G j € D

model distance: d;; =

=1
=2 Gl (1)

=X (12)

HHES S, B F M 2EE 0] LB E P RS
B MBI ) dl; Gaj € Ui=)) s

dl; =[lw )l — w1l —r, (13)

di;=[[w; 1L —[lww; 1 Tn =7k, 14)

AR TR 2 M A9 2208, S, LS, 313 7 a, Fla, AR 5
Z 18] 1 R EG HE B

di=lda;l. (15

&=l dz | (16)
Hd, || o | RARTHELEL SRS, 500K dl; . di; G €
W) KRBT

Sy FIS, 43 B R dF R d ] T s R P w Rl R 2 (8]
MEERS d, )

diy= V(D) () an

TEN 1] Hie 55 i 1t 5% FH P AR b AR R S BB AL T L S RIS,
AR AR MBI 2 B E d,., G e U,

AR I B Sk B OR A 3.2 A LOF Bk ik
THT — A4 SR BRI Jr ik . B SR TR A A R R ) S R
W R R TEBNFREIFREG RERA, A% 3
i
k3 BEEERERS
HIA cdi -EEWJJL% ’[[W\]]i.g oskT oSkl €W
Bt w
/% W55 BB RE T * /

1. for lin [1,2] parallel do

2. foriin U do

3. lof(wi) =LOF([d;,; D .j€ U;

4. U'<[lof (wi) J<5,i€ Us
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[ FRAFIEI RS « /

_ ~lof(wp) L
5 Lhw H"‘**ueu(l T JofCw )[[W‘ﬂm‘?}’
- B lof(w.) Celer .

6. 1 *u%:“‘(l 2 l()f(w;) )PR(’(Ekw‘)’

7. Server S; send [[w ]] ry s | A" to each user;

n]7

8. User i aggregates global model locally:
w= = (CCwe 1Tk I CCwe 112 —
Sy F1S, B T RE AL IR B T A A 7 b RS R Y S 1 T
lof(w;)=LOF([d; ;] (18)
HT 3.2 5T Lo f BN L 7R X TTASE AU A T H Al A5 AU 1

ol slof B, MM P RE 2RI, NIk, S, FIS, i ?ﬁe

lof<<0 MR TIAE g RAMERIE, R F o W BRI M BT, K5,

(rg, oM.

SRS, B TR R 4 o K R PE B R R A A gk ﬁﬁ[]*)(
RE:
f » _ lof(w) f
[Lee, jlii €U (1 ;/l()f(w,))[[wi]]'”% a9
o _ dof(w;) e
r, 7%(1 S log )PR(;(s/e,w ) 20

Hepell,20, v FonHe y REBBM P EEG, &

Sy RS, 43 K [, 1 Dhn oy o [leoy, 10 or o 1 \Eﬁ%m
P P EAS W TR A A SR AR
1 ([Lw, 1o Moy 338 — Gy g0 2D

w=
T T—1 \

IR IR 24 2 v, B I SR AEHON 1E R P ASE R 5 A A )
B9 T OB ammzrmaq&a% di; S35 WAR /N, R PR
wp e [ JR) R AT IR BB [rd 5 LGB N R PR R B e, € N
F J) #B A] 1K %;F‘Flrd,qé N A . BRIE), KB N7
lof (™) 23 /NT 4T 1,1 $ 8 8 B wpo™ 2 1 3k B BH 11 18
RS B A SRR S B A ) R B
H AR Z AR PR B AR R, ARG 3. 2 P ATk BE B 3, X
235 oo 5 A AR B A W] SR BEES rd, (pog) AR R A fif
rd, R AT 3R 8 BE AR /N o AR G408 30l P 77 A 1Y B A8 8 1 SRy 3
AR AR K AR (O BB A BRI P AR R,

PR, 8 B 0N 0 BB T 1 % B A T R R T
JE) A Y 2 D'Uiﬂﬁ?ﬂ%a'm%ﬂ;%ﬁilﬁ%ﬁﬁ W) 2% A
AU (1% Jay 38 T 35 8 J /0N - HL AR AR A 1) e 0 TT A % L OB
A g %Tﬂ%ﬂdﬁfﬂl 7E 11D % & T, B T H P A Hb 504 4 i AH
7l o 32 B 7] — 42 Ry A 280 f) 5% 1), 4 — 0 3k R AR b ASE AU 2 i) (1 2%
SRS B SR T — B0, P RT DAL 1 Shy R Sk 07 vk it
FEAY T #E Non-1ID BB 2% 3 vh, B P AR b 8088 40 A 1) 25

S P B IR AU B 2 B (A A TR — A 22 e R T B
T2 () B BRI G . (E A A8 T P LA () f) 4 R A B A7 )N 45

B 25 DI 258 B S A RS R S [ e AR T — B, B
1 T L i 3 2 A R B A 6 i HE T Non-TID 35

6 HEMHW

A BRI TE I SR 72 rh A S T 0 Tk A BT
B 19 S TP I (2 AN 06 TSk R M B L AR R

ARy NP A R AT TUE B A RN IR 45 4 0 58 o
TR LA R B A 55 25 00 28 B #2 vp , B A IR 55 44 A2 ink
SEF P TR BRI 56 F S P I BR AR L

EE 1 AHPRRSGSSZESEA,S, S, A 5 H
P AR DG F I s P i RAAE R .

WERA B AN P w5 S, RS, P T RS B sk, s
skis, BT8P R 5% F % H1E A7l PRG Bk E
JRBEHLIE TS« IF 53 M 5 T A [, o A Lo 1,0 o SR R 3K
Z4S, S, , B % . Computational Diffie-Hellman(CDH) [a] &
TIETHECH G.g, g g" WTEBL T iH 5 g” RE MR, H
W HES, RIS, AR BB BT IE BT X 7 A
PR P RIS skis, »skis, 21 € U, KT PRG 1% 2 PEARIIE,
o 5] FLREHLAY . S, FNS, 78 A H1E Bl F B AT T . G
%38 I 0 ) TR R TR R AR AR R B

i AP RURS RIEENERR EABREES R 2R
BEH w, T SRR FE o P AR AR IR ELIT A P R A
HEETRE . HFIU — | ul =2, HREE 2w —2 A~ H P

FERE, Y P E A R AR iJrsé;ir:w—%”w,- AN
SEH PR AR R B A TE R R T . Y PR TETE
AP RSB EHEMAERA S5 RE. BTRAM
55 4 AT P A SRR AR B, A H Y TP JC R i R TR
ﬂ%ﬁ%%?%%@iw—gw,,iﬁﬁiﬁﬁﬁéﬁzﬁ\‘l&frﬁﬂm%
P Ok,

gi b TR PR A IR 5 98 28 Tad AR v, 2 S IR 55 4% A0
FH P JE AR BB 56 T s P i B AL s B .

B2 BRI R A RS #5817
PRGBSt EE .,

TEB A8 22 A BB S L S, RIS, 20 B3 P s Bl
RIS 2 &k 4 0 Uy . RIS, RS, #8106 O K 3% 1
Pl s v+ € AR, £ B 28 1% (8 15 P Y BE AL
. LS, KB, S ARG e i € UTT LA IE Y n—1 2k
R

T2 =1 (22)

Vi) oTi,

ZEHI YRS

To 1 T X =T 1w (23)
/H\'Tl [0 SECRART IV aN ﬁ}’fl[”ti% PRG(-\']?].M ) yee sPRG(X}C,,.\z ) ° gﬁ.lﬂf
75 A8 2 1) FR AR P R TR 4 R

r1—1 0 .- 0
0 1 —1 - 0

24)
Lo 0 0 —1
M —1 0 0 ra.o
0 1 —1 0 ris

(25)
L0 0 0 = —1 g,

AL B, R RO A T R BRI n— 1<<a,
R 3 28 1 J7 20 A 10 ) S R PR LR R T R LA i B R
fi# s BT LA S, TeiE 0 8 #3155 PRGGsk, ., ) s+ s PRG sk, o, ) o
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R Z R8RS, 1 B ¥E i b i+ B PRG Csky, )y -
PRG sk, ).

25 b IES S, AL AE LT . S M S, fE 34T & A BE
BTSSP RS B RSB EE .

7 SKIFEAL

SEPS AN £ 4 B PREL (¥ RE . 1D iT45 PRFL 78
WA TR P BB A i ST [ 4 A AR Al ST TR A A E R
P 22 5 2) P4 PREL X R [l 48 8 Mo iy CH AR 4 3 F13E H AR
B Gk, BhAh, O T HE 4 M PE A PREL Y MR BE L
PRFL Fll FedAvg DA J HoAth 6 B2 4 I ik #EAT X LG .

7.1 EWETE

SR ] Python SE 8, 32 47 7€ Ubuntul8. 04 #21E & 4t
H1,CPU 4 Intel(R) Xeon(R) Gold 5218 CPU @ 2. 30 GH,
INFER 256 GB, HL#% %% 2] HEZL 2R H Pytorch, i | AES 1Y
CTR B A PhBAHLAE B

ARICR A MNIST #1 CIFAR10 ¥4 S vt 756, Horp,
MNIST $cHE 45 70000 5k 0 3] 9 W FEHFE{%. A
R IREERE RN 28X 28 8%, 432 60 000 AN Il e A< 01
10000 MHXFE A, CIFARIO0 ¥ % i 60 000 18 % 4 KR 4
B AL 10 A5 B & 50000 S YITZRAEAFT 10000
ASMERFEA . A SR CNN BB PR A7 1145, H b, MNISTC-
NN 2 ABRZ 2 AR D& 2 A4, Cl-
FARCNN @& 2 NEFRZE 2 Mk ZE U K& 3 M 2iEEZ,
BB K/ANEIN 5. BIE RECH RelLU #l log_softmax., i 2k
PRI A 52 SUI 5 % BB R AR SR 0 SR L BE BIL B B R B BT
HAW I FS B & R 1 5771,

#1 SHORE

Table 1 Parameter settings
MNIST Cifarl0
R P #E 100 100
LS 0.001 0.01
Momentum 0.9 0.5
Local Epochs 3 5
Batch Size 64 32
Iterations 100 200

FEX F IR P ECE 4R L 43 B 5 B8 T R & TID Fil Non-1ID
M, EEE TID 1, JI R pE AR B S i oy 4 5 A~ P
TERCHE Non-1ID (1% BT, B4 I P i FE A 4 5% P AS 26 3
S5t 3 PR AR BN 0 AR L o KR O E I E R 1R 1.5, 4R 2 S
70,

ARSI 2 T JE HAREGE A E ARG . JCE Rl A
5 R W Bt A5 B R T 5 AR T SR A 2 R T

1o T T < Bk A E D A R TR S B S v T R S ok
BH IR AN 84, ELAAOR UG, i 32 A8 U E R 0 VR i DR 25 R
0.5 By &1 0r M 7 I S B B S 8

TS BBl Bl S B R SR AL S B A S
IR AN, Bk g, B 0 P i 2 p9 IR 45 20 1 B S0
Hw, ERXRE o w G REMSF &, o B—DHEE AL
hoixE N1,

s %5 B 0l - 0l B8 B AR I R AR AR B B 25 A — A~ 26
(Source Class) M H 5 — P2 (Target Class) , 2R 5 & Tk s
R IR BEAT N 2. BLRSk UL, #E MNIST w, Boili 35 4 A
FAIARZE 7 R 15 Cifarlo 1, Moy 5 8 BEAR HhBR 25 ¢ Cat " ik
H1“Dog”

AR SCAR H5 4% 7 2o 19 B Y 43 30 A s 4 bR DR T
Al 6 b7 P4 A4 B PREL (9P AE

WERTE CAco) : TN IE A A9 A% 45 B & B DL 3 4R B A

TREEAHETR 1 (SRC-Ace) : H AR EEA GiF A AR 25) 78 I
WA A HERR R

Bk U 3 (ASR) 4% H AR BEAS GIEF A TR AR 480 B 12 43 28
A Target Class B H B,

T AP PREL MdERE K H S 2 & R A
T REHATT I,

Krum"" S FERICIE B R G, ik 8 5 HAb |l — [a] —1
A7 b A5 TR PR g ST AR TR A AR I A R R TR

Median™*’ s B F P (67 $03R A, 58 % A b B ) 45 — 2k 2 40
HEF PR3 BUAE — 2 A TP AL BV R Y 2 R B 28

Trimmed mean™® . 5 F #0554 , X A b AR 1Y (1) 5 — 4k
SR SR a3 45 RORUR /N 1 — 350 2 1E, BRI 4% 1 1) 1
YIEAE R & R S5,
7.2 KWERSW
7.2.1 EHM®

T B UE PREL A9 HERA 2, 26 3R FF 0 B 1 P i A S04y
54 MNIST Fil CIFARL0 %445 45 /9 1ID Al Non-IID i% & T iff
T80 I F S2 B 25 1 5 34 FedAvg ™ BEATXF 1L . YNt 72
rh 4 R RN UE A R R A F L A 1 2 R

100
075 4 075
) )
: :
g om0 3 050
= FedAvg = FedAvg
025
025 1 —— PRFL | —— PRFL
T T T T T T T T T T
0 2 50 75 100 0 2 50 75 100
Iteration round Iteration round
(a) MNIST 11D (b) MNIST Non-11D
08
06
2 06
3 2
§ S04
S X
< o4 8
- FedAvg e FedAvg
~—— PRFL 02 1 ~——— PRFL
02 -
T T T T T T T T T T
0 50 00 150 200 0 50 00 150 200

Iteration round Iteration round

(c)CIFAR10 11D (d)CIFAR10 Non-1ID

& 2 FedAvgl Al PRFL 4 %
Fig. 2 Accuracy of FedAvgl!! and PRFL

S gE LW, IS B 2 11D iF & Non-1ID, 78 Il 45 1
e, PRFL (9 i i1 3R & A 5 FedAvg R #F — 2. X Ui
PRFL S8 T #E® M HA5 .

7.2.2 SHm
BT B AE PRFL 19 & 8 Pk, 43 B E FE & 2 P L 4 o
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10%6,20% F1 30 % 1 1 B T 3@ ik 6. 1 749 19 48 b R PE A
%L FEPR AR Y FedAvg #F 17 LR SR WAL PREL X ¢ #
G EORR 73 o

B IC H AR B 19 B0 M 0 S AT S B e
T B AR BT, H E bR 2 58 i BE 1k 4 R B TR i S 1 3R 2= )
TEREBAERERER, H5E. @ Ace KIT4 PRFL 19
PEBE I FedAvg HL . S5 R0 3 I 4 iR,

10
09
s Vst antanyel | 08
S\ o FedAvg 00 07 —— FedAvg 00
3 FedAvg 01 ? FedAvg 01
s o6 g 06
Lo FedAvg 02 & . FedAvg 02
g + FedAvg 03 % . + FedAvg 03
< o4 PRFL 00 04 + PRFL 00
- PRFL 01 03 ~~PRFL 01
02 ~— PRFL 02 02 —+—PRFL 02
—— PRFL 03 ——PRFL 03
01
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Tteratiion round Iteratiion round
(a) MNIST 11D (b) MNIST Non-1ID
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.
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g ~FedAvg 03 | § 04 + FedAvg 03
§ 04 “~PRFL 00 § PRFL 00
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(c)CIFAR10 1ID (d)CIFARI10 Non-1ID

3 FedAvgl'JHI PRFL 75 w3 Mok T FF & B2 P B0 %) 225
O 695 W
Fig. 3 Impact of the number of Byzantine users on global model

with FedAvg'! and PRFL under Gaussian attack
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g 05 —FedAvg 03| § 04 —FedAvg 03
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1
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(c)CIFARI0 1ID (d)CIFAR10 Non-1ID

4 FedAvgH I PRFL 75455 M ¥ Boat T F o5 B P Bkt
ol 4 Ry ASE A ) 5 i)
Fig.4 Impact of the number of Byzantine users on global

model with FedAvgl') and PRFL under sign-flipping attacks

T WS e 4 S AT L& B, ol TR O R P S v
Tk FAT S B ooy . D e A B B FE S E P B L FedAvg
RE M4 R i Z 2 TR KM, 45 5 B & TR & 1 P

it Ik IR AE B3 N L Fed Ave B A RN Sk #% L R4
AR AR, T PREL Al LA 20 % BT 5 307 s 4
SR LGE  BIRBUE & 1ID 8 & Non-11D, 3 A # A% iF 42 J7)
R R85 W ST 75 B4 e HE
16 1ID &8 T, PRFL R4 0 4 5 155 5 A9 of 4 % JL-F
KB TR FE R PR B KT ik 2 SR 3 Al RS
i Non-11D B . B 25 FE i B2 FH P 4000 38 0 5 26 4 Jmy B Y 1Y o
BRI A TR, X R B FE & P B B, e AT
IR R B TR, TEik S SR G, X5 4 R B e vk
AR Hb 2 3] FF o5 BE P BT o5 A IR AR I R AE e 5 T
TERER,
%2 ®WWBE T PREL 1 Fed Avelt) il i i ¢
Table 2 Accuracy of PRFL and FedAvg™" under Gaussian attack

(ZD)

MNIST MNIST CIFAR10 CIFAR10

11D Non-11D 11D Non-11D
FedAvg(0%) 0. 960 0.917 0.780 0. 654
FedAvg(10%) 0.926 0. 840 0.523 0. 289
FedAvg(20%) 0. 845 0.773 0. 405 0. 205
FedAvg(30%) 0.833 0.62 0.315 0. 164
PRFL(10%) 0.959 0.912 0.773 0. 650
PRFL(20%) 0. 960 0.910 0.773 0.643
PRFL(30%) 0.959 0.906 0.775 0.635

#3 S #BGE T PRFL A Fed Avgl) i %

Table 3 Accuracy of PRFL and FedAvg'!! under sign-flipping attack

%)

MNIST MNIST CIFARIO CIFARI10

11D Non-11D 11D Non-1ID
FedAvg(0%) 0.960 0.917 0. 780 0. 654
FedAvg(10%) 0.130 0.199 0.226 0.185
PRFL(10%) 0.959 0.912 0.773 0. 650
PRFL(20%) 0.960 0.910 0.771 0. 643
PRFL(30%) 0. 959 0.907 0.776 0.637

T #E— PPk PRFL P68 ¥ H 534 7 % (Krum,
Median, Trimmed mean) #47 1 L, G5 R AN 5— &1 8 f
WA L B, E 1ID BB T L TSR A e B ik R R A S
W IGE LR R G 5 AR RE A AR i, I T 2 WA I
dr FECHR A, B G FE 5 B2 T P s A9 38 0, Trimmed mean Fl
PRFL WAl J5 i G 2 38 w] LAk B 458 19 0 2R . Krum TH 4
SZRE B RS CIFARLO i, AR BE IR P& o s L (H & )7
TR G 1 OB HL A R, b4 PR MR B AT 5 B e
MFE N P AR R T 20 %), Median 15 3 (1 4 JR 455 R i 6
W R,

1 9 Ff B 4 7Y Non-11D % B F » Krum A BEAT 2L 3T
FRW A RS, BRRGBMA A2 RBIAEL, Median
Trimmed mean XJ PR 340 o HA — 2 19 & B4, (WS SI0EE B
TR I 36 22 3 T AR KA S i, B 0 4 R B R 19 ofE R
FAHALT PRFL., 7E/F 5 BHGE 20h h 3R 5 e P 40t ok
30 %, Median 7 CIFAR10 %% 45 b 0 #E 80 R & 2] T
21.26% ., WMiASCHr % PREL AT LLA R b5 40 w5 3 ik R4 5
BEL W OF AR TR S MR . FEX RS T FE 4
JE P Bk 30 %A PREL 78 P Ff 500G 48 L 0% v 1 3% 4 1) ik
F T 90.6%,63. 5% F1 90.7%,63.7%,
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Fig.5 Robustness of FedAvgl!! ,Krumt "), Median'#!, Trimmed meant®) and PRFL against Gaussian attacks(MNIST)
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Fig. 6 Robustness of FedAvg''),Krum['7', Median!'8), Trimmed mean %) and PRFL against Gaussian attacks(CIFAR10)
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