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Federated Learning Model Based on Update Quality Detection and Malicious Client Identification

LEI Cheng' and ZHANG Lin'*
1 College of Computer,Nanjing University of Posts and Telecommunications, Nanjing 210003, China

2 Jiangsu High Technology Research Key Laboratory for Wireless Sensor Networks, Nanjing 210003, China

Abstract As a distributed machine learning,federated learning alleviates the problem of data islands, which only transmits model
parameters between the server and the client without sharing local data and improves the privacy of training data,at the same
time it also makes federated learning vulnerable to malicious client attacks. The existing research mainly focuses on intercepting
updates uploaded by malicious clients. A federated learning model based on update quality detection and malicious client identifi-
cation method,named umFL,is studied to improve the training performance of global models and the robustness of federated
learning. Specifically, the client importance is calculated by obtaining the loss value of each round of client training. The subset of
clients participating in each round of training is selected by update quality detection. The similarity between the updated local
model and the previous round of global model is calculated to determine whether the client makes positive updates and the nega-
tive updates are filtered. Meanwhile, the beta distribution function is introduced to update the client reputation value. The clients
with low reputation value are marked as malicious clients and excluded from participating in subsequent training. The effective-
ness of the proposed algorithm on MNIST and CIFARI10 datasets is tested by using convolutional neural networks respectively.
Experimental results show that under the attack of 20% ~40% of malicious clients, the proposed model is still safe. Especially
under the 40 % malicious clients, the umFL model improves the model testing accuracy by 40% and 20% on MNIST and CI-
FARI10 respectively compared with traditional federated learning,and the model convergence speed is also improved by 25. 6%
and 22. 8% respectively.

Keywords Federated learning,Client update quality,Client reputation value, Malicious user indentification,Client selection
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Fig.1 Traditional federated learning
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Frsimt <a, :
By = b, + (e, —sim!) (19)

o,y B8 430l Rom K RECIETT R4, M — D& P
MfEEECR T A RE R I & o B S sibric AER
P IS5 2RI,
3.3.2 BARR

7 15 3 4 Jey R I 5B 4 JR I R G 00 3G 0 AE AN BT SR
T2 3 5 285 {8 00 1 0 2 56 7 ARl A5 780 0 4 Jmy A€ 78U (49 A4 {0A
FE o DA I A A A 3T 25 7 i {5 2 A 2 A ) e e BRI

o' =a! X time(t &, L()) (20)
Horptime(t, 6, L)) =Exp(—&X (t—L (i), ¢ Fo7m M/
epoch,é RN WAL L(DEREK Pl i )5 — kS 5l %
B epoch, #7 (¢t — L)) KT 3 WFZ & 3 715,

umFL B 56 3 T 005 A I 5k e B 1 B 5 AR I 4%
B & P S B 356 ) 2 P i B P G DI R AR TR L 4 B T
Z 5 B A B Y S B0 3% 4 IR 55 2% 5 IR 55 i AE B MBI AR B
A& P SRR BT HUE TR R R B % P
i AR TR 5 | — 4 Jey A5 T A AR RL R B S AR AR B A A LR
XF beta Z5ai b HEAT B AT E A B S uG AR B
Xt F G B AE AR T A% 7 3, AR AT B 7 % 0 3, 0 4
Z 5 2 5 BN L s 3T AL AR T, 19 5 7 i 8 JHC A 4 A6 TRl
o B E N NULL, IREMUARRASSRAENE
i B 25 ELAE A AT A SR AR R R 4, B
Wil = el = (21)

i€ SuC
BEG R R RSB B AITA R P, EE LR
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4. w T =SGD(w)

5. Imp<GET_TImp(loss;) / /53 % 5 ¥ #9587 o 2 745 43
6. sim!<GET_Sim(w! "y / /5 AR

7. a" b’ <—GET _ab(sim!,7.8)
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9. IF C/<2B DO

10. Ev<Uj

11. IF sim:<m DO

12. o '=NULL

13. ELSE DO
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15. TORIRA R P A SUCU;
16. END FOR
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iesuc
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18, J oo B AK PG
19. End For
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£1 HLEBHEE

Various parameter settings

Table 1

A T A max B 3
MNIST 0.93 0.0075 0.993 0.3 0.03
CIFARI10 0.97 0.0025 0.997 0.32 0.03
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