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W E ALEBABTT AALATEERSOEREP FTEEERLF S LA K EAREARE T E W AR MR
L4 B P Aol B IR A3 H (Location-Based Service Provider,s LBSP) H 5 a2 Rk MA B S L FF R M, AT Mk LREN
B RBT R BT E LRGP K HLAE 05 £ MTKNN-MPP, ¥ & i#4) kout-of-n REZE£E MmN A T K
BEAAEFTET . FATERVEMRAPATHALTEAF LBSP 69X B 2 BB ARG RN, —REH A EA K LA SAR
A, B EERLALEAND L ERT FERN B FH, T2EH AW, MTKNN-MPP 7 £ 4 % & 200 R 37 £ 45 7
PRI B IaA B N A Ta A A% LBSP 49 %M A5 B IaR, TRIEEMIY E 4B ARSI Ak & E 4ok & WL &,
PRALEFTELE, BB IFHEEAV . SR ARG K BEARE M5 EMIL, MTKNN-MPP 7 £ A A L g0 & Ak, ALY
— £ A KiEAREZ A LA K EAZ R P, ZRER 5 FAT 43.23%~93.70%,81.07%~93.93%.
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Abstract In the Internet of vehicles scenario,existing location-based service privacy-preserving schemes have issues such as not
supporting parallel query of multi-type K-nearest neighbor points of interest,difficulty to protect the privacy of both the in-vehi-
cle users and the location-based service provider(LBSP) ,and unable to resist malicious attacks. In order to solve the above issues,
a multi-type K-nearest neighbor query scheme with mutual privacy-preserving in road networks,named as MTKNN-MPP is pro-
posed. By applying the improved k-out-of-n oblivious transfer protocol to the K-nearest neighbor query scheme.it is realized that

multi-type K-nearest neighbor points of interest can be queried at a time while protecting the privacy of the query content of in-
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vehicle user and the privacy of the points of interest information of LBSP. The addition of the onboard unit caching mechanism re-

duces computational cost and communication overhead. The security analysis shows that the MTKNN-MPP scheme can effective-

ly protect the location privacy of in-vehicle users,query content privacy of in-vehicle users,and the privacy of points of interest in-

formation of LBSP,which ensures the anonymity of the vehicle’s identity and can resist malicious attacks such as collusion at-

tacks,replay attacks, inference attacks, and man-in-the-middle attacks. Performance evaluation shows that compared with the

existing typical K-nearest neighbor query schemes,the MTKNN-MPP scheme has higher security and the query latency in single-

type K-nearest neighbor query and multi-type K-nearest neighbor query is reduced by 43. 23% ~ 93. 70% and 81. 07% ~

93. 93% ,respectively.
Keywords
vehicles, Multi-type
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type K-nearest Neighbor Query Scheme with Mutual Privacy-
preserving, MTKNN-MPP) ,
5.1 MTKNN-MPP FRHFERE X
MTKNN-MPP J5 3% M5 K& ik 4 3.
# 1 MTKNN-MPP J)5 £ % FfF5 K& X
Table 4 Common symbols of MTKNN-MPP and their meanings
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i th s edge_tpoi, ORI 4 M2 AL R 51 4E olisty
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2. 4 flag=0;/ * JITHRH » /
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40 BRBOGHE G T R T BR LN edge_id OB RER RGN ¢
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5. for i 7 54> 2% M 15

6 if FEA LR A A7 B A R T e_utime
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8. break;

9 end if

10.  end for
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13.  endif

14. end for
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Fig. 3 Flowchart of multi-type K-nearest neighbor query scheme with mutual privacy-preserving in road networks
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Table 7 Size of experimental dataset
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Fig. 4 Computational cost comparison when querying a type

of KNN points of interest
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Fig. 6 Communication overhead comparison between

MTKNN-MPP and reference [9] when querying a type of

KNN points of interest
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Table 9 Query latency reduction percentage of MTKNN-MPP

S k9] ik[11]
t_count=1,K=1 43.23%~63.36% 73.78%~83.09%
t_count=1,K=5 74.55%~83.43% 70.84%~81.01%

t_count=1,K=10 85.40% ~90.38% 69.75%~80.07%
t_count=1,K=15 88.52%~92.14% 67.14%~77.52%
t_count=1,K=20 90.97%~93.70% 65.61%~76.01%
K=5,t_count=2 83.48%~88.95% 81.07%~87.34%
K=5.t_count=3 87.45%~91.44% 85.62%~90.20%
K=5,t_count=4 89.87%~93.03% 88.39%~92.02%
K=5,t_count=5 91.32%~93.93% 90.05% ~93.04%
K=5.t_count=6 91.20%~93.29% 89.91%~92.31%
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Table 10 Security features comparison between MTKNN-MPP Acta Electronica Sinica.2022,50(4):990-1001.
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