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Proactive Defense Technology in Cyber Security : Strategies, Methods and Challenges
HU Hongchao,SUI Jiaqi, ZHANG Shuai and TONG Yu

Institute of Information Technology, University of Information Engineering,Zhengzhou 450001, China
Abstract Emerging technologies like artificial intelligence CAD) , cloud computing, big data,and the Internet of Things(IoT) are
developing quickly,making cybersecurity a vital issue. There is a clear asymmetry between cyberspace defense and attack,as the
more sophisticated cyberattacks are beyond the reach of conventional defense strategies like intrusion detection, vulnerability
scanning, virus detection.authentication,access control,etc. To counteract this state of passive vulnerability — which is “easy to
attack but hard to defend” —academics have been actively pushing the study and creation of proactive defense technologies. Three
such technologies—moving target defense,deception defense,and mimic defense—are maturing and developing quickly. Unfortu-
nately, there is currently a dearth of literature that systematically summarizes the three proactive defensive mainstream technolo-
gies;additionally, there is no analysis of the advantages and disadvantages of the three technologies.nor a horizontal comparison.
This work fills this vacuum by conducting a thorough and methodical evaluation of the research findings about the three proactive
defensive strategies. Initially, the concepts, techniques,and methods of the three proactive defensive technologies are presented in
their respective orders,and the current research findings are classified based on the various study topics. Subsequently,a horizon-
tal comparison of the three proactive defense systems is conducted to examine their shared and unique characteristics, benefits and
drawbacks,and potential synergies and complementarities that could improve the overall protection efficacy of these technologies.
Lastly, the three proactive defensive technologies’ difficulties and potential directions are discussed.

Keywords Proactive defense,Dynamic defense. Moving target defense,Deception defense, Mimic defense
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