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Overview of Attribute-based Searchable Encryption
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1 Information and Telecommunication Company,State Grid Shandong Electric Power Company,Jinan 250013, China

2 Faculty of Information Science and Engineering,Ocean University of China, Qingdao,Shandong 266400, China

Abstract With the advent of the big data era,the size and complexity of data continue to increase,which makes the requirement
for data privacy and security increasingly urgent. However. traditional encryption methods cannot meet the demand for efficient
searching in large-scale datasets. To address this problem,searchable encryption introduces trapdoor functions and other crypto-
graphic techniques that allow searching in encrypted data without decrypting the entire dataset. However, searchable encryption
alone still cannot meet the complex data access control needs in the real world. Therefore, researchers have introduced the concept
of attribute-based encryption into searchable encryption, resulting in attribute-based searchable encryption. This approach aims to
achieve efficient search by attributes in encrypted data sets. Attribute-based searchable encryption has a wide range of applications
in the fields of privacy protection,data sharing and cloud computing. In this paper,we describe the development trends in terms of
enhancing privacy protection,improving computational efficiency.and increasing flexibility. We also present the related schemes
involved. In terms of enhancing privacy protection, we discusstechniques such as policy hiding, permission management,and securi-
ty enhancement. The current methods for optimizing efficiency primarily involve outsourcing computation,online/offline encryp-
tion mechanisms,and index structure optimization,among others. Additionally,the improvement of the attribute-based searchable
encryption scheme in terms of access policy expression ability and search capability is discussed. In addition, this paper introduces
several common application areas and summarizes the relevant schemes proposed by researchers. In addition,it discusses the chal-
lenges and future directions of attribute-based searchable encryption.

Keywords Attribute-based encryption, Searchable encryption, Attribute-based searchable encryption., Privacy preservation, Data

sharing , Cloud computing
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Table 5 Comparison of flexibility of different schemes
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