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Study on Malicious Traffic Classification Algorithm Based on CNN Combined with BiGRU

YANG Yongping' and WANG Siting”
1 School of Information Technology . Beijing Normal University,Zhuhai,Zhuhai, Guangdong 519087, China

2 National Key Laboratory of Mobile Security, Beijing University of Posts and Telecommunications, Beijing 100876, China

Abstract Network intrusion detection is an important network security technology,malicious traffic recognition and classification
is the basis of network intrusion detection. In the current network environment, port detection technology,deep packet detection
technology,and feature engineering machine learning algorithm detection technology for malicious traffic identification and classi-
fication have failed or are not easy to implement. This paper proposes a malicious traffic recognition classification algorithm model
CNNBiGRU , which combines convolutional neural network and bidirectional gated recurrent unit. CNNBiGRU uses convolutional
neural network CNN to extract network flow structure features and spatial features,and uses bidirectional gated recurrent unit
BiGRU to extract sequence features,which is consistent with the characteristics of network flow with both spatial structure and
sequence features. Tests and model optimization and parameter selection are performed on the CIC-IDS2017 dataset. The experi-
mental results show that the proposed algorithm has certain advantages in classification effect and no feature engineering is re-
quired compared with the classical machine learning algorithm,and also has better recognition effect compared with the single-
neural network algorithm. Compared with the fusion neural network algorithm,it maintains the same high detection result and has
a little advantage in the number of learning iterations under the same accuracy target measurement,

Keywords Malicious trafficclassification, Deep learning, Convolutional neural network, Bidirectional gated recurrent unit
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H(p,q>f%/lp(1,)log(q(rr>) 2 plaloglgla))

12
SHEMXERRE D (pll 9 =H(p,@) —H(p) , I p %
TRE L3 S q R T 43 A, ) 58 S 8 /) o B0 i B
T LS AR o BT TR AR R R
2% R BR R 1 2 BSOS 5 S W 4% T AE 22 A Y iR
2, softmax Ti‘hﬁﬁ‘%@ﬁb:*Z’:c,log(‘b,‘)?‘:{ﬂi% i SR
A5 TR 458 % . — e TN A e 22 FH AR 09 OF B R OR a0
KLADPIR

—i :_L z,
Loss= N;L, N 212\(” log(pi) (13)

Horb m FRARZE B s e logCpy ) Fom UM 1E i 7 2201, 43
SR SR A B 7 T
3.5 EEEM

UL 0 S BV A 2O T LA 27 ST DI R R ) 445 25 ok
FEPEA 0T AR TR ) B0 o 22 458 HoAb O7 i ik . =% > I
YRBLE N — B I8 B 23 2R R Loss A AL S HUR T
2 A kR S R RO B ) — R R AT B L D1
SR EEA 2 M BERELZRKE LG T
i o A7 AE BUM 25 58 15 65 2 AAT & R 5 & 8905 00, B 5
B 26 4 & FR O IE 8, B 5 AR 28 N A S BR O B DR BRI SR
FESC T In oy R VA SR [, R 1 B A, S bR 2R 0 A 2 AR
0,

D https://www. unb. ca/cic/datasets/ids-2017. html

* 1 TIURIRIE R

Table 1 Binary classification confusion matrix

TR

o B % Al

Positive(Yes) Negative(No)

S R 2 5 Positive( Yes) TP(true positive)  FN({alse negative)

Negative(No) FP(falsepositive) ~ TN(true negative)

TP H1 TN Sy FUI 55 52 R 28 5 A7 7], 52 F000 /9 1F 4 4% s FP
FRMGEN RR I . W B9 SIOR BE B bR TR e SR A 1
FEHEVARSCRA VLT 4 AN 4885 HE# R ACC Caccuracy) A
J PRE (precision) . # Al 3 REC (recall) . F £ & 4> % (F-
Measure) . TR AR -

o TP+ TN

A“*FP+FN+TP+TN b
. TP

PRb—TP+FP (1%
TP

REC= i 7p (16)

(1+8) X PREXREC
3 X (PRE+REC)

FEARR B R 35 ACC FEAT PR A 2% I 15, &5 5 PR
18 F% F-Measure 254 %8 T PRE Ml REC, 454 [ I T & 4 3%
A MESR R T WD A S A 0 5% ), 92 BR b 22
F1EZ AN UG AMEEOR . Y =1 B} . F-Measure 25

PREXREC .y e 2 () T B :
PRE TREC 1 i 3 0 43 T 52 159 980 % 29 41

T 1 I RRBOR
4 LWEITMH

AR AT PEAR S 1 L PR T BB AT IR B R B B
DA K TR0 3 L 0 A AE S8R Y SR AR A 5 5 A O Tk kAT
FR .
4.1 MERELWEE

SR FH T B 5B A R T 50k B X b A L L B TR
T2 R — E R S T S A L N T Y TR e O 4 —
TR A A TG B RN AR S B 4 . 4 14 S R o A T B
£ 413 KDD Cup99 ¥ 4 . NSL-KDD ##E 4 . 1SCX2012 %%
P55 \UNSW-NBI5 ¥ £ . CIC-IDS2017 ¥ ¥ £ %, 0 & IE
LR 0 R A BN SR T B A LA R A 4% A
FHARE R 2 fid,

25 B A v % 3 7 A 0 A R0 R A RO L A B Ol T g
Y &5 ST 2 B0 dE E AT 1 A B, ISCX-IDS2012, UNSW-
NB15, CIC-IDS2017 % H 42 B AVECHE 55 4F L 45 SR GE & A
SCHE AL B AT B, {0 ISCX-IDS2012 il UNSW-NB15 Hp i %
6 bR Z AT A K CIC-IDS2017, H A5 Fl i 43 AF % 4 7
. CIC-IDS2017 %45 4 v i 5 oK ) 45 42 4= Bk 5% it (CIO) £
RO R N 2 R L A AT
£ RV 6 PR AR A 285, PR BT Sy 50 O 4 R 858 . 5 LAl 4 BB
P45 A0 LU A T 2 0 N R IO AT O A A R 28 S A 0 n
Tk BOAR A L B BB 7= A 1 2R B A S S I 4% 1) 18 A R b
S5y FLRE R IR AR G B A A Y CIC-1IDS2017 K
WFIE 8 AT B R4 3 i o 4325, CIC-1DS2017 %4 48 4 ik
4325 CSV UM R AEAREE B AAR 205 B L R I6 7 & LA peap

F-Measure = 17

Fl1=2
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M AORAF L8 5 K AR n 8 R/NVEE 50GB, E X T
it 80 AMNRFAEFN 14 ASFEHIPRA: . 1% ECHE 4R AL 0 2% R A Jin 25
fi%) 3 38 i i » DoS, DDoS, Brute Force, XSS, SQL Injection, In-
filtration, Port scan and Botnet Z 3725, B-Profile system
(Benign Profile Agent) R 487" 4 il Ji ik . ¥R 36 HTTP. HT-
TPS.FTP.SSH Al SMTP % Ppi ity 1 7 45 2 5 2% Jg il O it
i [} Patator 4 i FTP F1 SSH ¥ F 3 i¥ 5 DoS (Denial of
Service) I i B GoldenEye, Hulk, Slowhttptest £ slowloris

4 F T B A 50 1 3R IR ( Heartbleed) #] Fl OpenSSL & Y L
Bk 57 BUIR 55 25 19 D9 38 %, i Heartleech 4 1l ; Web 305 2
% SQL i A (SQL Injection) . # 3 i 4 (XSS) Al HTTP £ )
Wik 5185 B (nfiltration) £ 4 8 Metasploit 7= 4= 5 8
F &AL B Ares T H 4= i ; DDoS (Distributed Denial of
Service) 8 5 i ] LOIC(Low Orbit Ion Canon) T. B[] 52 3
it %5 #% % 2% UDP, TCP, HTTP 33K ; PortScan = £ 3 F 414k

#* 2 AR TT B X

Table 2 Comparison of public data sets for intrusion detection

HAEE S HE HAER K E B T 2 4 i
PURFE LR i S i N P
D 5 S oah B 5 fﬂﬁﬁx;i%%]ﬂ%%,ihnps
KDD CUP99 1999 500 % a 3 35, DARPA M4  Normal\Dos\R2L\U2R\Probe BEAE EETRL.E AR
T E A AR
% # 7 KDD CUPY9, % # £ %| 4
. — BACH 5 S . ol P, xR T AAMEL, B
NSL-KDD 2009 15 % &) S2 34 DARPA K % Normal\Dos\R2L\ U2R\Probe Y 2 Y
B3
A (A i .
sexpszo1z 2012 25w o FER gy gmmapy Normel\DoS\DDoS\Bruteloree\ oy 4 4 o hups it
H ) Infiltration
S R4, IXTA 7k B H Normal\ DoS\ Fuzzers\ Analysis\
UNSW-NB15 2015 254 K a % % &, Argus Bro-IDS  Backdoors\ Exploits\ Generic\ Re- & & ## % % ,{& & https il
£ T HfF% connaissance\ Shellcode\ Worms
_ . S 3 ¥ 4, B-Profile % 4 _ Bxafrae  ARNEE. LR ENE
CIC-IDS2017 2018 283 5] U b BRI & 14 MERAFE )
g R T RRRERAAE UARAGE  wos wmereanns
BoT-IoT 2019 7300 % i HE KA. B W4 DDoS\ DoS\ OS\ servicescan \ ¥ 45 4k 3 A W % 7= 4 W 2 b 4 B

keyrecord\dataexplore W 7= &

4.2 RAE . GHS5F%

BB C LM T CICFlowMeter #4719 7 %1 43 & %t Wi
FRic, P 2% i et 500 A FH A 8] 00 3 9% 43 0 B4 B0 O X 4y &
X 50, N A pke2flow $2 B8 Fo0 4 GRIP, B Y 1P,
Y5 11, B o RS R P8O X CIC-1DS2017 Hd 317 3
P03 IE RO BRI 3 AT LU . PR AR AE KR ] L B AR
IFi] 4 DB 219 O g DX 3 ol IR AL s Bl o U A T R R
T BOE T VRN R OR A 8 4 DL R i Y G — S R A A 2
B AR 48 H AR A T BB UE B, MAC b ik (TP Hb ik
TTL {5 28 BUbR %5 5 58 K B30 5 A AR 2 T06 2R 3 B 8045
[R5 53X LA 7 B i 47 BB 44 Ak Ak B, 45 4 CICFlowMeter &
SCRYFREE B A% B 2 D N M T 0 AR & AT A O I
FARM bR B MR B AN 1594756 4. 30 R 7 R
) LA g i 1357 468 4%, & J1 By 6952 4%, DoS Wik
23996 2k, Web Hil; 2032 & . {7 M 4% 1235 £, DDoS W il
44655 4%, 0w I F9H 158418 %, & 2K 5 L& 6 Bros . Il 2k
SENIMIREHE IR 723 B E R4y .

Prot Scan
9.93%

0.08%1280%

Web Attack . BENIGN
013% « Brute Force
DoS
150% DoS
= Web Attack
Brute Force
044% = Bot
= DDoS
® Port Scan

BENIGN
8512%

PE 6 K 4R I 4% g e 2801 L

Fig. 6 Proportion of dataset network traffic categories

4.3 HEZWILE

VR # S HEBR K Tensorflow 1. 14. 0 Fl Keras 2. 2. 4,
¥4/E Z 48 Ubuntu 18. 10,CPU 4 Intel(R) Core(TM) i7-9700
CPU @ 3.00GHz, W## 16 GB,

WA A R L IR L S BRI R 3 T 5 8 R LR AR
SrA 4% CNN B CNN 2 80, CNN i) o6 . GRU i 22 50 %
L RECA T RS SECRA T A BN SRR
I8 4 18] 43 A Lo 191 9 B0 4R AT .

3 PR AL I R MK LA SR E
Table 3 Network structure parameter settings of meshing

search algorithm

I % E
CNN [ % # 1.2
CNN % R #% 3.5.7
CNN ## 4 T5 32,64,96,128,160,256,320,384,512
CNN E #t 1.2
O K Rel.U, tanh

GRU # & 1 50,100,150,200,250

Zad 10 YO Sz IR, I BT Y08 AT LA, TR ELAY
CNN &R 4 2508 B 03 4 Fré), e BiIGRU 4ot
R 50,

#£4 CNNBHIEE

Table 4 CNN parameter settings

J # e FRB/MET HERHE FH AR
1 Z % & R+ ReLU 192 7 1 Same
2 R KN 2 - 2 Same
3 Z % &R+ ReLU 384 5 1 Same
1 T AW 2 — 2 Same
5 E-R None
6 LrHEEE 256 — — None
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B W 4% Minibatch % 4 128, B E 3 & | RMSprop
itk » 45 2 dropout Bk 0. 25, CNN #IG RELH RelLU, & E

— Train
007 1| Test
006
005
§ 004
003
002
001 =
0 2 4 6 8
Epoch
K7 loss HAEfL £k
Fig. 7 Curves of loss value changes

Xt A 3 14 0 3 b 2 B R AT 43 2 AL 7 i 28 S i 0
iz 5 AL It 4t T ACC,PRE.REC. F1 76 N (1)
4 A HATEM AR

M5 0T LA Y 20 B0b3 28 28 A 1 i A U AR
U B A9 285040 Bot P50 e R A A% . T B 2 A AR

Epoch 24 10, HI 2k A1 328 19 loss Bl £k A accuracy f0 &l 7.
8 FrR .

0.995

0.990

0985

Accuracy

0980

B8  ACC fH A= fb il £&
Fig.8 Curves of ACC value changes
A3 SNRVE W DLER /D 3 B R RN Tl e & 2B A 3 O A R
FMp Yl E Z M, R T A R I R R T iR
R/ Ll v A N iy RN =R T e
BE TR TR 00 R A A R xS AR TR 43 S R Ak
REBLSHHRHE QMK F1 54845,

F O RO 53 28 0 0 2 85 R BT K AR AR

Table 5

Statistics and indicators of classification results by data categories

O A 4

S B Y Web ZF W ACC/%  PRE/Y% REC/% F1
wE xx 2% mx oms PP gn
g B 407271 0 1 1 2 16 12 99. 95 99.97 99.99 0.9998
2 hHH 0 2085 0 0 0 0 0 100. 00 100. 00 100. 00 1.0000
DoS 1 0 7198 0 0 0 0 100. 00 99. 99 99.99 0.9999
Web 3% # 0 0 0 609 0 0 0 100. 00 99. 84 100. 00 0.9992
18 F A% 44 0 0 0 326 0 0 99.99 99. 39 88.11 0.9341
DDoS 14 0 0 0 0 13397 0 99.95 99. 88 99. 90 0.9989
#oaH 62 0 0 0 0 0 47617 99.98 99.97 99. 87 0.9992

4.4 R
HARH I AR 3R 6 BT A, 3 3R 3 P iy B AT N
AR S FUANAL 34 AP 354035 T 20 J 8 i B 7 8L
6 Se IR o AR

Table 6 Complete test data classification results
%)
L& ACC PRE REC F1
HEATY 99.98 99. 86 98. 24 0.9900
T A 99. 95 99.95 99.95 0.9995

SCHRL21 1% CIC-TDS2017 #4845 #E 47 T 4 Pl AL 2% 2 > 43
K5k, 3% T ANN,DT,KNN,NB,RF,SVM, CNN 2§ 2 fiit
BLAR 4 > S0 AR L % > B, 5 AR SCHR Hh 9 CNNBIGRU
TR BRI 25 SR S 7 A 9 R

R 7 CHRL210FT9) 4 A 5015 5 A SRR IO R [
Table 7 Comparison of the effect of classification algorithms in

reference [21] and the proposed algorithm

%)
ACC PRE REC F1

CNNBIiGRU 99.95 99.97 99.97 0.9997
ANN 99. 31 99.50 99. 31 0.9922
DT 99. 49 99.49 99. 49 0.9949
KNN 99.49 99.50 99.49 0.9949
NB 98. 86 99.01 98. 86 0.9885

RF 99. 54 99.56 99. 54 0.9955
SVM 99.72 99.27 96.72 0.9789
CNN 99.50 99.46 99.50 0.9947

FRAE TARGETH ML 2 > 3005 60T B9 2 b g A R AR A5 B

PEAT4X 25T . CNNBIGRU 835 F A9 2 R 0A 7 B 3 A b7
B 43 28I, S0 X Lh 25 SR R B L AR SCEL VR 7R HE i & ACC,
K500 B PRE. A 7% REC. %% & F1 {H JLASJr i 46 i 48 7
A F A A
4.4.1 oy EaARHEIES £
SCEkL10] A ScHEk (14 (9 CNN 254 RNN R4 51 /8
TR 4 TS SO SR IR T I 4% 3 43 [A) A AE A )
FRAE A SO 5 OB (Y Bl A 53 HDST _IDS #1 CNNBIL-
STM HEAT HHK 53 A SCFE A B0 B GRU BB ilE A7 % H
BURXT AN 9 Br7s . 3 Fl il & 55 1k 09 HE B RO F1O(E AR
P BR BT 99. 9% L A R MER R, S RMR R TR —
CNN il 28 P 24345

1.000

0999
0998
0997
09

0995
0994

HAST_IDS CNNBiGRU  CNNBIiLSTM CNN

&

uACC = F1

B9 ARSCH 5 SO0, 14 ]33 AR X 1L
Fig. 9 Comparison of the effect of the proposed algorithm
and algorithms in literatures [10,14 ]
PLaf 2 MERR 22 99 06 g H AR Al o SRR 8803, AR SCEL
B/ B RUAE 1% AR 25 B0k T LAk 20 B br 0 5, SCk [ 14 153k
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R IR Sy AR SC R Y 69 06 SCHIR[ 10 1530 126 B0 O AR SCH VR 1Y
T8Y5 AR SCHL L A TH B AL TR 21 CNN #06% R A UL 90 %,
WA 10 FrR TR AR T A SCRE L AR L 55 A 3 Rl Ay —
TE B R ARH

08
06
04
02

0

HAST_IDS CNNBiGRG CNNBILSTM

® Learning speed

B 10 ASCHE S k[ 10] . Sek[14 0L &
CNN 1 Y1l 25 3k £ % Eb

Fig. 10 Comparison of the training speed of the proposed algorithm

and algorithms in reference [10,14] and CNN

4.4.2 wmoykeTEEES LR

il T L B R AT I3 L 56 3IE AR SO ik T A A
FLST IR B AR (AT ROt . 2 A R AR AR A 442433 4%,
W3R 53. 66 %0 M8 ML 0. 29% , DDos 10. 15 % , ¥t 7 43 4
35.90% 4k 4 PP BT A . 2 HEBI R (P A% b 25 1 n
11 iR, 24 I HEfR 2 98 % B AR T 3 B X L an il 12 ffs .
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B11 B A O I RO T L

Fig. 11 Friday data test effect comparison
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Fig. 12 Friday data learning speed comparison with

accuracy of 98%
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CNN 1 RNN % £ (14 3 2 0 4t 43 28575 CNNBIGRU 3k fif g
TR A A JE IR) L, I X6 4% rh il 28 50 L2 ROCR BT AE 2 Y
WAL, S Tk A SR, il R R e A
T R 2 5 4 B BOHE B CIC-TDS2017, I o 47 %5 8 5 & 43
BT 2 BT AL #2220 5 0 0 A% fh 48 R T3k M 45 45 )2 gl
E PS80, I AE Tensorflow Fl Keras HEZEF #E 4T T # &

W0 265 f 5 S A 43 BN AN 4 2 . M HE A% 2 1 e L L2
23] 51  CNNBIGRU 1943 R BCR BoA — & 0 3, o 75 HF
AR R 5 A% B ¥k % 4 JRy B304 18 AT L 43 20 ik, v i 3 A
F1 {55 CNN Al LSTM @il & 56 MY, m T3 iy CNN 5
% AR L HLA Uk i H Ar k14 5P i O 3% R AR )
FUBCHE U 22 AT I A I B R e SR 4R
T X 7 BRI Y S A U B AT DL O 5] A AR R B
P 45 2 S AR T 3 L A A B0 4R R AR B B X 4 S
T A R 28 S0 AS ST A ] R, 4 v R R o AR AR A P S g L 7
AR T 3 mee T %o 5 2 AT I 3 B

% X M

[1] China Internet Network Security Report 2020 [R]. https://
www. cert. org. cn/publish/main/upload/File/2020 % 20 Annual
% 20Report. pdf.

[2] MOORE A W,PAPAGIANNAKI K. Toward the accurate iden-
tification of network ap-plications[ C]// PAM 2005 : Proceedings
of the 2005 International Workshop on Passive and Active Net-
work Measurement, LNCS 3431. Berlin: Springer,2005:41-45.

[3] GU Y,.LI D,GAO K G. Research on Network traffic Classifica-
tion based on Machine Learning and Deep Learning[]]. Tele-
communication Science,2021,37(3):105-113.

[4] KONG L,HUANG G,WU K, Identification of Abnormal Net-
work Traffic Using Support Vector Machine[ C]// 2017 18th In-
ternational Conference on Parallel and Distributed Computing,
Applications and Technologies(PDCAT). 2017:288-292.

[5] IMAN S,LASHKARI H,GHORBANI A.et al. Toward Gene-
rating a New Intrusion Detection Dataset and Intrusion Traffic
Characterization[ C] // International Conference on Information
Systems Security and Privacy. 2018:108-116.

[6] LECUN Y,BOTTOU L,BENGIO Y.et al.Gradient-based
learning applied to document recognition[ J . Proceedings of the
IEEE,1998,86(11):2278-2324.

[7] GRAVES A,MOHAMED A R,HINTON G E. Speech recogni-
tion with deep recurrent neural networks[ C] /2013 IEEE In-
ternational Conference on Acoustics,Speech and Signal Process-
ing. 2013:6645-6649.

[8] REZAEI S,LIU X. Deep learning for encrypted traffic classifica-
tion: An overview[ ] ]. IEEE Communications Magazine, 57 (5) ;
2019:76-81.

[9] LOTFOLLAHI M,JAFARI SIAVOSHANI M,SHIRALI
HOSSEIN ZADE R, et al. Deep packet:a novel approach for en-
crypted traffic classification using deep learning[ J]. Soft Compu-
ting,2020,24(3):1999-2012.

[10] LOPEZ-MARTIN M,CARRO B,SANCHEZ-ESGUEVILLAS
A, et al. Network traffic classifier with convolutional and recur-
rent neural networks for Internet of Things[J]. IEEE Access,
2017(5):18042-18050.

[11] WANG W,ZHU M,ZENG X W, et al. Malware traffic classifi-
cation using convolutional neural network for representation
learning [ C] // 2017 International Conference on Information
Networking(ICOIN). Da Nang, Vietnam,2017:712-717.

[12] CIREGAN D,MEIER U,SCHMIDHUBER J. Multi-column

231100106-8



WKk, 55 H T CNN 454 BiGRU W EE R &0 KB L5

[13]

[14]

[15]

[16]

[17]

[18]

deep neural networks for image classification[ C] // 2012 IEEE
Conference on Computer Vision and Pattern Recognition. Provi-
dence,RI,USA,2012:3642-3649.

LECUN Y,JACKEL L D.,BOTTOU L,et al. Learning Algo-
rithms for Classification: A Comparison on Handwritten Digit
Recognition[ C]J // Neural Networks: The Statistical Mechanics
Perspective. 1995.

WANG W,.SHENG Y Q.WANG ] L,et al. HAST-IDS: Learn-
ing Hierarchical Spatial-Temporal Features Using Deep Neural
Networks to Improve Intrusion Detection[ ] ]. IEEE Access.
2018(6):1792-1806.

LIU Y F,CAI S, YANG H X, et al. Network Intrusion Detec-
tion Method Integrating CNN and BiLLSTM []J]. Computer Engi-
neering,2019,45(12) :127-133.

DENG X, LIU Z H, OUYANG Y, et al. Identification of en-
crypted Malicious traffic based on CNN CBAM-BiGRU Atten-
tion [J]. Computer Engineering,2023,49(11) :178-186.
PACHECO F,EXPOSITO E,GINESTE M, et al. Towards the
Deployment of Machine Learning Solutions in Network Traffic
Classification: A Systematic Survey[ ] ]. IEEE Communications
Surveys & Tutorials, Secondquarter 2019,21(2) :1988-2014.
ZHOU F Y,JIN L P,DONG J. Review of Convolutional neural

[19]

[20]

[21]

[22]

231100106-9

network [J]. Chinese Journal of Computers,2017,40(6):1229-
1251.

HOCHREITER S,SCHMIDHUBER ]. Long short-term memo-
ry[J]. arXiv:1412. 3555,2014.

CHUNG J Y,GULCEHRE C,CHO K,et al. Empirical Evalua-
tion of Gated Recurrent Neural Networks on Sequence Modeling
[JJarXiv:1412. 3555,2014.

OYELAKIN A, AMEEN A O,OGUNDELE T S, et al. Over-
view and Exploratory Analyses of CICIDS 2017 Intrusion De-
tection Dataset[ J/OL]. https://api. semanticscholar. org/Cor-
pusID: 262063000,

MASEER Z K, YUSOF R,BAHAMAN N, et al. Benchmarking

of Machine Learning for Anomaly Based Intrusion Detection
Systems in the CICIDS2017 Dataset[ J]. IEEE Access,2021(9) :
22351-22370.

YANG Yongping, born in 1980, master,
lecturer. His main research interests in-
clude network security and machine

learning.



