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Multi-party Co-governance Prevention Strategy for Horizontal Federated Learning Backdoors
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1 College of Information and Cyber Security,People’s Public Security University of China,Beijing 100038, China

2 Suzhou Institute of Information Security Law,Xi’an Jiaotong University,Suzhou,Jiangsu 215123, China

Abstract Federated learning is susceptible to backdoor attacks based on model replacement. In response to the poor performance
of current backdoor detection methods, multi-party co-governance prevention strategy is proposed. The aim is to establish a co-go-
vernance mechanism between the federated learning center server and the client,so as to effectively detect and prevent backdoors
in the model without compromising data privacy and main task performance. This strategy covers shallow backdoor scanning,
deep backdoor detection,and model repair,all of which are completed by the client in collaboration with the central server, Among
them, shallow backdoor scanning is a lightweight real-time backdoor detection scheme that does not significantly increase time
overhead. This scheme captures abnormal changes in the aggregated model parameters by the client and reports them to the cen-
tral server. When the number of reports reaches the set threshold, the central server initiates deep backdoor detection, and each
client pauses the federated learning process for deep detection to determine whether the neurons in the model are affected by
backdoor attacks and exhibit abnormalities. If there are anomalies,each client adopts a method of concatenating a benign model
and an attacked model to restore the model to a benign state,and submits the results of deep backdoor detection and model repair
plans to the central server. It is up to the central server to decide the final repair plan,thereby thoroughly clearing the backdoor.
Experimental results show that this strategy can effectively detect and remove backdoors in the federated learning model, ensuring
the safe operation of horizontal federated learning.

Keywords Federated learning . Backdoor attack, Backdoor detection, Multi-party co-governance
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15. return backdoor,mask, pattern

52 P v B0 A A S L T A A ik i R R S e A
L IFTE e Feadt i JL Al 7 v, 12 25 i M A #7873l 2 4
Hh A R A 2 T A i A T B R BR L (Loss) L TE B
AN i e HE RS Y HE A RS T B o, B R A 28 Y AT AR A
I [ A i 2 19 2 A IS T RE i B0 MG B . TS R
J5 S ARBUIT A AR A2 0 i SOBOE (. A 2.3 AN TR Y
T oft X v 2 9 S ARG DU 7 1 T BT A R A 28 ) B T
{BLY 58 45 B, 2 5 98 BOR T v 0 38 B (B Ca_threshold)
HRHOE A A S i (E I BRI AR A R BT A
ARFFAE T R AR 45 2R B WOA N R JE 1T H AR 4
3.3 KEEE

R JZ S T B TR Z 5 TR I 40 A2 i 28 1) 26 A5 A v
ARG W HRE ERMRAE . R H 87 [ R
FJE B RPRZS W 7 B AR . B UG E AR A T S
WIHEAT IR 1] By A A7 — 103 Kl O 408 P ) S B B2 1R
5 IR R S 45 Y (o] 38 2 5 1] Bt i R A Bl F A AT
VL e 1 2 S5 b R 0T 5 O RS R U 1T s L Rk
R T Al WA L 2 T B O TR X S 1) T A B . [
1M AR SR IR 43 2 TSR P A5 B A O SR

fith A % R AIE 25 1 28 90 2% A o A% B L W05 A L 4R B, RO R
25 1) 2% G 9 U2 v 1 758 43 i 48 T CHRT R i 2% 2% 1 250D, JF 140
AR W 5 22 W 2 SR AL A . PR, 4 J) B 22 T 4 TR i [l
B G Bl AT AR PR B il S 4R AiE R B 58 42 40 BT AR T
R A T2 CEI fil e # # 22 JE R A5 T 2) #2846, 0K R
B P 2 10 2% )22 1] 3R 28 Tk PR A L O AT B Al A d 2ot Y
S NTIHE L5 11 . R, B2 J5 i 4 70 e T ol 25 T v ek Y

A T8 118 57 o B AP OO T Gk

Ty T E)HAR PR AL B (R SR AR SR & D) K
i 7T 38 3ok 3 7y 4 0 00 pF R O 58 R TR U2 R TR I Bk v
AT 5 1T 25 1Y filh K B fih & B % Gmask, s pattern,) s 1
A AN R B 5 B B O (R R R RAEKT IR S S
B FAE S5 PEAE . RO AT DR 09 BAR AL B . R T IR &R BE
HOr R B BOE R B 2= BRI SR B
B TR .

W4 2 LR ARV S AN 2 R . &% o E L —
A H P22 W 4% R S AT GmodeD 19 0 & n Z 5 5 T RT
KRR Gmodel,,. ) B n 2 (layers— 2) 2 B BF %, N5 Z 1
(BPM n=layers—2 1, & n=0 1) Ji n 45607 BUE  F
SR 1 AT RN JT TR 2808 L fih A 6 5 i e A 3 AR b B
WA BRI BT R RMEE A ZEEEKEER
PEAKCP CRIMIE T8 52 B L 18 2 BUE 7T SO B AR 4 S
A e KAED o o mask, T pattern, P 1 B J5 1] fi
KA sr_threshold & BIMH  layers Jy it 48 W 46 )25
ik 2 Hpomalor)z R
i A : (model, model,,. » mask, , pattern,)
fi il (n)
1./ * model A 1 & B BT , modelre A Ji5 1107 A AY K PERLRL > /
2. for n<-layers—2 to 0 do:
3./ R BOHE TE A I B30 1 306 1) 45 20 (9 fh A A </
4 xp, = (1—masky) * x+masky, * pattern,;
5./ PHEM R AT IR 5+ /
6 {=model[ 0:n];
7./ x BHERERIA R IR0+ /
8. fpre =model,e[n: —2];
9. modeljoine = fPfpre 5
100/ * FHECHTT DR S8 EOROE A « /
11.  activite_value=L1_norm(modeljon (x,")) 3
12,/ = FIW S| SOBOE 2 /D TS E » /
13. if activite_value<(r_threshold do:
14. /o BEWAEIR it DF L+ /
15. returnn;
16. end for

FPSRTEAT R 1.5 2 )5 ¥ )5 1745 % (backdoor)
HEEME ) — IR E PO RS A )5 E AR 2 % P i
AL R A EBEN B I T KBS K 4. 58 8T
SRITIE S . BT, 7T &85 T AT 09 )5 17T B 480 SR W, 20k 22 58 iR

4 KBS

AATRE MPS ¥ 8 F TG V& H MR 2 I B,
PEAG VR JZ R U1 R J2 5 TR 0 A58 AR 46 43 O o ) A At
MPS H & TN A B & P i S S 500k, FESCPR A
B 1k B P R P i O B 38 R M R AR A R T
K BT 26 2 S AR ORI AR S0 BLSE M
4.1 EWHEE
4.1.1 HBEESINAER

AT WA BOE £ MNIST A Cifar-107" 3 47 3F
Al A BNk 1 75,

MNIST #4542 % A 26 B B K 4x 5 8 K 0F 58 BF
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(NIST), YIZrdE sk @ 250 N ARFEAFS R E7H . H T
PR 10 AR 09 T 5 H07 KR R SR8 7 75Kk 28X 28
WE S, Bt 10 A28, Horp 6 7 sk I GR -G A 1 5 5k
KA. Cifar-10 & W Alex 2 I8 M — A F 3 & 9 &0
SR TS AL B BOHE 4 . B A 60000 3K 32X 32 ) RGB ¥
O fr L Eat 10 A4 Kb ds 5 sk TR, 1 75K
FFA £

F1 OBEREAGEL

Table 1 Dataset basic information
AR G AR 3 A A A R AL A A
MNIST 60000 10000 1%28%28 7TARBEL
Cifar-10 50000 10000 3 %32 %32 3NAEREE

A SCR T B Bk R 27 T VI R B 25 4 5% 2 o 3% 2 g, 3
BEIANERES 3P RELR., Kb, &g EMET
SRS BRI A [ s 4 AT IR 4R

#2 NGBRLEHGE R

Table 2 Training model structure information

R E (I N,
BRERABY AL G A B o

EF W&ﬁzz,§§;§ﬁﬁ>/ WE w3 R+ 53408

1 Conv2d(1 or 3,64,3) Relu

2 Conv2d(64,64,3) Relu Maxpool(2,2)
3 Conv2d(64,128,3) Relu -

4 Conv2d(128,128.3) Relu Maxpool(2,2)
5 Conv2d(128,256,3) Relu —

6 Conv2d(256,256,3) Relu —

7 Conv2d(256,256,3) Relu Maxpool(2,2)
8 Linear Relu -

9 Linear Relu -

10 Linear Softmax —

4.1.2 BEEE

BRI L S HUE Bk 3 g, IR Hfm
10 A% P 3 BEALF- 3 0 BE I 2Rk A, Pl & 1 405 1T
di ol THIR =T 20 e MATE 1T B AR B T IED .
ks FERAAE AN 4X4 BMEMEREE FEAR
IS TR AR B SR A 500 TR B BUHAR 0 4, 0 & R i 2
6 £ A58 70 SR T TR B 46 1) )5 1) ol S 5 =5,

%3 BIBEISHED
Table 3 Federated learning parameter information
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Ui AT IR B IR IR . 2% i SR P 4 % v 437 22 14 55
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19 ) 2 0BG B0 . Forb, i A b il 0 2R AR 28 531, A A
FrRAh 2R R AR 2 BALE (AR AR i 25 (. B 2 AT, LR
PR T . AR 28 BAL T (H 5 L3 AR LU, 25 28 50 44 /0N IR 34
T4 4 25 P9 2% 32 B )5 1T Bei i R 1B M AN 25 L )R 1T B A
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Fig. 4 Shallow backdoor scanning
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Fig.5 Deep backdoor detection(including attackers)
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Fig. 6 Deep backdoor detection(no attacker included)
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Table 4 Performance of different backdoor detection methods

(&7}
—_— EEEITAM REJE TR 3 E kRS TR
TPR  FPR TPR  FPR TPR  FPR
MNIST 100 0.52 95 0 83 0
Cifar-10 100 1.57 99 1 90 5
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Fig. 7 Cifar-10 model repair
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