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Robust Federated Learning Algorithm Based on Multi-feature Detection and Adaptive Weight
Adjustment

WANG Chundong,ZHAO Liyang,ZHANG Boyu and ZHAO Yongxin
School of Computer Science and Engineering, Tianjin University of Technology. Tianjin 300384 ,China

Tianjin Key Laboratory of Intelligence Computing and Novel Software Technology, Tianjin University of Technology, Tianjin 300384 ,China

Abstract  The federated learning paradigm is designed to preserve privacy by enabling multiple clients to collaboratively train a
global model without compromising the original training data. However,due to the lack of direct access to local training data and
monitoring capabilities during the training process, federated learning is vulnerable to various Byzantine attacks, including data
poisoning and model tampering attacks. These malicious activities aim at disrupting the federated learning model training process
and degrading its performance. While several studies have proposed various aggregation algorithms to address this issue,they pre-
dominantly concentrate on single Byzantine attack scenarios,often overlooking the threats associated with hybrid Byzantine at-
tacks that can manifest in real-world environments. To address this issue,inspired by the principle of water purifiers, we propose
an innovative multi-feature detection and adaptive dynamic weighting allocation algorithm called FL-Sieve for identifying Byzan-
tine clients,aiming to filter out malicious clients through multi-level screening. Firstly, the algorithm assesses feature similarity
between clients through angular range similarity and model boundary metric,generates a similarity matrix and calculates the simi-
larity score. Then,it performs clustering to ensure that nodes with similar features are grouped together. Subsequently,it employs
predefined rules to filter potential benign clients. Finally.it intelligently allocates weights based on the trustworthiness of each cli-
ent,further enhancing the defense mechanisms and system robustness. To evaluate the performance of the FL-Sieve algorithm,
experiments are conducted using three datasets: MNIST, Fashion-MNIST, and CIFAR-10. The experiments consider scenarios
with both non-1ID data distribution and hybrid Byzantine attack situations. The number of hybrid Byzantine clients increases from
20% to 49% to simulate large-scale hybrid Byzantine client attacks. Additionally, the performance of the FL-Sieve algorithm is

tested in both IID and non-1ID data distribution,as well as in single attack scenarios. The experimental results demonstrate that
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FL-Sieve effectively withstands Byzantine attacks in various scenarios,maintaining high main task accuracy even under the chal-

lenging condition of 49 % hybrid Byzantine client attacks. In comparison, several existing classical algorithms exhibit varying de-

grees of failure.underscoring the significant advantages of the FL-Sieve algorithm.
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algorithm
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WU R B . o  ARSL, 5 MBML 38 T 55 « %55
AN S S A A S [ )RR R AR AR . Bk 2
55 6— 9 AT T R P S AR A A3 B 20 B

30 MRS b BE A (Y AR Bl PE HEAT R 2E .

TEEAT R AL R 2 23 A I SR T IR D 2R 2R Bk 2 — A Pk
W o XX — A L AR SCFE MINIST $04% 45 1 34T Tt
98, % 5T K ¥R X (K-means) .3 F 2 19 R 2 (Density-
Based Spatial Clustering of Applications with Noise, DB-
SCAND LA B i i A A5 A 5 28 (Gaussian Mixture Model,
GMM) , X453 Bon GMM R 57 . A B R 26
o 1 A B (R R R — RO A A 5% 8 R S R 4 T B B
JE 43 Bt B W e G5 R E R RS . S AR SO
Fe TR — > FR A 1Y I, 9805 ) DL i 307 5L 9 T (Bayes-
ian Information Criterion, BIC) % 2 2 45 5 i 17 PF Al , 5 & ik
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5 REE AT 22 . Xl 22 57 T LA ARS 5 MBM X
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BRI R e . g ik 2 O ARAS g 23 — 25 A7 BoR ek
center=min( X ) ICFEFEAY .0, B EBUR R B, 1 distances 3
RE RS HREPO Z WA 3T X — s AR SR
W I 23R4S T AR BT R AL o,

8)FI M SGD S s B T —f ik ARy,

DG TR ZJE R RA 2R w,
&% 2 FL-Sieve Function
HA % P R AR G
iy 2 R R W
1. Step 1. T35 T A7 45 BUBH B8 4 AiF
2. FOR i,j IN(len(G")) Do
8. ARS'<ARS!,
4 MBM' <-MBM_,
5. ENDFOR
6 FOR 1,j IN(len(GY)) Do:

7. XiRs < % ARS!
o

8. Xf\){}sme].%iMBM:q

9. x" @<= (xGks » x{hm)

10.  ENDFOR

11. Xk[x’(l)'x’(z)’...'

12. Step 2. i 25 AT 1% % 7 3y

13, ARIEFEAEARRLPE AT IR K
C=Clustering(X)

T4 B 5 2% 7 i A4 RS T BR BE 43 TC 380 X L 14 %
G'=[G;,ie(]

15, HRAANBEAMMESE S=[S.i€C]

16.  Giu=L[1].

17. FOR i,S; IN ENUMERATE (S)

X’(N)]T

18. IF Si<<mean(S)
19. Giist. append(G;)
20.  ENDFOR
21, PREDBTE AR o e T
Gupdate = maxgroup( Giig )
22. Step 3: F & W 3l 253 FCALE
23, FHVEA Gupaae 72 95 7 5086 BE FRAE 1551 X
24, VAR & P B0 E o i B B
distances= | X' —center|
25. A WHEME p=exp(—p * distances)
23 (¢ * Gupdare)
¢

26, Wi = wi—

27, 3R 7] 42 SR A Y wo

5 LI
5.1 LWiEE
DRSE
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MNIST" , Fashion- MNIST ™ #1 CIFAR-10™" %t #i8 4, 43 7

K H LeNet,CNN 1 VGG-9 AL ATk, BN T .8

FLEE 100 MR FED R um L EF I RNIRES ST

JEEFE G ELERE TN 1 MR 2, ALK YT,

AN YN 253 FEIE AT 100 4> epoch, 44 5 3 2 AL 1A &% B

1. BEAk A SCHE 78 B0 4 K T FL-Sieve 7E [ % 49 %0 1%

B FE & E P T I O TR U R BB BT Y 4 R 1 AL P

fig. WA S IR, M HUR R B E R 0. 3 B, 4 R AL A (1) 1 8K

T AR AP RE AR ST A . R, SR K AR R B B E N

0.3, EZZHMYWE 15,
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Fig.5 Performance of FL-Sieve algorithm with different sensitivity
coefficient settings on various datasets under 49 % hybrid

Byzantine client attack
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23 RGP A F P R 0 AR Al ST R A A BOHE SR A A
X~Dir(y, NS0y B/, % 5 g 72 8 09 i 2k 57 ()
AR, 3 FRBIRERMR T .

(DMNIST., MNIST j& —/F5 05 R B0 4 1 &
60000 K Il £ & A F1 10 000 3K 3% R, 44 8] & — Bk
28X 28 MK EIME . — 3 10 A28 5. 7E Non 11D % &, i
i Dirichlet 43 75 % $0 46 #4743 & . BLART & . 76 MNIST ',
A 6000 AN ZR%iHl 3 431 X~ Dir (0.9, N) 15 5|
M A~ N 49 Dirichlet 434, ARHEIX M A 5310, #2406 24K
W) N A P53 R R s &35 307 205 19 % 5 i A
5 AR OB . PR B T RO 2600 B AN [R) 22 A0 P g Y
4 AL AT REAS TR

(2)Fashion-MNIST, Fashion-MNIST & — 4™ IR i [&] 1%
S REARAE W T 10 25N EE 70000 AN TR FE & IE T

Ao IR MMt £ 4> 5 MNIST — 2. H v 60000 7K &
A RAFUIZR,10000 3k &R+ 00K, BB A& 28 X 28 1R
K., 5 MNIST iy kb B — %, Fashion-MNIST R 4 5 4
X~Dir(0.9,N) 7 & BE 5 % i

(3)CIFAR-10, CIFAR-10 2&—A~ H SR % 4> 25508 4
{8 10 A~ 28 513 60 000 K & K Hwh 50 000 5k FH F I 25,
10000 3§ F Mk, B8 Fr & 3X 32X 32 % fmId, 5 MNIST
B 4b 5 A ] CIFAR-10 R 4% 43 %5 X~ Dir(0. 9, N) 43 %
B 25 %% 7 0

3)FE g Bt

S AT P SRR N JE 0k B S B0 B HE o R A R
B

(DS B RES . 555 B 5E % i m 5 el %
HETH AR E ¢, REHEMEN g, = 1Xg, JF
PGB HUR S5 2% .

F 1 SLRBEEE MR SRR

Table 1 Experimental datasets and model parameter settings
SR %5 HAE A ERES AN & LUK i
MNIST 10 784 LeNet(2 MERE 3 M2 &EEE) 0.01 64 0.5 100
Fashion-MNIST 10 784 CNN(6 M &R E 2 M aik#2) 0.01 64 0.5 100
CIFAR-10 10 3072 VGG-9(6 MERE 3 M AEE ) 0.001 32 0.9 100

(20 B ot b T O O U e o
A AR 2 W AN GRFEA AR 2 I @ B 3 C —
=i Ho C AR B .1 € (0.1, .C— 1},

B ZHIGEDT . BEHLS B % o & 2% BE AL AL
BORBERIRR L, i 2 ZE s T 0 A N G, o® D AR i, 7R S2 58 P IR
p=00,,00€ R flo=0.5 HAT7H T,

COMR R PRIy o M7 T 0 s 2 7 vl 3 o 72 9 55 /Y
B IMA R g, =g, TN (u.a® D, LLE 5038 B
MR R A P . S50 SR -5 BB 2 B i A IR) 194 i 38 43 A

G ™ . TR Sk 7 v o A s 45T 2 O 6 4
WA g, =1 HREZHSEIRSH UTHR L2 RER RS
%5

(6) Zero-gradient, Zero-gradient & ' ¥ m (m € B) i i3
R IEARGE (L0 BT K4 38 1149 55 7 1 45 0T A5 %% 7 3 BT AL R R
E, Ho g, FIRE t 8 Zero-gradient & ' it m £ X M
. B & Zero-gradient % P B R, A D RR AL HK K

Jaki AR T -F
1
ol o= = t, 1
Em Bm’g\; u &" (o
8w an
m EN—Q

(7)Little is Enough!™, Little is Enough ¥ 7 '§ 7E 8 1
R 07 R A B0 07 22 P i SN B ke BEL R AR 8. % 7 g
AT A AR A () FIAR UE 22 (o) B G R 356 0 B0 2
ZfR S, TR A s (12) TR

gn=p —z*0,;€[d] (12
Ho BTG B 2 BT 207 o 00 BRI FE G JE 2 B d R
WAL, H B 1 J2 S8 46 T A A v (8 AU 55 34 {8 19 B 480
1E S5 P B BRIAE 2 =0. 3,

(8)Min-Max/Min-Sum™" . G M & H 4 B ER 5 i
EA WA, = D IR, v 2R s &,y 248
i 7 0 3o T AR Tt s (1) R (5D R . 8% — A Min-
Max B ff 205 55465 8 5 T B PR B AT 17 Min-Sum 2 {7
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(15)
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s IGRGFENIE R E)  HTE o MERLE &, ]
R E m DA E KB R R 0 S o AT 8
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Vit vms 4> Zero-gradient i & F ¥ m; D Little is Enough
WE % P ms S Min-Max 35 % P i A1 my 4> Min-Sum
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e HOH m, € (1AL BEBLI IR EL m— 2, <50, RLHE % P
i ) ECHE S 100 9825 FF o7 BE 25 7 i Y IR
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PEBAT N B R O O T PR R A E R
7 g 5 B R Y 5 A AR R L AR SCIE IR R R T R R PR E R
GE BT 7 LB 20 %6~ 49 %0 1 22 A0 B A B AR B S 3A
35 v nT i T8 3 A AR AR ™ R O R R M R . 1
2 RAE A WAL RGAEA U h % B 0 FIPURRE ). X
BEA AL BE 6 A 5005 X T 20 B % R 0 s 1) 5 R L 3B i
BRI A R E OB W TR R R G ket
BN RIFRE., MERKEYRT AR EEE S
Uit B S AR 20

O PEAL 6 R

Xt TR 7 BE BT, Sl 0 H bR AR R A R AR B
BOMERR R . R, A Sl 4 R AR A 3 AT 45 E 5 2R (Main
Task Accuracy, MTA) R PEAG KRR R AT %4 . MTA [
FE AN Q6 PR Horh s [ Soean | F1 ] Daean | 53 3148 32 T 7
M B M REAR BRI Y R RE AR B, O T IR M AL AR 3
TE— Z 1) [ 8 U BB 126 AR YN 25 bl FH 0 A B O AT BE A
% B BN 25 B9 AN o T DA B A T % 5 5 ol B T A8 H A o
U B A SO A I TR 45 SR AT I R SR
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' '
z £
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— Foolsgold
~— FL-Sieve
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(b) Fashion-MNIST

3YCIFBOF I &5 R . B v Y I AE 55 v 2 3R OR A L R R
B4 1 T A T ot 1o 2 B Y T R

MTA=%X100% (16)

5) HE B i

TESLG T, B T IR 24 S h & MY Fedave! 53541, 8
LT 5 4 B HRHTFE 7 E B 09 3R A 5 Coordinate-
wise median''® (fi] Bk Median) . Geometric median"'™ ( f& #&
GM) ., Krum, Multi-Krum™™ (f&f #& Mkrum) . Ll & Fools-
goldH®
5.2 EWHER

DAREME. i 6 Fias, 78 3 MR AE [ A SCH i 2R
&8k FL-Sieve 5 Median. Foolsgold 1 GM 7£ 7 52 B ¥ o
BE X B R L Y It S BT Fedavg AT B T
fig. A Mkrum H A B 0 SIGH B L H H AR I 8f 3 A5
R . AN ASHER H Kram 835 78 I 250 72 b oy 1
TA R AR Y B R A — R . RO 2 A SR
F) 2R G B IR AE 45 S 30 g 5 T R LA R R B

100 |+ Fedavg
= Median
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£ — Mkrum
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¥ 60— FLSieve
&
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~ Median z
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Fig. 6 Performance of each aggregation algorithm without attack

DEBE, ME 2 W8, £ MNIST (44 4E |, FL-Sieve
TEATR] LG VR G 7 7 & P i B0 T AR R T4 96 6 1
EUER R P LI A, M Z T, Fedavg Ml Foolsgold #J
BT B SRR B a1 B, Median #1 GM 7EIR & FE S E&
Uity LA A0 (20 96 1 30 %6 R 1) 9 1 St AR 57 o Bt 6% 100 T £
ZRM T FL-Sieve, {H 2% 5 i b 1 2 8 48 m 5] 49 %
It fER R 2R T %, Krum A1 Mkrum Hr -t w] 08 22 3] 25 0Ly
ML R PBORE T S ER P oL T ENRA N —E
R P R DU B R R R S A, BB ATTHE 45 L
BT i HEBR E LT FL-Sieve,

1 Fashion-MNIST #(4 4 h , FL-Sieve 19 ¥ FAE & 4
RAFE N JE & P o L) R38R 91% . 5 2R L, Median Al
GM W MER R AETR A FF b7 2 % ) I L6 1 Ry 20 %6 R 30 26 B 45
TE 90 Y0 76 A7 AR Y LU G2 W34 B 49 V0 B, A R R IE T R
HoAh 9%, 4 Fedavg . Krum, Mkrum 1 Foolsgold A i i R 14
I F KT FL-Sieve,

16 CIFAR-10 s 4 v, FL-Sieve [ #E i 2 35 2 #8 E 10
79% ~80% Z A1, 5 bAH b, H: At S5k Atk B 4 B R B
TRAHA B FL-Sieve, #5512 Krum 83k, R RER S
FF O BEE AR R LN A I R AR AR AE 10X LT
K, (HAS T B AT J2 . Foolsgold 34 ¥ — H WA T 95 1 5% K 1)
PR R B S Nl B AR

MAARE FL-Sieve 76 = KB4 LRI KR KW
Fafd vk R R 7EIR & FF N R P o L B s . BARH

b B 1 AE BE L BT T W RE A 6 R B E B AT B
FERE M IF A W FL-Sieve, JUH 02 78 % LL 01538 B % 7 o 19
MHHT .

F2 WAEFHEREG R T SRR AR
Table 2 Experimental results of various algorithms in hybrid

Byzantine attack scenarios

o ‘ 20V 5 30% 40% 49%
HAE R H#k . FHE Ao ol
Ep% KPR EPE

Fedavg 9.79 10. 95 11. 34 9.82

Median 96. 44 96. 33 45.65 41.23

GM 96.72 96. 22 43.19 44.49

MNIST Krum 88. 36 86.48 10. 09 9.82
Mkrum 92.99 92.82 11.94 14. 32

Foolsgold 14.21 15. 36 12.7 14.03

FL-Sieve 96. 64 96. 3 95.58 96. 33

Fedavg 9.8 10. 09 10.01 9.94

Median 90.91 90.93 44.15 41.04

GM 90. 85 90. 99 55.37 46. 26

Fashion- -

MNIST Krum 75.04 74.95 15.39 14.15
Mkrum 87.08 87.31 15.87 16. 10

Foolsgold 14.55 16. 04 10.02 9.83

FL-Sieve 90. 87 91.07 91.11 90.39

Fedavg 10.93 9.15 9.45 10.18

Median 79.76 78.58 37.05 33.76

GM 78.86 77.67 45.23 38.36

CIFAR-10  Krum 39. 44 39.35 12.01 10. 06
Mkrum 72.4 72.22 14. 37 16. 49

Foolsgold 16. 49 18.2 12.84 13.78

FL-Sieve 79.33 79.94 80. 38 80. 16
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FEAHRF ST 2R ER I 5 A 3 R AL 8 R B e I R 2 o)

T AE . Jemr S8 F B TE Non- 11D B4 4 i AR &
FEEIES R, BT 24T FL-Sieve I X & F 5 (5 2
Wit Iz AR RE S0 AS SCHE— 2B R TITAR M, B8R T T
IID FIl Non-1ID W5 #0454l 4341 4 5% T, FL-Sieve 16 i X B — I
dr i B PR AE R B . PEAL 45 SR 3 R L N P Al LLE A6

F il 1E 3 AR IR A BG4 T, il il A R AN A
KW, FL-Sieve 32 3 th 518 (9 68 7 . 68 0% o 5 1 15 50 A0
ot PR (G RE R U . OF R LR IR A A Y AT 5 A R,
DL b g5 B0 E T i B vk 0 8 0 DA BOTE W B — TR
BT M,

# 3 FL-Sieve 7£ 11D I Non-TID 1 5 F )% % 8. 25 o 119 592 6 4% 21

Table 3 Experimental results of FL-Sieve for single attacks in IID and Non-1ID scenarios

L& & RK
B % BEXE om& EiL RF #% RME FHE | Mo Min
R R T LR % & % & ) Max Sum
11D 97.21 97.13 97.12 97.07 96.97 97.04 96. 71 96. 82 96.77
MNIST
Non-11D 96. 48 96. 84 96. 37 96. 22 96. 04 95.77 96.23 96. 3 96.48
Fashion- 11D 92.77 92.81 91.98 91.69 92.04 91. 38 91.29 91. 83 92.2
MNIST Non-11D 91.11 91.19 90.97 90. 84 90. 87 90. 95 90. 88 91.02 91.11
11D 81.13 81.4 82.19 82.26 82.83 80.16 80. 88 81.21 81.05
CIFAR-10
Non-11D 80.55 80. 6 81.03 81.09 81.16 80.73 80.97 80. 85 80. 55
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