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Intrusion Detection Model Based on Combinatorial Optimization of Improved Pigeon Swarm
Algorithm

WANG Chundong and LEI Jiebin
School of Computer Science and Engineering, Tianjin University of Technology. Tianjin 300384 ,China

National Engineering Laboratory for Computer Virus Prevention and Control Technology, Tianjin 300384 , China

Abstract Intrusion detection,as a security defense technique to protect the network from attacks,plays an important role in the
field of network security. Researchers have proposed different network intrusion detection models using machine learning tech-
niques. However, the problems of feature redundancy and machine learning parameter optimization are still challenges for intru-
sion detection systems. Existing studies considerthe two as independent problems and optimized them separately. However, the
machine learning parameters are closely related to the features in the training data,and changes in the feature set are likely to
cause changes in the optimal machine learning parameters. To address this problem,an intrusion detection method based on com-
bined optimization of improved pigeon flocking algorithm (ICOPIO)is proposed. It can simultaneously achieve feature screening
and machine learning parameter optimization,avoiding the interference of human parameter settings,reducing the influence of re-
dundant and irrelevant features,and further improving the performance of the intrusion detection model. In addition,Spark is used
to parallelize ICOPIO to improve the efficiency of ICOPIO. Finally,two intrusion detection standard datasets. NSL-KDD and UN-
SW-NBI15,are used to evaluate the model,and by comparing with several existing related methods, the proposed model achieves
the best results in the evaluation metrics of TPR,FPR,and average accuracy,and it proves that ICOPIO has good scalability.

Keywords Feature selection,Parameter optimization, Intrusion detection, Parallelization,Pigeon swarm algorithm
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Table 2 Comparative experiments of multiple heuristic algorithms
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on NSL-KDD
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Number
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on NSL-KDD
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Feat
Algorithm  TPR/% FPR/Y%  Accuracy/% cature
Number
BA-DT 86.3 3.3 89.5 12
SSA-DT 88.5 5.8 90. 2 16
GWO-DT 88.4 6.2 90.0 14
PIO-DT 88.4 5.6 90. 3 9
ICOPIO-DT 89.6 3.4 91.8 5
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Fig.5 Fitness convergence curves of multiple heuristic algorithms

on UNSW-NB15
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Table 4 Performance comparison between the proposed method

and related works

Xk B % H A7 TPR/ % FPR/Y% Accuracy/%
[18] GS P 63.7 2.8 79.6
[19] PSO F 83.7 8.4 86.5
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