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Bank Transaction Fraud Detection Method Based on Graph Neural Network
QIN Zhongpiao' ,ZHOU Yatong' and LI Zhe®

1 School of Electronics and Information Engineering, Hebei University of Technology, Tianjin 300401, China

2 Institute of Digital Economy Industry Research, Hebei University of Technology,Shijiazhuang 050000, China

Abstract With the rapid development of electronic payments,the fraud problem is increasing. Limited by rule and feature engi-
neering, traditional fraud detection methods are difficult to capture complex transaction patterns. Conversely, graph-based me-
thods often downplay the significance of feature engineering while highlighting the relational aspect of the data. In addition, few
studies have examined the application of graph methods in the field of fraud detection for specific bank transaction data. To ad-
dress this problem, this paper proposes an end-to-end telecom fraud detection method,a fraud detection method for banking tran-
sactions based on graph neural networks. The proposed method designs a feature engineering for graph models and trains it using
a fusion model. Specifically,oversampling and node weighting are used to address the unbalanced dataset. Next,a user transaction
graph model is built utilizing an adaptive similarity edge and node degree weight fusion technique to construct a user transaction
graph model and mine potential correlation information between transaction nodes. Furthermore, model fusion is employed to
merge local and global variables to overcome the constraints of separate classifiers. Experimental results show that in Guangxi
Yulin Bank transaction data,the proposed model for the detection of transaction fraud data on the three indicators of F1 score,re-
call rate,and AUC is improved by 1.65%,1. 36 % and 4. 2% compared to GraphSAGE, respectively. The model also achieves a
reduction of approximately 80% in training time. In comparison to other mainstream detection algorithms, it exhibits higher de-
tection accuracy.

Keywords Bank transaction fraud detection,Feature engineering, Unbalanced treatment, Similarity edge,Graph neural network
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Table 2 Feature display
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%, GCN, GIN, GraphSAGE, GAT, PC-GNN, BW-GNN, BT-
FD-GNN 357 A SC B8 # 2 J5 1 1 T8 S il b R A7 50 56, e
J5 WA GNIN AR AL fiE F 88 k2 > O 2RI 40 B0 0R A 25 g 222 [
B, AT B # B IR A X L

Support Vector Machine(SVM) P, —Fil £k 43 25 2%, 1R
I W B 2 S X BOHE EAT AH A

GONP, —Ff B 5 B GNN A,

Graph Isomorphism Network (GIN) P97, —Fifu 4y #7255 5 45
FEAH HAE 9 GCON 570,

GraphSAGE : B A 48 & 37 &S GNN B #

GAT: —Fh i E Sy HLHI Y GNN 3,

BW-GNN" 36 F /N A8 4 1) GNN g5

PC-GNNE Y — Pl 4 - 4 R ARF 25 19 GNN AR

Augmented-GNNF 2T, — B 38 4k 24 > ¥ 47 & 5098 #4279
GNN #EAY

CARE-GNNF 3o fi O 2 VE (1) GNN AR

x5 HSEAE UL

Table 5 Hyperparameter combinations and scores
(S8 W= N oz B E F A E AUC
0.001 0.8883
1 0.005 0.8902
0.010 0.8620
0.001 0.8373
32 2 0.005 0.8407
0.010 0.8570
0.001 0.7576
3 0.005 0.7622
0.010 0.7547
0.001 0.8732
1 0.005 0.8877
0.010 0.8571
0.001 0.8122
64 2 0.005 0.8172
0.010 0.8503
0.001 0.7807
3 0.005 0.7532
0.010 0.7668
0.001 0.8949
1 0.005 0.8675
0.010 0.8139
0.001 0.8367
128 2 0.005 0.8672
0.010 0.8557
0.001 0. 8006
3 0.005 0.8133
0.010 0.7997

3.4 EEEIEM

B 4 &% T GCN, GIN, GraphSAGE, GAT, PC-GNN,
BW-GNN,CARE-GNN,BTFD-GNN Il Z: i #2 1 iy F, , recall
LK AUC 2B th 2. ol DL, &4 80 4% %48 )5 . BTFD-
GNN R R T 547 19 M B A T oAb 55 A, 78 3 A48
b L ARAS T S AT 4y, RIRS 2R AU SR AR b B U 2R
RER B, BTFD-GNN B (g P e ka4 LI I B ita
FasE . HAbAEAL G GIN 7] 58 i+ 5 3 S /IME A B 8 B i
A RIS b e 2 TR Uk B A B B e B0
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Table 6 Performance comparison of fraud detection results of

different models

T & I Recall AUC Y 4k Bt 18]
SVM 0.9217 1.0000 0.5000 0.2320
GCN 0.8319 0.8438 0.7360 0.6515
GIN 0.8283 0.8233 0.7872 0.3998
GraphSAGE 0.9065 0.9097 0.8469 0.3485
GAT 0.8314 0.8500 0.7468 0.8449
PC-GNN 0.9019 0.9057 0.8417 0.4122
BW-GNN 0.8512 0.8449 0.8344 1.5422
CARE-GNN 0.9115 0.9295 0.8751 0.7289
BTFD-GNN 0.9230 0.9233 0.8889 0.9148

A1 6 T 5 B0 vl LAAG DL 2598

D hb BT . % e SVM, PC-GNN, BW-GNN FI BT-
FD-GNN () 45 F, R 4 BTFD-GNN 7E Recall $§ #5 I B {i
AUC — &, H H % &t i 3 . T SVM, PC-GNN #l BW-
GNN.7E AUC i HA M ERR., SVM i T8t 2 AT ib
T o) D BORE AR [ R BCR AS 4: 5 PC-GNIN A L GCN 7E AUC

R F 10,57 Y6 BRI AR 2 T i SR RE AR XS OF- 5 B0 A A
FHOR  BW-GNN M b GCN 7 AUC L7t 9. 84 %, Ui 1%
T WA R A O (B 5 AR SR 1 BTFD-
GNN J5 A b o 7 R % RS B 5046 s i — 25

2) R I LAY FE 0 . A B GCN, GraphSAGE, GAT
GIN #i %, BTFD-GNN 78 JRVE K AF 45 b A R4 R 8, B3t
BT T BT AR R (Y 1 35 7R LR i b SR W A TR A2 4 Vs T Bk
RITWEE T EEAEH M GraphSAGE BB FE F, , Recall
MAUC E4r3IRTFT 1.7%.1. 56 %A 4. 2% A G i &%
Ty B AE A S A 4 HRCVE G AT 55 v BT DL G b 3 3 0 Bk
A AR TR AL Y S BOR £ FE I RES ] A T R g
[ EEXT H BTFD-GNN #8585 GAT 0] LIFE . =4 78 Ul 2 i)
] EHEARZ,

Pl Mg 25 1) 246 14 4SS TR 1 2 bk 1] — f 43 Sl WA 4, — S &
B b dE A, TR AR Gt R, 3R 6 A T IR AR Il
YR I], T TN LA M B R] BE AT R

FTHIH T amE S TR BEE L F1, AUC, Loss PA K&
[&] Ky 72 i 18], 3 78 CARE-GNN 1 Augmented-GNN {4 5 i )7
ST 2 3 40 i 4 o 10 A7 50 Ak 2 = 6 8 o A0 10 ) ot T B 1
WAy BT LAE HE{E N 0.5 B, Loss 5% . H XN 19 Fy s Recall
FAUC 2 0.9180,0.9333,0. 9138, I [A] 2K 432. 625, Xf L
2 3109 89.02s, AT LA Y BTFD-GNN 4 & kg gt 1 i) 24 g 58
b2 2]y 2 % B 3k A7 PR st ) Y 1/5, SR PR R B 4k 2
SRR R BB 0.5, RN 0 ] 0.5 AT 5 YK IR ALK
FOUN 2k G s 8], B 8] 42 2% B 2 o8 A O (00— min_threshold) *
(V+E)), 1 BTFD-GNN #: #I fi fif 1] 42 24 B 2 7% 8 O(V +
E). #Ji Augmented-GNN fil CAER-GNN i 4~ 18 5 |, 3 il
GCN 7E£ A6 AR Loy B4R F+ T 6 26 LA L, 33 o 158 W] 79 o 5
2% 3 07 AR 25 01 - B R R,

7RI RT 0 AE B DL R AL £ ]
Table 7 Threshold information and graph construction time

in reinforcement learning

A 8 Fl1 AUC Loss P Ay 2w TE) /s
0.1 0.9216  0.8792  0.4593

0.2 0.9216  0.8368  0.4590

0.3 0.9216 0.5000 0.4590

0.4 0.9216  0.8932  0.4218

0.5 0.9180  0.9138  0.3476 432,62
0.6 0.9183 0.8900 0.3842

0.7 0.9235  0.8996  0.3717

0.8 0.9252  0.9047  0.3686

0.9 0.9216 0.8875 0.4045

545 T BTFD-GNN #5 # 7 Y1l 2 4 A0 56 k45 I A9 1%
S AE L DAPEAR LA e S Az ALRE T .

0975 { == Train F1 P == Train Recall Va - Train AUC —
e Val F1 096 Val Recall ) / 09 {— Val AUC yZ
. 0925 094 08
§ 090 7 X 092 .
i 0875 /7 5 090 :b: o7
R 0850 / ’
0825 / 088 06 /
0800 /’/ 086 /
0775 i 05 !
0 20 40 60 80 0 20 40 60 80 0 20 40 60 80

Epochs

Epochs Epochs

K5 BTFD-GNN Yl Z: 583 15 2015 i

Fig. 5

BTFD-GNN training and verification scores
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