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Study on Open Set Based Intrusion Detection Method

WANG Chundong and ZHANG Jiakai

School of Computer Science and Engineering., Tianjin University of Technology, Tianjin 300384, China
Abstract Intrusion detection is an important task in network security, which aims to detect anomalous behaviors and potential at-
tacks. In recent years,deep learning methods have made great breakthroughs in intrusion detection tasks. However, with the rapid
development of the Internet industry in recent years,new types of attacks are increasing,and deep learning methods tend to give
a prediction result in a known category with high confidence when faced with a new type of category in testing,resulting in the in-
ability to recognize unknown attacks. Based on this, this paper proposes an open set identification method based on uncertainty
modeling,i. e. s MC-Dropout is applied to deep learning classifiers to capture uncertainty and thus obtain high-quality prediction
probabilities. This open set identification method is not only able to classify known categories, but also able to discriminate un-
known categories. The proposed method is validated on the CICIDS2017 dataset,and is able to achieve the detection of unknown
categories,and has a certain degree of sophistication compared with other existing methods,and achieves the best performance in
all the metrics compared with the benchmark model, which can be effectively applied to the real-world network environment.

Keywords Intrusion detection,Open set identification,Deep learning. MC-Dropout

=T B AR M BE 5 R o T A S (R m b B PR R e . AT 4

1 5l
1 B o YN 5 42 i a4 v A0 3 9 S0 RT3 28 ) 7 D ik

ifl

Wil 5 IR O 2 R 0 i S o I 4 s ) B BB W K L 5 A
H 52 2% 78 25 AATT AR T A A A A ) 14 ) 1), o 2% 22 4 (1) feft
th H#™®H , Skybox Security ££€2022 4F I 5 J& B 44 4
H IR, 2021 A FHE B IR BB S B L35 166 938
Ao B 3 A B IR AR Rk BE ) — AP R, X
TR A IO 2% 25 0] <22 42 T I A B 22 2 A1 014 090 0% Jg 0 1T S AR
4.

WM ARAT A A 2R S B A T
M2 EEU R ABEN RS I, BEERT,
HLE 2 1 18 W 5 188 S AR o A ) 2 AR T 5 B35 40 1 A 0 1
B WL T Ge % 43 A AU R HEARE I 265 50408 v 1 A = e
B, DT AT 00 A DUV 7 0 ARAT oo SR, B TAE AL 48 2%

G vt BN, R 2 5] B 22 2 Tl LA AR v B AR I 2R
CRFRZE P — 28, 3 P iR R 7E 03 B B 2= Hh BT
Bt  ER A R WA B IE R AT . SR R 2K BR B R
2R N, Ik ) A KA 2 Hh B AT MR T i R R L TR 55
A R T o R, B X BT B 0 R 2 B A BRI T A A
FT BT M LARE %o 52 2% B4 S B 37 55

K ARSI AT 55 e 16 O T i 42 TR AT 55 BE 408 ik D A3 4 0
T4 BB BN IO A R, YRR BUIAE 55 B AR XS B 2R A A
A AT IE A 23 28 B () IR, 08t S A A R S 1) A AR 8 AT o G )
Tl e B YN e AR R R R B ) TR R RS S8 R YL TR
DA AS ROk [ B 2R 5 ok B oR A 2E . X RN 207
FEREAR R T 028 Bl A9 A POk JE 2k SE R TR R REAR 8] 1

BEATH . EE A RPFIEABEA I H (U1536122) 5 K HT A2 8 KL 1 (15ZXDSGX00030)

This work was supported by the Joint Funds of the National Natural Science Foundation of China(U1536122) and Tianjin Committee of Science

and Technology Major Project,China(15ZXDSGX00030).
EAEVE# : EHE K (michael3769@163. com)

231000033-1



Computer Science AR Vol. 51,No. 11A, Nov. 2024

HWHER T 3 M BT A REA S A 1B L

() B IR T (b) 2 B H I T

(©Fiy & S84
F1 Hodn 4R R AR o A s

Fig. 1 Sample distribution assumptions in datasets

A3 e AT 0 A D B D O 5R BE A8 A D I 45 AR
G 18 FF JC 6 TR) R, LB AT AT AR R T 2k 3 A 0 AR R iR T
B B AE 2 B B £ A T 0 o (EL A 0 B TE R AT Ol AR 2
T 5 T 4 366 ) 15 8 0 P 0 B IR A L AN [ R A 1Y RS )2 Al
T AR b 23 T B0 R VR B 4 A R AR AR AT AR R 25 L AR
o ZR e A I 3 1 1 2 S AR T RE R R AR .

A e 3R] A, AR SCAR HE — iR 09 T ) R 20 i A
RGN T7 % o % T7 R AR R AT 55 % A6 SR I s A RN AE
55 W 33 3t DA AR BB R 2 3 AR 15 . TR Dy oA O AR TR 55 1
HEE AN Ly A8 v 2R 2 > S5 2 1), A8 10 X8 3 288 i) 94 R A G
B B B RN e 5 BB EDRORT RE AR 1R BRI 2K
S T LA IR AT AE Ay 2548 AL E JZ 51 A MC-Dropout ( Monte
Carlo Dropout) fifi i A A< 6 i B (0 A 8 5 1k . ol A AS W 0 1k
B 2 2 BE 05 47 2 20 A0 0 £ R 0 L SE A BE L AT S 4
DX 73 B S0 55 oKk 3 ) Lt B B 4 3 0 BOHE Y 22 R R A
R 2=k

AR EE TR AT

¥ AR R 55 55 A6 R TP RN 55 . S8 5
PR 2 35 P A L L A 03 B B A 5 TR T T A B B
FAR W IEEIT N,

)BT —FlH Y T ) A ARSI T . T
LA B AE BT RRIEE 5, 5] A Focal Loss 1 5 A5 5 2% >J
DECE 2N RE A B BE J1, 51 A MC-Dropout J7 ¥ il 1 X A
B M EAT TR, SR A5 B B8 i a] i AR AR T 5 BE L DA BE
AT UK B B A S A0

37 CICIDS-2017 #fi 4 b k47 7 90 5 . Al AR SCHRE
BT RO AR RSN 7 3k . SEIe 25 SR 3R W, BT 4 5 22 b At
BRI,

2 HXIE

2.1 fEEANBRNTE

TEaL £ JUAR O BRI TN B30 T AL 27 ~F B IR i
TR STk HEAT T P X SRR SY E EAR HR TR
AR R L2 ) BB PR AR RO T7 T . AEBIE T DY BF
TR GEAE R AR RGN GE A T R4 .

Gu SFH R T — R AT SVML 4 BRI RR AIE 34 38 09 280

NARREMAESE . 1% 7 U6 A TR AR R AIF - St e 400500 B 2% B HL 7
e o DT AR AR BT 1% J0T 6t B 1) 28 45 U1 2R B0 L SR R i SVM
PEATEE B ST AR R A, Seae S R R F L AEA R
W B B M BE. Mustapha %0 3% F HL 2% 2% > HE 22, fifi
Apache Spark WAl T SVM AN DU 3 | e 36 %) A R AL 25 A
4 PR ZE B R A PEBE . MRS DU o R R A B 1) RS B ) 3
AN D5 TR R PR g HEAT T AN . 5246 i | UNSW-NBI15 i 47
SR VPAR L 45 SR 22 AL AR AR 43 2 285 78 G I 7 At 2% R T o
V) 7 T R RO BT

Nasr ZBHR T — A3 F CNN 19 AR K & 45 Deep-
Corr. FIEGM AR ZR S8 L, 2% 3 G0 8 F 1 42 11 AH
TR 4 S TR B 2 S B T T W R B A AR AR Y A AR
T o K B AR 1 U S MR LA A I A I AR ) L AT LA AR A T
A IRS B . Li TR T — A E TR LN AE
NI R G, % 5 G038 1 FR AT 2 £ R AE 4 214 1 2k
L RRE AE Z W 43T D0 R BRAIR T IR B R
PE LI AE FRAE RS BY % e T 1% 55y v 1 B AR S 7 i
IFYR A R T TR IS . Xiao P T — AT AE
FTCNN Y R 26 AR K I ARE 0, 28 58 i AE [ AR Ak B S
R BT A2 1 48 B2 K IR S 19 B e e o O R TG i A B
CNN. H B BOR 2 M B 45 AF . 1 CNN #Ef 720 25, St 45 3
F A A AL A M R TN R FAR AR F K 2 B0 2
SIREAL ARG G AR Ay ik 2 S B P SR B N
SR AT A A YN 2, I 3 3 R A S B A AR A A A Ty A o A A
W BESEATHE— B4R T
2.2 FEIRFNBRUA X

Scheirer 2171 a4 T JF il 88 R 51 19 A R, o e
Ay 2y B f N A ) S, B2 6 IR B R s ) XL e /N Ak )
B, SCERIT 1-vs-set M, BIFERA 1 SVM P
ST Z A1 FE Y ERAE AR 1 55— 38 i — A~ P 57 T8 5138 2o
e 3 VAT T A S AU 9 /N B AL

Cruz UV R YO TF A W30 R AR A6 0 431 0, 54
W-SVM B F KDDCUP’ 99 K48 #1847 4 k7 B 43 25 . Rudd
SR EVM R B B TR B MG A 26 00 i S
BB C M B BB YR A . Henrydoss™ 5 EVM i
HF AR o, 45525 1Z 05 ¥ KDDCUP’ 99 348 4 I
BUE T A W-SVM A 24 iy 1 fig .

SR o 568 T AL 27 o B TR A Ao B g 2 0l b Py SR BR A L =22
JEARH T AR REE 2 ) ). Shu MR T DOC Jr k.
%77 12 M A Sigmoid pRERE Softmax, J&F4~ B MIZE il —
AN — A4 3 B A R AT R A . 2 )5, Hassen 2501 5|
AT U A8 2R 4R i R A A R L 3R R L2 R
B B S PR AT R S0 5 . Shieh 250120 38 5o w5 7 1R 45 A TR 2
ATETCHMBEMHRANTEN, RE0ET —18EH
ERAE RS, Lai 0P T — 25 820 S04 1) i HL
(OCSVM) [ 1743 8¢ E F 1 4B AL J7 1 OpenSMax 19 3l £E 1 57
B DGAKI , b OCSVM @ H T 4325 2% 55 7 )2 1Y 3805
Gy . Tt BIR B Ak T HLAR 2 S P O R R
e B T 190 A OO S5 3 R AT A HE K7 . AR B 3 #B 4H 7 L Zhang
AT F IR B W 4% OpenMax, A T o 01 0 4
TR B BE R 45 10 B 508 2 B0, LZE VN ZR B BELA B
PN Weibull 204 . AEMHX G B, B AR HE Weibull 43 46 5 3

231000033-2



FHRIR AR ST IT A 9 A AR A 7 12 00 5

AMBE Softmax 2 MM . g B0 5 R 1 26 43 168 B2 587 2 A 14 4%
R, BT BRIk, A 5T AR B A 2 3 )5 % . Lia
TSR T SFE-GACN 3K A JH T A B K T 49 & i A
M Guo 251 8 T MOSR e 25 18 3% 2 H0E R 90 1) o
FEAS, Ry R — e R Lo T A2
r 3 BT R 31 A 0 R A A TR, ER RO R R R
I IE i FEAR

3 FAHIRINNERNMIELR

PRl 2 7t A SCAR M A T 5 2 TR A58 72 ) B fACHE 2K
DT AR B Ak B0 AT AR 31 T i 46 TR ) RO B g
BEHEATRIZr . F 50 A% IE A AR 4T PCA B2 vl (R4

-

TR k5

A\ 4
Wk |%%ﬁﬁaﬁ%ﬁ§§&w§|
J B A6

}fﬂiﬁ e |

| BE RSO MHE

B illgk

i E B Rt AR5 8T GMM B 25580 1 X 0E 3 U Bk A7 3
%, wee il At G AR 2 S AR
DI MESFI IS, Hh. e MEMNYRERETH
SR AT RRAE 1 R, D45 A R A SR oP 3 R AR 22 1) AR G 1
I R R AE T 48, DAE 7 5 24T & i B 00 A s i A Y, 4K
Jei ) R0 43 B B I 2R 4 22 RN A, 1 kit B2 b 51 A Focal
Loss &b BEE A - 4 17 81, I 51 A MC-Dropout 4b B A= A
.
D IFFMAEM B, 15 A H U LR 04 53 A0 80 A ) ) 3k
B g R TR IR AR T A A REAR 1 20 A B G B R R 2 s
W s FREA TIN5 42 o 0 288 000 1% B 9 b vl O 22 S F AT
B, W NT RS B AR IC B2, B FRIC R,

>

N——
EEi 6

214

fA
B

[ esx
[T

MC-Dropout

e lgok

|
Eig E2 [ :
|
L it s . |
Pl %Atk 2s, v BETEsR ||
| < e > |
l |
|

Ll i e s N )
T #AibekEs, B BT A% |
| |

T R

B2 JF AR BUN AR AR I AE 2

Fig. 2

3.1 FHEHFELE

ANTR) T RAAE TSR RO 1) 350, B2 AT DA O I 3 B A AE 2
T i) B AT B8, FE AR AL 25 i) EAF e R AR 0 A, T
(e R TR (5 08 T JIOR 4 3 2% >0 D U 1 9 AT S A, AR T AL B
W Be, AT ik PCA AT R 2 vT #L 4k . DLW G ) 2 3R 28 00
BE—A> T RAF S — TP IEH R AT R AR SCR A CT-
CIDS2017 HHfi 4 A7 S 4, AT AR AR &5 SR A 3 BT .

20

—

-2 1 0 1 2 3
3 IEH i PCA [
PCA dimension reduction for normal flow

i & 3 ] 1, CICIDS2017 $i 4k 5 m (4 1E & 90 & 1T 9k 385 Wb

Fig. 3

Framework of open set recognition intrusion detection

Hi 4k 8 AN A2 L A AR S GMM Bk 1 TR AN 5
GMM % g > B30 540 e — A 25 43 850, 2R i B3 md
J& T A~ TS AT R T L AR % T AT b Ak 3R EL A RO i R R
2 [n)

o 283 PR ARSI J D 9 — AR S RN E S A I AR
AR, MAE CICIDS2017 % ¥ % Yo b i i b, AT A+
PEPERE AR e D 1 5 JEME Iy R B AR A I AR 20
3.2 FMESERIE

AN R B i 3228 H A 2 S0 00 28 500 1 A A= A U
R, TGRS T A AR RE A, DR )N 25 B B vl 9k
FHAMBKAEE T HARKMEERI G, ETRESIEAR
R 4324 e i 5 09 2 B L AR SR ol R R A ) BT SR X R 28
AT 532K
3.2.1 AFAEGH L

HAFFEF AT P T AR P B 40 2K B Tl DL AR THIF 4G
A e SR . O TR TH AT 7E B A 4R LAY PERE TRATT e
W 2% i A ] B 4% B (Mutual Information, MDD # 47 T $5 4iF 3%

231000033-3



Com puter Science THEHLES Vol. 51,No. 11A,Nov. 2024

o HAT BRI A BE YL B OB C R A — R AR
AT LA 545 8RR A i R AIE 5 AR 48 2 ] B AR 8OC A& L DA T i
e 55 b 2 AR S PR R R AR AE

HAFEE LT
_ i p(x.y)
MI(X,Y) )nggyp(.z,y)log 2 p(y) (D

Ho X MY 53R A AR E R, p(a, )2 X=a Y=
y HEZ, p(O R p() 3 5I0E X=a Ml Y=y M2, HAE
BIEBR,R/m X Y ZIA0 SR Bl . B AR i A2
Bk R,
ik 1 AT EAE DI EREE
A RIEGE F= (1, 0,0 D ) o BR2E Y
Bt < 07 2 U5 AR AE T2 Fiew
1. For i in F do
2. MR LAY ZEMEAEE Ml
3. MI /£ AEAEBFIK List
4. End For
5. X AF B A2 List Poc N K ENEF
6. BUHT 50 MITH AR Foewt
7. End
3.2.2 WME A

AEAE DY 5 i B v, 9 A 5030 A V- A A 2 T 0 2 K
R EEHNEZ —, FxFx A4~ m] 8, 4 3 H Focal Loss fF
S R R AR A SR R B A 43 S R TN O D R AR
HET B D SRR AR 3 SN HE DA AT 5850 9 AN B A AN - A X
SRR, Focal Loss BIARUNTF Bk

FL(p)=—a (1—p,)"log(p,) (2
Hr, p, WIFRHEARAE TERNME y W RESH .Y
AR 2 BB AS A 0 2R BTK , AR SCHL 250 S S8, RE S R 1Y
TE AR A 2 Z TR 4 L 1), AR SCHR 0. 25,
3.2.3 AN F AR EIE

K 25 BT P I 445 1) 000 o A 3 R DA R 00U R
AL J2 7E FF TR A TR S5 33 B 40 T v RS B AR A AT 55 o, RATTAS
AN L AP A LS 1 T A 2, []  tho 7 EE ARARAH N B AE E
DA S Al T30 frg XL ;I 3k B S5 0 845 RE TN . A T AR IR
L FRATIA BT T A LA (R A B S A
TERXFPELL T, DU 7 vk AR 30 1) iz o6, I i &
253 3B P 48 I 2% 15 Ay A AL DL AR R 92 ) SR R
B o3, o ASH E PR T A O Ak

MC-Dropout J2& —Fit 5 T 3 B2 #it 48 ) 2% 19 A 1 o M Al 1
T 5 AT LA A DL i ol 2 0 2% 1) — e 30 AL HE 8 7 32 L R AT
F % J7 12 Ak F A6 U B (B S B . MC-Dropout fiff Hi
Dropout 4% A Bl S50 J5 % 4 15 . Dropout 2 4 7€ Il 45
It i vl I ATL R — 2 22 5T R B B R 0, AT AR o A
Z W2 e Gt 2% 2 Z A BAR 7 JE /Y 7 BB, AT 8 20 i
WA M %, M MCDropout B %m0 B ME EAEWTAH
Dropout Z5 # (i DLt Hr M % T 2 RiBHE . B THKRE
T . 2 515 B AL 3 0 & JC R [, B O A 76 930 0 2%
WS BT X TS RFIT TR RS RAE, @
b #EAT R R B SR AE AT LLR AR 28 1Y 7 2 T R AR AR 3
25 I AN E

R E T — 4l ConvlD, GlobalMaxPoolinglD Fil £

JZ Dense 4 1 9 JZ 43 BT, Bikg5fnsk 1 pra, 1
Conv1lD Fil Dense Hijfill A Dropout, Dropout H ]}y 30% , 7&
IR FBERL T 520 R 1% R A J7 35 B & Dropout
JE I 3 AT 22 R I RS, A5 380 o DX D] A I 45 AR
T VAR A T UG N R A s T 2 B B 25 3 AN T SR A 2
TR, TR T SR BT = I B U R Y 53 2
T S 58053 A vh B AL SR AR A5 B0 B9, BR1 0t T AT 0 G 45 SR 7E —
EFRE BT SH AT E . FERES BT, KA
il % ) ] 30 e e ) 45 SR 7 U 2 A F P ) 1 2 T S BT A
HEEA,
F 1AL
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Table 4 Comparative experimental results

ok Macro-F1 ACC U-F1
OpenMax 0.77" 0.83 0.55"
OpenSMax 0.75 0.85 0.50
DOC 0.68 0.89" 0. 14
GMM 0.66 0.82 0.24
CE+ii 0.67 0.79 0.32
Our Method 0. 84 0.91 0.58
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