wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFSESHENMSERRERNSZE
FEM, XUBF, B KR

5IAEX

ZERK, XBE, BF KR ETSESHENHNSERRMENTEN]. T8RS 2024,
51(11A): 240200098-7.

LI Jianqiu, LIU Wanping, HUANG Dong, ZHANG Qiong. Multimodal Fusion Based Dynamic Malware
Detection [J]. Computer Science, 2024, 51(11A): 240200098-7.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETHRENANEENTTEHRAR

Study on Open Set Based Intrusion Detection Method

HEHEE, 2024, 51(11A): 231000033-6. https://doi.org/10.11896/jsjkx.231000033

EFCNNESBIGRUKERRED XEEHAR
Study on Malicious Traffic Classification Algorithm Based on CNN Combined with BiGRU
HEHEIE, 2024, 51(11A): 231100106-9. https://doi.org/10.11896/jsjkx.231100106

ETREZI SR T EHBERFIKS KRN
Deep Learning Based Joint Beamforming in Intelligent Reflecting Surface Enhanced
WirelessCommunication Systems

HEHNRIE, 2024, 51(11A): 231200125-5. https://doi.org/10.11896/jsjkx.231200125

ETERXRNULZHRKEFS
Domain Generalization and Long-tailed Learning Based on Causal Relationships

IHENRIE, 2024, 51(11A): 24030004 1-8. https://doi.org/10.11896/jsjkx.240300041

ETFBUHBIGRERIFRL R TE
Stereo Matching Network Based on Enhanced Superpixel Sampling
IHENEE, 2024, 51(11A): 231100005-7. https://doi.org/10.11896/jsjkx.231100005


https://www.jsjkx.com/CN/10.11896/jsjkx.240200098
https://www.jsjkx.com/EN/10.11896/jsjkx.240200098
https://www.jsjkx.com/CN/10.11896/jsjkx.231000033
https://doi.org/10.11896/jsjkx.231000033
https://www.jsjkx.com/CN/10.11896/jsjkx.231100106
https://doi.org/10.11896/jsjkx.231100106
https://www.jsjkx.com/CN/10.11896/jsjkx.231200125
https://doi.org/10.11896/jsjkx.231200125
https://www.jsjkx.com/CN/10.11896/jsjkx.240300041
https://doi.org/10.11896/jsjkx.240300041
https://www.jsjkx.com/CN/10.11896/jsjkx.231100005
https://doi.org/10.11896/jsjkx.231100005

http: /www. jsjkx. com

DOI:10. 11896/jsjkx. 240200098

Sy THHF

ETZHREMEHNETERGRN T X

FEH XNWHEER B KR K

1 EREIAFUHENBF S IRFEKR FIK 400054
2HEMAFARMNER AR A EHREA LR E  F MW 550025
SERMEBREEAAZELFC  F K 402760

(lijq@ stu. cqut. edu. cn)

W OE LSRR NATTHREBIARARS AR ELXTERMFEN T KA @R L3S &R AR5 R, REF I
R Bk, AE—FMRET AT SESNSSEERMEN G &, %% &40 APLA R 5 315 A 4 42, 5t
B APIH/EB A S HESREE A 2 A AR MBS S EE LR TAE FRALMUER, BLAE Z AN HE
LR HFRATT MR KA RS 99. 98U MEAERE., FREAA MRS XEASEMEARRFHZNRS, BT
B R R FAEATEL G M, Bsb T AL A T A e 3 R 09 & B AR AT AR, 3 — 4 B 2R & T A Ok e ik,
KEER . TEHMFLN; FHREREREFY

FESES TP309.5

Multimodal Fusion Based Dynamic Malware Detection

LI Jiangiu' , LIU Wanping' , HUANG Dong® and ZHANG Qiong®
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2 Key Laboratory of Advanced Manufacturing Technology of the Ministry of Education,Guizhou University,Guiyang 550025, China
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Abstract In recent years,the number of new types of malware has been increasing rapidly,and traditional signature-based mal-
ware detection methods are ineffective in the face of these these emerging threats. Therefore, there is an urgent need to develop
new detection methods. As a solution,a novel approach based on multimodal dynamic malware detection is proposed. The method
utilizes API call sequences as features,mapping these API features into multimodal information,and employs two distinct neural
network models to process the multimodal information, thereby obtaining detection outcomes. By testing the proposed method on
multiple public datasets,a detection accuracy of up to 99. 98% is achieved. Experiments demonstrate that the proposed method
exhibits high accuracy and generalization capability. Because this method does not require any disassembly operations,it can detect

malware that uses packing techniques,effectively enhancing the robustness of the detection method.

Keywords Malware detection, Multimodal fusion,Deep learning
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Fig.1 Framework of the proposed method
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Table 1 Datasets used in experiments

Datasets No. No.. Total Released
Malware Benign date
MalBehavD-V1L10] 1285 1285 2570 2022
Allan[11) 452 100 552 2019
Kil1z] 23146 300 23446 2015
Alibaba Cloud-!3] 8909 4978 13887 2018
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Structure of TextCNN
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Accuracy = Fp T Ep T TNTFN
Hoi, TP J& BB (True Positive) (%t , % 718 52 bR 2 BH
I H 4 TE B 15000 A BH 1 0 55 ) 8Kk . FP 2 AR B 4 (False Posi-
tive) IR , 2 7R S Br Sk B {0 e 4 5% 300000 g BH 2 1) 52 £57)
. FN 2R (False Negative) , 78 5E b i FH PR B 8k 5%
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Table 2 Hash lengths and their corresponding accuracies
Hash Length Hash Algorithm Accuracy/ %
hash-128 MD5 92.48
hash-256 SHA-256 93.70
hash-512 SHA-512 94. 35
hash-768 SHA-256 + SHA-512 94.50
hash-1024 SHA-512 + SHA3-512 95.79
hash-1536 SHA-512 + SHA3-512 + blake2b 94. 31
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Table 3 Efficiency comparison of encoding methods

Encoding Training time/s Accuracy/ %
Embedding-300 318 96. 36
Embedding-250 284 96. 26
Embedding-200 260 95.61
Embedding-150 240 96. 26

One-hot 202 96. 62
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Fig. 6 Effect of different CNN models on accuracy
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Table 4 Comparison of sequence processing models

Model Training time/s Parameters Accuracy/ %
GRU-3 450 281202 94.78
GRU-2 416 220602 94.13
GRU-1 342 160002 94. 20
LSTM-3 758 361602 95. 14
LSTM-2 560 280802 94.71
LSTM-1 431 200002 94. 20

TextCNN 202 80732 96. 62
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Fig. 7 Accuracy of the proposed method on different datasets
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Table 5 Using different metrics to assess the proposed method

Datasets Accuracy/ % Fl-score Precision Recall
MalBehavD-V1 97.47 0.9747 1.0000 0.9508
Allan and John 99.10 0.9948 0.9897 1.0000

Ki 99.98 0.9998 0.9998 1.0000
Alibaba Cloud 98.13 0.9850 0.9885 0.9817
RSO PR T S A TR AT TR, S TIHER
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G0 7 e R PR AR, T AR ST T 1k P TR B R — IS TR VT R

240200098-5



Com puter Science

HEHESY  Vol.51,No. 11A,Nov. 2024

B AR B E SR IA) A (5] et B e 5 ARG 2 RS 1y
5 Bk RKIR APTRHE, IR @ o Z B R G k8 m ol 3. 45
HEWH ,HF Accuracy Fl Fl-score X 2 7 F K AU PEM 48 45 |,
AT BT A T8 X A4 U6 T X APT i 7 4 i AT
2 ML 3R R A6 B P RO o g AR SO I A A R
TAH I

F6 AT EEIHA I EXT L
Table 6 Comparison of the proposed method with other methods
Datasets Approach Accuracy/ % Fl-score
MalDetConv10] 95.73 —
Allan

Proposed method 99.10 0.9948

MalDetConv-10] 96.10 —

MalBehavD-V1
Proposed method 97.47 0.9747
Amer %17 99. 90 0.9990
Ki % [12] 99. 80 0.9990
Amer %18 99. 90 0.9990
Ki -

MalDetConv!? 99.93 —

Tran % [19] 99. 06 —
Proposed method 99.98 0.9998
Gao %20] — 0.8450

Xu %21 93. 44 —
Zhang % 22] 97. 30 0. 9850

Alibaba Cloud )

Zhang % [23] 94, 49 0.9402
Zhang 4 [24) 96. 10 0.9700
Proposed method 98.13 0.9850
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