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ANP-BP Based Executive Heterogeneity Quantification Method in Mimicry Defense

ZHAQO Jia.GU Liang, WU Yao and DU Feng

State Grid Shanxi Electric Power Company Information and Communication Branch, Taiyuan 030000, China
Abstract Mimicry defense technology based on dynamic heterogeneous redundancy framework is an active defense technology,
which uses characteristics such as non-similarity and redundancy to block or disrupt network attacks to improve system reliability
and security. The key to improve the security benefits of mimicry defense is to maximize the heterogeneity among executives. This
paper proposes a quantitative method of executive heterogeneity based on network analytic hierarchy process CANP) and back
propagation of error(BP). By collecting and analyzing different influencing factors of heterogeneity, this method establishes a
multi-dimensional feature matrix. The ANP method comprehensively considers the interdependence between various dimensions
and assigns weights to features of different dimensions. At the same time, BP neural network is used to solve the problem that
ANP method is too subjective. The isomerism evaluation model based on ANP-BP can quickly, accurately and effectively screen
out the most influential factors of isomerism,and provide scientific basis and technical suggestions for the isomerism evaluation of
mimicry defense executive.

Keywords Active defense technique, Mimicry defense technology, Heterogeneity, Analytic network process,BP neural network
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Mo LiTRE LS 0 S Al R 2 AN R R 48 T B 4R R
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PR A IR SR FH Jeccard B &5 3R A 2 0 BRAT (4 18] 19 S A0 4

T HI IR AR SCHF 5T, — 2 7 ik D Sy 40078 37 A8 R R 1) i
A BT M LA 4 B 33X S8 P A T 3 L O — S 07 YA A G T
PAT R 250 22 52 sl R e i . 7E SE PR R 48 09 & s A7 5
R PAT A 1 S A PR ST A I8 23 32 B A 2 A R 2 09 S L T
XU R A LLKE 0 5 Ak . 4T BRSO, AR SC LA B AR

AT VA S5 0 2 1 A OG B A R At A T — AN PP A R AR AR AR
i R A ANP-BP J5 i 1554 AR AR pO AU L S T — Fib
ELAES 937 0 PAT % S5 g 2 A6 5 IR AR 300 5 Sy PROAT S 119 3
PP AL TE 2T H AT AR A T A 45

3 HUTIRZMMEIT RS

T ANP J7iE A BP #1245 7 645 @ R 3 il —
R4 TP e B ANP-BP 22 &3 F ik, X —HF ik
B0 B TE T8 4518 M ANP J5 ¥ 13 AT 1 S 40 P VE 4
FE PR BRI , 452 % X S LEFR AR HEAT AT 43 I R AT e 1Y 25
B AU 4 I A A VR o BP i 28 1 4% 19 Y1 2R 3098 . ANP
05 W B R Z A AE I R R AT A LR BRI
HILE Al & & K EWMS 5. Xk BP #2419 Il 4k
AR T R SO0 MR SR . — Hop 4 W 4% 58 0 2L ATk
T PRAE S8, 76 SCBRITAL SIS 2R GE AT 1R 19 57 4 1 i
Fb, T K AH R 8 R ) B A B 2 5 U R BP R4 N %
BP0 46 S ARG HL 2 B 2 0 B o 0 A 45

Wi R A ANP-BP Z5 & WAk 5 ik, &A1 RE 0% 7 4> &
ANP J7 3105 Z AR RS A BP 25 [ 4% (14 40 4 4 3 RE 7
AR & T LS RE AT R HERE . X —
FERAIE T RS T PR KA S AT kM fe
PG AR AL T 5 S LA R
3.1 MR RME

FEHH ANP J7 35 X5 40025 B 28 3= 40 v i AT 44 S5 4 1 g
AT VEAG I 0 B 45 R ) 8 AT A S A P B 98 s A R T
X — it B 5 TERL 2 b S AT R 1 S A P L 2R G 8 TR A R
i R 2 100 3 5 ST bR AR G AT S A S T R A AT .

Horb B AR 2 SR HRAT A 5 ) T DT Al 8 A A R L HDLES 7 A B
AT SR A 5 0 [N 28 A 5 A U M) T Al A AR RS 3 A
— AR R PAT IR BB S5 4 B B R ) 1 B LA R Sk
sk, [RBHHs 3 A~ — AR PR 1E N 7 B A & 9 A~ 4k
B 43 I AR S5 4 R R G VEUHE LB R BUCE M T AR
PE AT RO T A b 2 B AR, T e T B UR A M AT A
SRR AT VAL AR R SR AR BRI A 1 Brs. b T S bR
TR ZR B P ER AR A B LR AT A R L R A R o AR
FAEF 5 Bl Ak 7 X — AN JE Rl S AR HEAT T A A BT
A9, itk OGRS bR R R b g I 0L AR 4R )2 R 4 T FR S
F G0 Mo A T LS B AT R S A T A FE AR R R Il 1
JFR

F1 RWIFMR IR

Table 1 Heterogeneous evaluation index system

Primary Index Secondary Index

Indicator Specification

L Server N
Organizational .
s ureM Operating system N,
Structure X
! Archive N3

Different types or versions of servers affect the heterogeneity
Different types or versions of operating systems affect the heterogeneity

Different types or versions of databases will affect the heterogeneity

Secure Control
M,

Robustness Ny
Anti-aggression Ny

Reliability Ng

The ability of the executor to adapt to various internal and external changes and
disturbances

The executor’s resistance to various attack types and attack strategies

The ability of the executing body to maintain stable operation for a certain peri-
od of time

Economy Benefit
M

Execution efficiency N;

The time and resources required by the executing body to complete a specific

task or operation

Compatibility Ng

Whether the introduction of executants requires modification of existing sys-

tems,environments,and related components

Economic cost Ng

The implementation cost and resource input required by the implementation

body introduction
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Table 2

Implication Relative Importance

Equally important
Slightly important
Obvious importance
Strongly important

© N Ul w =

Vita limportant
2,4,6,8
1/3,1/5,+

The median of the above importance levels

The opposite expression of the above leves

Heterogeneous evaluation index system
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Table 3 Evaluation index weight

First-order Secondary Comprehensive

M Index Index Weight
Organizational Ny 0.62670 0.267633
Structure 0.52784 N, 0.27969 0.191751
M, N3 0.093610 0.068453
Secure Ny 0.07543 0.033984
Control 0.33251 N5 0.69552 0.193864
My Ng  0.22905 0.104667
Economy Ny 0.64422 0.082506
Benefit 0.13965 Ng 0.27056 0.043626
M Ny 0.08522 0.013515
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Table 4 Error analysis of test sample results

Sample Actual Expected Relative

Number Output Output Error/ %
96 0.5182 0.5188 —0.0963
97 0.5733 0.5724 0.1572
98 0.4280 0.4273 0.1638
99 0.4581 0.4587 —0.1308
100 0.6479 0.6422 0.9032

o1 BP #7128 0 26 11 50 R TP a5 R S T E AR 1, =
BB AR AT, Hop 5 AR 38 AR AS HP B RO AR N iR 22
0.90% ,#—2FKWT ANP-BP J5 i3 J T #0025 By 400 AT 14
SR TETEAR
4.3 HHExtiE

eI 8 2H AN [A] A S A4 AT M4 L IR 55 % L BRAE R T IR
JE H SR A [ B P L ke 5 A

£5 ATk

Table 5 Executive set

Number Hardware/Software Combination

Windows Server 2012+1IS 7. 5+ MySQL 5.7
1 FreeBSD 11. 3+ Nginxl1. 16. 1+ PostgreSQL 11
Ubuntu 18. 04+ Apache 2. 4+ Oracle 11g

Windows Server 2016+1IS 7. 5+ MySQL 5.7
2 FreeBSD 11. 3+ Nginxl1. 16. 1+ MySQL 8.0
Ubuntu 18. 04+ Apache 2. 4+ Oracle 11g

Windows Server 2012+1IS 7. 5+ MySQL 5.7
3 Windows Server 2016+ Nginx1. 16. 1+ MySQL 8.0
CentOS 7+ Apache 2. 4+ Oracle 11g

Debian 10, 34+11IS 7. 5+ MySQL 5. 7
4 CentOS 7+ Nginxl. 16. 1+ MySQL 8.0
Ubuntu 18. 04+ Apache 2. 4+ Oracle 11g

Windows Server 2012+ Nginx1. 16. 1-+MySQL 5.7
FreeBSD 11. 3+ Nginx1. 16. 1+ MySQL 8.0
Ubuntu 18. 04+ Apache 2. 4+ Oracle 11g

5

Windows Server 2012+ Nginxl1. 16. 1+MySQL 5.7
6 Windows Server 2016+ Nginx1. 16. 1+ MySQL 8.0
Ubuntu 18. 04+ Apache 2. 4+ Oracle 11g

Windows Server 2012+1IS 7. 5+ MySQL 5.7
7 Windows Server 2016+ Nginx1. 16. 1+ MySQL 8.0
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