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Abstract The existing trust assessment is based on computer software scanning or trust modules that are achieved through local
reporting or remote network authentication, which solves the trust measurement guarantee for the construction process and run-
ning status of the local execution environment. However,from the perspective of network applications, there are still systemic se-
curity risks. This paper proposes a network node trust evaluation method that adds implementation within the trusted platform
control module(TPCM) to address this issue. This method achieves a fast and reliable trust evaluation system under a dual archi-
tecture( computing + defense) through the TPCM of defense units, and the evaluated trust values are stored and maintained
through TPCM. This scheme not only avoids device forgery after being attacked, but also frees up CPU computing resources.
This paper studies a network node trust evaluation system based on TPCM support to achieve a systematic evaluation of the cre-
dibility of lightweight computer network platform nodes,ensuring the safe and reliable operation of the network.
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Table 2 Simulation attack experiment results
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