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Ensemble Learning Based Open Source License Detection and Compatibility Assessment

BAI Jianghao and PIAO Yong

School of Software Engineering, Dalian University of Technology,Dalian, Liaoning 116620, China

Abstract The quality and evolution of software are profoundly influenced by the security and reliability of the software supply
chain. An essential element of this chain is the analysis of licenses associated with different software components. Open source li-
censes play a vital role in defining conditions for using open source software, safeguarding intellectual property,and ensuring the
sustained development of open source projects. To mitigate legal risks and protect against property losses, it is imperative to accu-
rately identify open source software licenses and assess their compatibility. In this paper,we propose an innovative method for de-
tecting open source licenses using ensemble learning, complemented by a recommendation system based on compatibility. Our
main approach leverages ensemble learning techniques. particularly emphasizing the use of large language models. To bolster the
accuracy of open source license detection, this methodology is augmented with rule matching. Subsequently,compatibility assess-
ments and license recommendations are derived using directed graph algorithms. Experimental results validate the effectiveness of
our method,showcasing not only reduced maintenance costs and heightened scalability but also superior detection performance in
comparison to traditional methods. The proposed approach excels in identifying compatibility issues and provides dependable rec-
ommendations, thereby contributing to a more secure and reliable software supply chain.

Keywords Large language model, Ensemble learning, Open source license, Sentence vector similarity, Compatibility assessment
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A license_list{ Ly 2 Loyeee Ly b/ * T H P GER RS « /
il cres_list{L Ly, =, L}/ % VF AT IEAR G 47 V8 AT OIE , 25 AN HEA )

hasx/
Begin/ * X R G PEATHAL I, Wl fb b B 4R &« /

1. for lic in license_list:

(AGPL—l 0

2. if len(res_list) ==0.

3 res_list. append(lic)

4. else:

5. for lic_res in res_list:

6. if lic_res==lic:

7. lic_temp. append(lic)
8. continue

9. else:

10. lic_temp=list_add(lic_temp,compatibility(lic,lic_res))

11. if len(lic_temp)==0.

12. return None

13. else:

14. res_list=lic_temp. copy )
15. lic_temp. clear()

End/ * e 20 OB 5 W R 72 4528 « /

Hodr, compatibility B8 #0CA PH AN 7F 7] 3IE 3R #E 22 14 7T IE , ff
FHA 1 B 7 BEAR S i Dy Sk SR 3L T i R A B S e L BT A
T 1R AT UE A7 [R]— R B 9 10 W] UE , BV A% A B AH Y 19 18 AT IE , AR
M PR UE S48 3 B TR R B R AR . 7R 1) B R L RN A
Y SRS FATAL P R 40052 ) R Ty e ke AT S B L A2 T
WHRBEFMBACHR AT R LA LR, BRI B
A 1 ARG I L R T IR A OC R L O 4 L AR Y HERE R ATHIE

RO BV AHEG B IR BCA KB, BT DA
AR I 2007 A A TR 0t ) S BE AT A A AP I B
TE 2 R 1Y 1 AT I A W) 5 3 28 0 A ao A e 3 Sk AR A S
530 A 1 ATHIE A W] SCAR AT A I A ARk R R
AfGE, 15 8 — A0 H T U PL. DL KA AR e] IE
CLs={CL,,CLy,-+,CL,}, BiJ5.FI &2 2 X BT A 1 CL
BEATIRAEME TS A B — AT CLs BT ATHE CL,
WG CL A PL #4525 ¥E 4017 . % PL AT CL, M
RGEVF W IE MR B R A BRI A b i B b A A
EXNIRTREU I I i e 1 E

4 LI

ARTEJRR T AR ST 2 A 3 4 A ST T R TTHIE A
T T 35 0 DA 25 31 IR B T 9% Tk BB S AT b R T HE 5T o
5385 14 1 U5 1 34 TSI o () AR J R T A A A e R HE RE ST
ok ) 7 1 TR A M A R
4.2 HEEKE

AR 3L — 4 KA B2 SR B9 S Scancode WY 8 43 4 AT
TE A 2RI 25 VRS Sk 0 v R SR B ) — A SR e A
K 5 DL TR AR 8 TG 4% 3R 3 5 a0 A AR B A AR AT 3
SR AR B . O A SRR AL B R S R B AT A
B AR B AT E SR 4
4.3 LR

WS T BERT A6 A 7™ AF ] ) ik (Y 25 1) 55 1 0] 8, K¢
WA “LGPL-2. 1”0y4] 1 540 A H A& UL IT I35 7T HIE 44 FR 19
AT S BERT A8 20 3 [ %5 i i 4 ) 1) 5 22 Ji) A4 A
BLRE 38 2o B AT =2 T A AR AL BE K Sz Bk BER'T A5 B X T34 W] 1E
SCAS Y SCRIESCR . Lo g Randk 1 i,

# 1 BERT 8 ) ] 4k BAT 4 51k

Table 1 BERT model sentence vectors are anisotropic
License oo License o
Embedding Similarity Embedding Similarity
GPL-2.0 0.9871 GPL-3.0 0.9535
AGPL-1.0 0.9693 CDDL-1.0 0.9497

libpng 0.9616 BSD-2-Clause 0.9446
AGPL-3.0 0.9578 MPL-1.1 0.9373
Zlib 0.9561 MIT 0.9353
LGPL-2.1 0.9554 Apache-2. 0 0.9203
BSD-3-Clause 0.9544 OSL-3.0 0.9165
LGPL-3.0 0.9543 AFL-3.0 0.9106

M 1A LB B, 458 BERT B8 45 1% )5 . “LGPL-2. 17
B4 ) o e 57 EG A R AL T 953/ R IE B4 /) 1) S A LR AR AE 90 %6
b REFEAPIEEE T 95%. Hik, Rag s AT
AR AL X EE (AT 55 o
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4.2.1 HexgE S5 3R 2 BRI E R S I SCRAERL Y, i

o T B U A 2 YN T 1 WA vk RATTHEEAT T A S
B, W4, M Huggingface | F# T 24BN A B 280, I 76
AT SR I 50 T L 2 R W IR SO B S I it 4
AT L DA R A S 080 A 455 280 X6 10 P E B9 38 U RAERE 1. MK
& 2 W LU L BERT ) (% o B e Ik F Fo A i Il 2R A 1
F 2 O RGBSR AL ¢ o B

Table 2 Accuracy of pre-trained models before fine-tuning

Pre-trained Model Accuracy
bert-base-uncased 0.275
sup-simcse-bert-base-uncased 0.522
unsup-simese-bert-base-uncased 0.558
esimcese-bert-base-uncased 0.561

R T UE B AR 0 B A X T R A R CRAE AR ) A
RUME L KA SCRT 4 1 B 12 ) O 1 iR A Rk FRATTE O
PRV T I HOHR AR X [R] A AR 25 4 HE AT U 5 K IR
FE T T RS I SR R O 58 RS [ R 5 A X 4 2R 1Y
S K il AR [R) 09 SO0 SRR B S Bk AT 9200 . AR ST
FIE4di FH 9 & M\ huggingface F7 R #% 09 B J7 $2 4 f9 “bert-base-
uncased” 8 B 2 H, 76 W 2 o B B AT R A T A9 2 sen-
tence-transformer” fJ H A BinaryClassificationEvaluator 2§,
%S F B TR SR o L B RO B AR R R AT A2k
55 ITTAl . AR T Z R IE AL R AR ok AL B AL R B 2
FEEAG B CFL A0 R0 R 0 B L IR DL RO SRS R s
BN 3 g, Horh MRPC 5 SNLI 43 5 %% fifi F§ MR-
PC 5 SNLIT H#i 42 #% = 09 FF U817 m Uk 55040 48 2647 A0 2%

*3 ML Es R
Table 3 Results of ablation study

%)
A 3
Accuracy F1 Precision Recall ver‘at;e
Precision
BERT 69.75 51.53 39.12 75.81 48.66
Unsup_SimCSE 75.08 61.01 48.62 81.86 65. 84
Unsup_ConSERT 76.49 62.96 62.67 63. 26 68.98
Unsup_ESimCSE 76.98 62.25 51.52 78.6 69.58
Sup_ConSERT B
. 83.48 75.81 76.15 83.29 80. 11
(MRPC)
Sup_ConSERT »
85. 39 79.53 77.21 85.57 84.79
(SNLD
Sup_SimCSE
. 83.77 78.52 75.09 82. 14 80.92
(MRPC)
Sup_SimCSE(SNLID 85.85 80. 74 76.27 85.35 85.03
Ensemble Learning
. 91.07 86.90 85.91 87.83 91.69
(MRPC)
Ensemble Learning
93.10 90. 39 85.19 93.28 94. 38
(SNLD
Ensemble Learning 96.71 95. 22 93.31 97.21 99. 33

B R 3 I HERR B S SR 2 b Ry R RE AR X L, A A
Tl % A Ay 8 5 R 22 T ) T I A R O o A R R R R
4 B e o UE BT T AT A 9 e 4 X A% A AL I SCRAERE )
PR A RO . RS TR B 1 45 2R 0k R, FRATTHR i 9 B8 L
ST BN SR J7 B6 3R AT T B 9 R Bt . R W% 7 15 B RE A8 S It
T UV AT HIE 2% 3 =2 B B4 R B 55 JFC A £ /) ] k22 ) 4 A 0
JE B SCHEAE R B T B AT BT 4R A S A 2T O R e TR
AJEAE 55 19 A R

2 AT 09 T G T S B0k R AT 4 0 T I 2k B AR U
WA T 955 . IR, K ot A% T 1k U R I 4SS TR BT A L 1Y
) i) 8 SR S A T E A A I AT 55
TE T B S 56 P, 3T & B 2R 4R SO AR R, OB SCIR LY

URL #4550 B8 0 Y 2R 25 R B A ARG, £ 4 X iE o 41
0 AL B B URL 45 — 28 T8 5635 A A5 7 J5 19 55 50 25
AT T XT

F 4 URL 84555 T8 & 745 X5 I 25 1) 5%

Table 4 Impact of URL links on training

Category ACC AUC
Common data sets 0.8982 0.8985
Remove URL-linked data sets 0.9656 0.9643

4.2.2 HTIERANES S R EM KSR
A E XTI E A 5 B8R 470K . AN Debian5. 0. 2 H
BEML KL T 250 A7 FRR T I DA B34S o FH 2 )5 o Bl L i B
— AR S AR AT R RY
(MySystem) 6 I 25 3 5 F T AR 45 R 04T T % E 56 E 8
XFHCEE R4 3 26 . C KRRV UL i H 28 W A — 3, 1k
ERARA DT T 2R RE R EDHE - AEFEKS
T LA EAR 50U 2R 0% 30 0 F TR BS54 1 T
UE, RGP I BE 0% 3R 501 B AT IEE JE B A I e, R 5
H5E 7R T &I T ENLIEER,
#5 KIWMTHMSELR

Table 5 Classification Results of each tool

C 1 U

Ninka 200 7 43
Fossology 137 112 1
ohcount 83 167 0
OSLC 57 193 0
MySystem 232 18 0

- Ninka N Fossology B! ohcount ~ B OSLC W LSCK

o 039100100100 097 oes 096
3 : 0.89
o8 [
06 055
A\
§%
02 = \ o
N

Recall Precision F-measure

B 7 R THIE RAE IR L

Fig. 7 Results of various tool experiments

Ohcount, OSLC LA K &A1Y 5 48 45 JC 12 31 01 R A AT
UE A MR R T 100% . EMERE L, AT R G
T Ninka (A7 & T H AP, X AT REREH TR REZR
TP AR, 1 AR B 38 2 /N O VF T UE S, A K 26 F 1) E
Wl 5 B Ninka T HESH 20, AN REE F-
measure fE AR LG FHAMM R G, X 45 TRAMAWRLE D
Fe 48 B2 2T (0% AR EE G 0 0 S B S A ) 22 )2 AT AL A
[l B, 3R AT R GE AR BRI 4k 4P T T U BN B L Xk Rk
BERGEAE RIS 0H, G4 LImEER, 1 HAT F i m
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T7E GitHub [ Scancode 5 Jieba WA~ JF I I H i — £k 3¢
R TEE T S
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Table 6 Analysis results of Scancode

Relative paths Tool analysis results

\cli. py MIT
\interrupt. py Apache-2. 0
\lookfile. py Apache-2. 0

. \outdated. py BSD-3-Clause
.\pool. py MIT
.\LICENSE Apache-2. 0

£ 7 Jieba JFIRILH LR HT

Table 7 Analysis results results of Jieba

Relative paths Tool analysis results Manual analysis results

. \creator. py Apache-2.0 Apache-2.0
. \nets. py Apache-2. 0 Apache-2. 0

\predict. py Apache-2. 0 Apache-2. 0
.\small. py Apache-2.0 Apache-2.0
utils. py Apache-2. 0 Apache-2. 0

.\LICENSE MIT MIT

F 6 JBR T X H RGP VF AR TSR . %0
B (4 AV A HEA “MIT”“BSD-3-Clause” LA} “ Apache-2. 07,
AT B SCAVE I AIE 4 /& “ Apache-2. 07, [/ B 300 H 4 7] 3iF
1,4 “ Apache-2. 07, [H It , 38 5 X 30 H o 3¢ A V7 AT HIE 5 0 H
VE T I (8 330 A T DA B 3 2 M 43 B 45 i B b 1 RTE
MM,

N 7 Hn LU L IR ATT BRGNS T B T A 4
RRE—B, TEEZMNE, T i 5 2 I IR AL
S Apache-2. 07V A HIE , (H % 350 H H) 4% B MIT” 1 7] i i 47
KA. AT R G I E VEATIE A “ Apache-2. 07, X &
KA “ MIT? ¥ AT HIE B “ Apache-2. 07 F W] 3E 5 56 # , to w2
V4 I H rp R A “MIT” 5 “ Apache-2. 07 0] 3iE (4 FF 95 28 1
B 205 J5 T8 U9 T H 42 8] Apache-2. 07 #E 47 & i A& & M
. 0B T 0 e A T UE 2 S5 E R B AT T R A 4
WVFATIENT ) T A0 . AEFRATEAT T Bl iy o 2 vh & 31
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