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2 Songshan Laboratory,Zhengzhou 450000, China

Abstract Software-defined perimeters,as a highly scalable and secure zero-trust security architecture, have gained widespread
adoption. Conventional software-defined perimeter(SDP) architectures employ a single packet authorization mechanism to achieve
resource hiding and visitor identity validation. However, existing solutions often store and distribute SDP keys in a centralized
manner,and lack of robust protection for visitor privacy. In response to the aforementioned challenges,a zero-trust anonymous ac-
cess scheme within the software-defined perimeter architecture is proposed. This scheme utilizes a three-party key agreement for
SDP key distribution and employs generalized designated verifier signatures for anonymous visitor identity authentication. More-
over,it demonstrates resilience against network attacks such as SPA key theft, port knocking amplification attacks,and identity
spoofing, thus exhibiting enhanced security compared to existing software-defined perimeter schemes. Experimental findings re-
veal a reduction of 33% in communication overhead and a 20% decrease in average authentication latency within multi-node net-
work environments,

Keywords Zero trust,Software-defined perimeter, Single packet authorization, Three-party key agreement, Universal designated

verifier signature, Anonymous access
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Fig. 8 Comparison of average authentication delays
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