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Cryptomining Malware Early Detection Method Based on SDR
ZHONG Kai' ,GUO Chun', LI Xianchao®* and SHEN Guowei'

1 State Key Laboratory of Public Big Data,College of Computer Science and Technology,Guizhou University, Guiyang 550025, China

2 Guizhou Cloud Computing and Big Data Professional Master’s Workstation, Guiyang 550014, China

Abstract Cryptomining malware aims to steal computing resources from devices to mine cryptocurrency,seriously compromising
network security while consuming a large amount of computing resources. Current dynamic detection methods for cryptomining
malware mainly rely on host behavior or network traffic collected during a long sample run for detection,which does not balance
the timeliness and accuracy of detection. By analyzing the DLL(dynamic link library) called and the return value of the API called
by the cryptomining malware at the early stage of operation,we propose an API sentence embedding method based on DLL and
API return value(SDR) ,and further propose a cryptomining malware early detection method based on SDR(CEDS). CEDS uses
SDR to convert the API name sequences, API returns value sequences,and DLL sequences generated in the early stages of soft-
ware operation into sentence vector sequences,and uses TextCNN to build a model for early detection of cryptomining malware.
Experimental results show that CEDS can determine whether a software sample is cryptomining malware or benign software with
an average time of 0.5106s and an accuracy of 96. 75%.

Keywords Cryptomining malware, Dynamic analysis, Early detection,Sentence embedding, Deep learning
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75014 APT )4 A 3 SDR(API Sentence embedding based
on DLL and API Return value). K J&. 4 3C 45 & SDR 1
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Table 1 Part of the native APIs and DLLs called by XMRig

cryptomining malware

API DLL
ntdll. dll
crypt32. dll

DIIMain
RtllmageNtHeader
kernelbase. dll

kernelbase. dll

RtlInitializeCriticalSection AndSpinCount
RtlInitializeCriticalSection AndSpinCount
RtlAcquirePebLock
RtlFindClearBits AndSet
RtlReleasePebLock
RtlAllocateHeap
RtlAllocateHeap
RtlAllocateHeap

kernelbase. dll
kernelbase. dll
kernelbase. dll
kernelbase. dll
kernelbase. dll

kernelbase. dll

15 B0 mT P O B R B AL AR 0 AN B B DT . — AN RRAE
PR S5 5 3R 7R T R A B R W R R (D R i O
HOME G R oy FRRAE . R LA TR #1494 DLL
J7 30 DLL 8 J 5 50 B 6 2 /915 B i, 76 VMware T EE Y
Windows10 iz 17 T ¥ K Z Fn & 4% M i 100 20 5 & ?A
PRI 100 3K B PR3, IE4f ] APT Monitor WU4E 45 #1432
J5 60s By API #0538 (BD API 4 F% 8 F API &Y DLL Al
API i% Hiﬁ) M EUE A DLL ¥ 51 #1 DLL 8 385, K
PR TR R TR B A CPU AR T 217 .

25T LRy IRA DLL Jy 81 A1 DLL 3 A 51
FIMEBRE. T LLE W, B 20 % R 7R 60s
P DLL 38 F ¥ 50 09 45 B0 B E W] & w5 T B 4710 5 A DLL
51 B AR 518, 3 W18 5 4 DLL J5 51 4b 38 % DLL 38 Ji ¥ 51

a] LU/ AR DLL FE3 P i 0 A (S B
F 2 BYERORIZED KBS B PR DLL K81 HE 5

I 24 1
Table 2 Average entropy values of two DLL sequences of the

benign software and cryptomining malware

R BEET R M
B4 DLL  DLL A B £ DLL  DLLEA
7 %1 71 7l il
15 &4 2.2890 2.6670 1.5350 2.0431

R IE 1T A9 APL R [E] B 43 47
APLiR [I{E 48 AP $047 58 K& J5 Jr3g [l i (5, 3R ml{E
PR AR FH 2 o B8 B8 J BRUAT 5 SR AL 3 45 M 3 LA R
i RE % AR B8 12 0 R ) T ek B T R BT R A B ST R
SR E. G, APTAR [BE o] DLk APT $0AT 15 B0 1) — F
FASARSOR L F R EE APL R A {5 B i
BT APT 3R [l P9 25 A [ 2 4% =X, (I 75 22 58 X
APT R [FHE AT MU AR B A SCREXT AN 3. 1 7SR B9 APT
AH I HAE TR IO APT 3R [IE #4740 4, JF K oAl 43 Sk 2 3
FrF ) 6 A2 AEl, Hod, i T Address. Number il String 2§
B IR 1 E NS A EE ¥ Address, Number 1 String 28 A
3% R4 43 51 F “ address” "“string” A& . Boolean
A Status AR M {E B T APL i $UAT S5 S, & SCHTaf EL

3.2 BUER

“number”

AR A R BT 0 3 T A 2K R [ R A AR
%3 APLIR [I{E 2 B KR i
Table 3 API return value categories and examples

X3 7 1l

Address 0x

Number 12,—1,1.232344

Boolean True, False
Status status_device_does_not_exist.error_partial_copy
String 57N
Void Null

TR AP IR [0 2 B iy 2 APT 1 AT 45 1, R 3k

M AFEREE. £AFIHT 3.1 bz e % 5 98 AR

AT 5 M APL H b 8 R B0HE 4 56 5 19 “ RidNtStatusTo-

DosError” i i [W{f &y Status 28, ] B (E A FR H & X

Wi, ASCLLZ APT R, % Lo R B0 R0 A2 0 0 B A 9

AR APT BT 45 215K A A9 (5 EL B0 25 - an 3k 5 BT, MR

LPﬂJ VIR, RV RAZD % 2008 A% APT i 15 31 (1)

R IETE 5 L EAATER B R X . B, FEJRAE APL R

AR BHE(E B A By T3k — 20 B E X R R K
P10 X 43 B

R4 AZOOETPEIE BN 5 19 APT
Table 4 Top 5 APIs called by cryptomining malware

API LIRS

realloc 2090967

CharNextA 1304656
RtlFreeUnicodeString 103537
IstrepynA 82907
RtINtStatusToDosError 82068

F 5 KRR E T A “RtlNtStatusToDosError”
JE AR U 5 L
Percentage of return values from calls to “RtINtStatus

Table 5

ToDosError” by benign software and cryptomining malware

73]

. . LBRELT HH
B 2R E R ERa Py &
error_invalid_handle 0.389 error_success 0.335
error_success 0.316 error_{ile_not_found 0.042
error_file_not_found 0.192 error_invalid_parameter 0.003
error_no_token 0.017 error_access_denied 0.002
error_gen_failure 0.014 error_sxs_key_not_found 0.002
others 0.072 others 0.616
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Table 6 Length of the called DLL call sequence when the samples

first call the socket/ WSASocket API or a socket-related DLL

DLL ¥ A ¥ 7] &k £ X [ BB S RSN
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Table 7 Number of API-related data of experimental sample and

dataset partitioning

% 5l % % g e i R & K % B
PN & 46 46 23 115
X i 33 33 16 82
ZeRE 16 16 8 40
¥ &R 48 48 24 120

i 32 32 16 80
JE % B 18 18 11 47
JE A7 R 5 5 4 14
i B B 20 20 10 50
A 5 A 70 70 34 174

RS E 288 288 146 722
BT TEKMS 378 378 192 948
BT AR S H 666 666 338 1670
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Table 8 Detection results obtained by CEDS with different L values

on the kn()wn test set
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Table 9 Detection results using different sentence vectors on the

known test set when L=400

i ' Accuracy Recall Precision  Fl-score

B & APl 4 1 & 0.9084 0.8783 0.9568 0.9159
AR E B APL A & 0.9354 0.9101 0.9745 0.9412
SDR 47 1] & 0.9805 0.9868  0.9790  0.9829
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L Accuracy Recall Precision Fl-score BTJ‘K liﬂ {g (4s), XLk éij:l: 5B ﬁu %:Z 10 pran, % ':F' ‘TF‘ i’«‘j ,'é\ *% HTJ‘
100 0.9399 0.9656 0.9311 0.9481 N S S g N N N N
' - g B TR RE A 9 7 24 4000 W A e I S 34 R AE T )
200 0.9610 0.9762 0.9560 0.9660
300 0.9655 0.9762 0.9634 0.9698 S ar et 2 fr, AR 10 AT AL 7E B AR 4 b
400 0.9805 0.9868 0.9790 0.9829 . . . R
500 0.9715  0.9868  0.9638  0.9752 CEDS ) Accuracy Fl F1-score ¥ F H A A I J5 3% . 9F H
600 0.9640 0.9841 0.9538 0.9688 E{Zi&] E‘}‘*%H;J»Eiiﬂ
F 10 RHZ % BRI Jr i 76 © 0 4 1 A 6 25
Table 10 Detection results of different crytomining malware detection methods on the known test set
, T AR % AR S Tk .
o Accuracy  Fl-s T3 A /s
Vil Accuracy Fl-score W /s o 8 /s B /s TR/
Karn(DT)[10] 0.9144 0.9283 60.0000 0.3309 1.0864 61.4173
Berecz( RF) L7 0.9294 0.9403 1.0000 1.4367 0.0014 2.4381
Darabian( ATT-LSTM) 8] 0.9554 0.9585 1.0000 0.0036 0.1457 1.1493
CEDMB(RF)[12] 0.9670 0.9707 3.0695 0.0636 0.0014 3.1345
CEDS 0.9805 0.9829 0.4635 0.0169 0.0330 0.5134

CEDS 752 K0 U4 LAy A6 T 45 R n 2 11 fr gl .

F 11 L BURFEE R CEDS 75 A 5000 1 4 1 1 £ i 45 SR
Table 11  Detection results obtained by CEDS with different L
values on the unknown test set
L Accuracy Recall Precision Fl-score
100 0.9349 0.9583 0.9293 0.9436
200 0.9556 0.9740 0.9492 0.9614
300 0.9586 0.9740 0.9541 0.9639
400 0.9675 0.9740 0.9689 0.9714
500 0.9645 0.9740 0.9639 0.9689
600 0.9586 0.9635 0.9635 0.9635

BAEH ., L =400 B} CEDS fi 8 8| /) Accuracy, Preci-
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SDR ‘i) [i] 42 ] LA 3% 18 08 T 025 APT A [ 42 71 4 A R[] fi

B APT & ol S B4 4G T RS
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[oRIERE S
Table 12 Detection results using different sentence vectors on

the unknown test set when L=400

" E Accuracy Recall Precision  Fl-score

B A AP A H & 0.8964  0.8542  0.9591 0.9036
WAHREES APL A 5 E 0.9320 0.9115 0.9669 0.9383
SDR 4] 15 & 0.9675  0.9740  0.9689  0.9714
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Table 13 Detection results of different crytomining malware detection methods on the unknown test set
3 g Al R T E RS

i3 - . -sc T3 B it /s

VRS Accuracy Fl-score W /s B /s W /s FHE s
Karn(DT)L10] 0.9083 0.9169 60. 0000 0.3454 0.6156 60.9610
Berecz(RF)L7! 0.8935 0.9053 1.0000 1.2904 0.0012 2.2916
Darabian(ATT-LSTM)[8] 0.9290 0.9381 1.0000 0.0041 0.1478 1.1519
CEDMB(RF)[12] 0.9379 0.9431 2.9658 0.0657 0.0012 3.0327
CEDS 0.9675 0.9714 0.4541 0.0235 0.0330 0.5106
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