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Abstract Smart contracts are decentralized applications that run on blockchain platforms and are widely used in many fields,in-
cluding digital currencies,the Internet of Things,and supply chains. Research on vulnerability detection in smart contracts is of
great importance for securing digital assets and maintaining the reliability and stability of contracts. One of the current main-
stream researches is to use deep learning models to automatically learn code features,so as to detect vulnerabilities in smart con-
tracts. It has high accuracy,but has limitations in vulnerability interpretation and cannot provide fine-grained vulnerability infor-
mation. To address the problem that the current deep learning-based smart contract vulnerability detection model cannot effective-
ly provide fine-grained vulnerability explanation and lacks of fine-grained labels, a fine-grained vulnerability detection method
based on hierarchical attention network and integral gradient is proposed. Using hierarchical attention network for coarse-grained
vulnerability detection,the word attention encoding layer and function attention encoding layer are constructed by two attention
layers to learn the function-level and contract-level representations of the source code,respectively,to pay attention to the various
tokens and statements of the code;and then the integrated gradient method is used to provide fine-grained explanations and calcu-
late the contribution of code statements to vulnerability prediction, to obtain the vulnerability statements related to vulnerabili-
ties,so as to realise the statement-less tags in the case of word-level and statement-level vulnerability interpretation. Experimental

results on real Ethereum datasets SmartbugsWilds, SmartbugsCurated and SolidiFIBenchmark show that the proposed method

B3 B 97:2023-10-25 3R & H 1] :2024-04-04

He B T H <0 R A T AR T M 8 (2020GGIS027) 5 815K H AR 2 3 4 (42371433) 5 11 A RHBE BT H (232102240020,232102211056)
This work was supported by the University Young Core Instructor Foundation of Henan Province (2020GGJS027) , National Natural Science
Foundation of China(42371433) and Key Science and Technology Program of Henan Province(232102240020,232102211056).

EAEVEE 518 % (hdj@henu. edu. cn)



AR 5 TR B 7 W4 R G35 B B4 2R i R 4G 7 vk 327

achieves an average accuracy of more than 80% on five vulnerability types,with a 6% improvement in the accuracy of vulnerabili-

ty interpretation, which can locate the vulnerable code more accurately and help developers to review contracts.
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Table 1  Vulnerability detection results
F1/%
N Unchecked
VS access X X Front
arithmetic . reentrancy Low-level
control running .
Calls
Oyente 13.00 56. 30 17.00 61.18 34.00
Mythril 36.40 73.00 39.10 58.33 44.20
Securify 29.00 52.00 28.09 68.02 52.00
CNN 79.00 80.51 79.83 77.50 77.88
BILSTM 80. 46 77.26 84.45 78.60 75.86
MANDO 81.32 84.13 85.95 87.96 78.17
HAN 83.01 88. 25 86.56 89.73 84.49
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88.25% A1 89. 73 % Mt fiE . Oyente, Mythril Fl Securify XJ 4%
R I 24 TR BT L S R A v ) A L T B TR B A ) Y T Ik
T A TR T A6 0 A 55 b 3 R WA A R 3 405 1 M BE . Mythril
T HA arithmetic ¥ I & W _E B A 8 45 09 P 68, i 4 Un-
checked Low-level Calls Kzl B3 2. 5 74P M A T A
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Table 2 Vulnerability explanation accuracy

EHE/ %
N Unchecked
7% access . . Front
arithmetic X reentrancy Low-level
control running .
Calls
Manticore 20.83 18.00 0.00 27.70 23.33
Mythril 29.16 60. 00 42.85 55.56 66.70
Oyente 0. 00 52.00 0. 00 61.12 37.50
Securify 16.67 20.00 28.57 34.00 47. 80
Slither 41. 66 12.00 21.42 66.67 33.00
Smartcheck 27.08 8.00 0. 00 62.20 44. 44
ManDO 65.42 90. 84 71.22 80. 49 67.34
CNN+IG 71.87 92.00 65.31 81.57 73.29
LSTM+IG 75.00 88.00 43.47 84.21 66.19
HAN+IG 68.75 96. 00 75.83 86. 83 77.46
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2 3 access control T i i B 4k R
Table 3 Results of access control vulnerability interpretation
X EHE/ N
mBT %
N1 N2 N3 N4 N5 N6 N7 N8 N9 N10
LSTM+IG 9.37 9.37 18.75 21.87 37.50 40. 62 53.12 59. 37 75.00 75.00
BiILSTM+1G 9.37 18.75 18.75 25.00 34.37 37.50 40. 62 56.25 71.87 71.87
LSTMATT+IG 15.62 15.62 18.75 25.00 37.50 37.50 53.13 65.62 65.62 71.87
CNN+IG 15.62 21.87 28.12 34.37 37.50 50.00 56.25 68.75 68.75 71.87
HAN+I1G 15.63 18.75 31.25 37.50 46. 87 50. 00 59.37 62.50 65.62 68.75
2 4 arithmetic Y i fif BE 45 R
Table 4 Results of arithmetic vulnerability interpretation
. EHE/ N
mBT %
N1 N2 N3 N4 N5 N6 N7 N8 N9 N10
LSTM+IG 16.00 24.00 44.00 52.00 56.00 64.00 72.00 76.00 80. 00 88. 00
BiILSTM+1G 28.00 36.00 48.00 56.00 64.00 72.00 72.00 80. 00 88.00 96. 00
LSTMATT+I1G 12.00 12.00 16. 00 52.00 64.00 76.00 76.00 84.00 88. 00 88.00
CNN-+IG 40. 00 53.00 62.00 72.00 85.00 88.00 90. 00 90. 00 92.00 92.00
HAN+IG 40. 00 60.00 68. 00 80. 00 88.00 88.00 92.00 92.00 96.00 96. 00
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25 front running I Il i B 4%
Table 5 Results of front running vulnerability interpretation
. EHE/N
R
N1 N2 N3 N4 N5 N6 N7 N8 N9 N10
LSTM+1G 4.34 4. 34 13.04 17.39 17.39 21.73 21.73 34.78 43.47 43.47
BiLSTM+I1G 4.43 8.69 8.75 10. 24 21.73 21.73 30.43 30.43 34.78 39.13
LSTMATT+IG 7.14 14.28 14.28 21.42 28.62 28.57 35.71 42.85 57.41 64.28
CNN-+IG 10. 71 15.00 28.57 32.16 42.86 42.85 55. 14 63.57 65.00 65.31
HAN+IG 8.33 16.67 25.00 41.66 51.60 56.08 58. 34 66.68 72.50 75.83
% 6 re-entrancy i il fif B 45
Table 6 Results of re-entrancy vulnerability interpretation
) EHE/N
BT %
N1 N2 N3 N4 N5 N6 N7 N8 N9 N10
LSTM+IG 0. 00 0.00 13.15 42.10 60.52 65.78 68.42 68. 42 71.05 84.21
BILSTM+1G 21.05 39.47 57.89 73.68 73.68 78.94 81.57 84.21 86. 84 89.47
LSTMATT+IG 26.31 60.52 65.78 78.94 78.94 78.95 79.32 80. 26 81.57 84.21
CNN+IG 15.78 34.21 50.00 57.89 73.68 78.94 79.47 81.57 81.57 81.57
HAN+I1G 39.47 60.52 63.15 76.31 81.57 82.63 83.94 85.00 85. 00 86. 83
2 7 unchecked low-level calls I i il Bg 45 R
Table 7 Results of unchecked low-level calls vulnerability interpretation
. R E/ N
R %
N1 N2 N3 N4 N5 N6 N7 N8 N9 N10
LSTM+IG 23.94 28.16 28.17 35.21 36.61 50.70 53.52 60.56 61.97 66.19
BiLSTM+I1G 5.63 12.67 15.49 18. 30 28.16 30.98 35.21 39.43 43.66 47.88
LSTMATT+IG 4.22 4,22 12.67 33. 80 39.43 47.88 53.52 70.42 70. 42 70.42
CNN-+IG 21.26 35.21 43.66 50.70 50.70 52.12 59.15 61.97 73.29 73.29
HAN+IG 32.39 33. 80 51.26 53.52 56.33 60.56 63.38 66. 20 70.42 77.46
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bk

contract TimeLock

mapping ( address =>uint ) public balances ;mapping( address=>uint ) public lockTime ; function depc

balances [ msg.sender }+=msg.value ; lockTime [ msg.sender J=now+1weeks ;

function increaseLockTime ( uint _secondsToincrease ) public

-locleme [ msg.sender H= _secondsToIncrease ;

function withdraw () public

require ( balances [ msg.sender ]>0) ; require (now>lockTime [ msg.sender ]); uint transfervalue =ba

P 3 R T I A s 4

Fig. 3 Example of integer overflow vulnerability detection
contract WALLET
function Put ( uint _unlockTime ) public payable
var acc=Acc [ msg.sender ]; acc.balance +=msg.value ; acc.unlockTime =_unlockTime >now? _unlockTim
function Collect ( uint_am) public payable
[ vor acc=Acc [ msg.sender ] if ( acc.balance >=MinSumts acc.balance >=_amé&now> acc.unlockTime )
Il ( msg.sender.call.value (.am)())
acc.balance-=_am ; LogFile.AddMessage (msg.sender,_am, " Collect " );
function () public payable
Put(0);
struct Holder
uint unlockTime ; uint balance ;
mapping ( address = Holder ) public Acc ;Log LogFile ; uint public MinSum=1ether ; function WALLET( ad

LogFile =Log(log ) ;

&l 4

Example of re-entrancy vulnerability detection

re-entrancy I 7 K I 7 i)
Fig. 4

contract Governmental

address public owner; address public lastinvestor ; uint public jackpot =1 ether ; uint public lastinv:
o ner=msg.sender ; if ( msg.value <1 ether ) throw ;

I function invest ()

-vf (msg.value < jackpot/2 ) throw ; lastinvestor =msg.sender ; jackpot+=msg.value/2 ; lastinvestmen

-fun(tlon resetinvestment ()

I ( block < T ONE_MINUTE ) throw ; lastinvestor.send ( jackpot )
5  time_manipulation J iii ¥ M 75 451
Fig.5 Example of time_manipulation vulnerability detection
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