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W OE KEA 22X (Large Model Red Teaming) § /& ik X % & & & (Large Language Model, LLM) 4 8 3¢ 3 ) X, , A 7o i
Ak BE AL Sy b A T R KR ) R ILBEAD 0 R R O AR S AR M, RBEAN 4T DM KR ROBEAL AR 00 T W IR AL, L R 7 B
FRRAFIERGZXE, FARENAFRBER AN KRR T RSB EFTE FEREASFLRBET —RHE, AP, %
T RBEALABE G R FNAFEGEMN ATAARX AR THASF LG FRTFME, X FPHEAS XBEA L 44
XX BE AL TR G EAA RN HATER ;LR A RER LM X TR AE T EZEANRFTHE  ZREFSHT
MEALRBERGELEIR FANBT AR ER TN KRG T RERLRAMN XY RRARAYRTT RERELE,
KB o KRR R4 RS T 5 2R Mk

HESES TP391

Survey on Large Model Red Teaming

BAO Zepeng and QIAN Tieyun
School of Computer Science, Wuhan University, Wuhan 430072, China

Abstract Large model red teaming is an emerging frontier in the field of large language model (LLLM) , which aims to allow the
LLM to receive adversarial testing to induce the model to output harmful test cases,so as to find vulnerabilities in the model and
improve its robustness. In recent years.large model red teaming has gained widespread attention from both academia and indus-
try-and numerous solutions have been proposed and some progress has been made in model alignment. However,due to the scar-
city of large model red teaming data and the lack of clear evaluation standards,most existing research has been limited to specific
scenarios. In this paper,starting from definition of large model security,we discuss the various risks associated with it. Then, we
discuss the importance of large model red teaming and its main categories, providing a comprehensive overview and analysis of the
development of related red team techniques. Additionally . we introduce existing datasets and evaluation metrics. Finally, the future
research trends of large model red teaming are prospected and summarized.

Keywords Red team,LLLM safety,Reinforcement learning,l.anguage model, Jailbreak
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Fig. 2 Schematic diagram of large model red teaming
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