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Social Bots Detection Based on Multi-relationship Graph Attention Network

MENG Lingjun' ,CHEN Hongchang® and WANG Gengrun®
1 School of Cyberspace Security,Zhengzhou University,Zhengzhou 450003, China

2 National Digital Switching System Engineering & Technological R&D Center,Information Engineering University,Zhengzhou 450003, China

Abstract At present,social bots have gained extensive utilization across social platforms and the existence of social bots makes
the public opinion environment on the network artificially manipulated. This not only compromises the integrity of a healthy and
harmonious online atmosphere but also significantly disrupts people’s regular online activities. Existing detection methods can be
divided into feature-based, text-based, and graph-based methods. However, graph-based detection methods predominantly ignore
the heterogeneous relationships,and cannot perform deep detection due to the transition smoothing phenomenon in graph neural
networks. To solve the above problems,a social bots detection method based on a multi-relationship graph attention network is
proposed. Firstly,we extract subgraphs with different relationships,then apply the attention mechanism to aggregate the nodes
within the subgraph and conduct node representation learning across diverse relationships,resulting in the acquisition of node rep-
resentations. Finally, we use channel attention to fuse the same node under different relationships to obtain node representation,
while using the post-connection operation based on LSTM attention to allow nodes to adaptively select neighborhoods for aggre-
gation, thereby alleviating the over-smoothing phenomenon. Experiments are conducted on three datasets:Crescil5, Twibot20,and
MGTAB,and the experimental results show that,compared with the optimal values of the evaluation indicators of 11 models, the
accuracy of the model is increased by 0.47% ,1.19% and 0. 38% ,respectively, which demonstrates the effectiveness of the multi-
relationship graph attention network for social bots detection.

Keywords Heterogeneous graph,Graph attention, Nodes representation learning, LSTM attention, Social bots
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Structure diagram of MR-GAN model
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Fig. 2 Diagram of over-smoothing
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Fig.3 Structure diagram of the post-connection network based on LSTM
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Table 1 Dataset statistics
SRS R 2 W E A
Crescilb 5301 14220 2
Twibot20 11826 15434 2
MGTAB 10199 1700108 7

Crescil5 ZUIEHEALF 5301 A FH 77 AL HY 37 £, X 2 ]
bR Ic R H ST P s LR N AL friends A follow B F
M3t 14220 &1,

Twibot20 $# 517 229 580 A~ {H /2 KA 11826 4~
Blebsic A BT P ok sg LA N BT LAAR S BGX 11 826 4
FPAE R &S .5 friends 1 follow PR E BRI 1434 &30,



302

Com puter Science TEHELZ  Vol. 52,No. 1,]Jan. 2025

£ X%F Twibot20 1 Crescil5 £udi 42, F A1k FHH P @A H -
HeSCH P B M K bR 4 SERRIEAE S PURRE

MGTADB %5 5 & — A~ 5 T B K P #e DU 45 5 e K 0
B B S LS 150 2 A PR 1L 3 AL AR, %
B E R T X 2R 7 ML R NEE L HERA
10199 A~ H P # & b i o LS8 P Bkt e ML s N
4.2 iRMr4ERR

A ST TEWE ST AL AE B A5 A I A o B L e ] Accu-
racy, Precision, Recall F1 F1 43248 4 A PEAr 38 b5 2 2F 4 A5 8L 1Y
(Ve

Accuracy=gpp ?§121\3]+ FN (16
Precision= % an
Recall=,[,P’I;L7Pm\] (18)

Hrp, TP /R — AW SR HIH P B e eI H P
FN F7R—A77 85 0 BSE A P B 8 Ak 2 HL#s A FP &
TR — AT R AL S WL AR A S B P TN FoR
SRS HLAE N HLB ) A S AL L. o Accuracy Al
F1 43 00 ey 28 WA A5 () sl SR i 4
4.3 ETWHE

SCEGTE GPU 45 A% L kAT A A BE + Pytorch HE4L, Py-
thon fA 3. 7, Pytorch JRAS 1.8. 1, %18 7:1:2 8 ol %k
AR VN GRAE VIR TR AR KA . B LR 11 AN ff
Syt H AR IR AT X L ST AR

ML 2T B 057 ¥t W T 52 HL A A I L 49 4 BotOr-
Not #E 32 HLEF A I 2 SEF B RE 45 LA 24 21 (4 0 35 i A7 4
HLAE BRI, AR SR DT RF W7 A i 0L 2% 2% ) 1 97
BAE R AL S ML AR A B X LB A, DT 7R e sk, &
— Ao R H R E A R R O v N — AU B
T O 5 8 . RE™S 3R BE ML AR bR Bk B0 48 3
Tilt 73 24 B8 HEAT 3 24 L 9K U5 Bt H 4k R B 56 ML 7% bR b SR TEAS RS
ML LN

B AL AR (4 A J5T g 37 5 43 28 AR S 3 IR B
Zo L i 2 B 4 FlY A A IR GCN, GAT, GraphSage
H RGCN ARy 4t 38 AL 7 A I frg %o LU A7

GONET 2 P 4 28 I 45 1) — A FE AR AR A 5 2 B0 B 35 R
Z I TR A — B 4 3k, 43 3097 A 1) R SRl i MLP
POR SR | R  F NG X i

GATS S — A2 W Bt AR A, e B i 3 7 ML O
W AR R AR L 3 0 O K AR 43 B A A TR A 4
SR 5 T MLP %t kL2 L2 A BEAT 23 260

GraphSage™ & —F I F 1k, B% S — MR A& R
I BEA T AARE B RREAR Bk 2 3] AR AR B Rk L ik
0 X 41 38 L3R A AT 4 2

RGCN /& GCN 7EZ i 2K R I /9 b 1 75 & s S WL A
G 1y 4 3, 4 T A B A R i R A A R AT 4 2 AR R
4 ZE I 1) R [R] 8 A7 A 2 e

BotRGCN il it 1 7 — A~ 55 44 |8 2k SRR Twitter 458 4
%, JF Rl RGCON BEAT F7m 2% 2 FIAL 28 A

HGTE & —Fp 5 o PG 0 28 H , FF 348 Web-scale 1)
S5 R R SR T T 4 S B Ak SE LA N A A

HOF AP 58 3 187 17 5] 95 P ) PR 348 5 45 B R A 3 38 B
B Bk X 0 57 16 5 O % Pk Ak mias Ak S ol g A

RF-GNNF L GNN fE g JE 0l 2 25 2% B ML a8 2 > 1
5 B 0 AR S A R R AL A ALAR A

SHGNW LI GAT 18R & 1, Rl & 95 45 5% 25 658 He A i 5%
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4.4.1 Crescil5 3% £ L1 R
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# 2 Crescil5 Bl LAY SEgR 45 R

Table 2 Experimental results on Crescil5 dataset

%)

A Accuracy Precision Recall F1
DT 97.24 96. 95 97.02 96.98
RF 97.74 97.74 98.21 97.46
GCN 97.35 96. 56 97.78 97.12
GAT 97.83 97.21 98. 14 97.64
RGCN 97.92 97.23 98. 34 97.74
GraphSage 97.73 96. 92 98. 27 97.53
BotRGCN 98. 30 97.74 98. 63 98.15
HGT 97. 44 97.43 96. 99 97.20
HOFA 97.72 97.54 98.31 97.92
RF-GCN 96. 52 96. 21 96. 50 96. 35
SHGN 98. 40 98.23 98. 28 98. 26
MR-GAN 98. 87 98. 90 98.71 98. 80

4.4.2 Twibot20 35 £ £ % R
1 Twibot 20 $Ui4E L EAT SC 56, S 6 U1 2 48 B0k £ 50 42
5 Bk 11 ARG T AR R S A5 Rk 3 .
# 3 Twibot20 $¥E4E b1 S 4%

Table 3 Experimental results on Twibot20 dataset

[€79)

A Accuracy Precision Recall F1
DT 79.49 79.22 79.37 79.27
RF 81.32 81.05 81.15 81.08
GCN 70.92 70.42 70.52 70.45
GAT 71.28 70.19 71.16 70. 31
RGCN 82.99 82.42 83.01 82.62
GraphSage 80. 32 79.55 80. 40 79.81
BotRGCN 83.13 83.03 82.59 82.74
HGT 77.73 77.93 76.57 76.88
HOFA 83.23 82.97 83.55 83.25
RF-GNN 82.72 82.12 82.63 82. 36
SHGN 84.36 83.97 84.19 84.07
MR-GAN 85.55 86.01 84.71 85.11
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Fig. 4 Variation trend of accuracy with the increase of training
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4.4.3 MGTAB ##E 4R

TE MGTAB H¥ls 4 E AT 525 . JI14% 100 %015 B 11
AT AT b SE B 5 Rk 4 R g, R 4 W LR A
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X 3R BB TIRIGASZIR SR, XL 11 Fh AL AL h
ZIWPE A e bR B & M AT LA O, Accuracy T
0.38% ,Precision ¥ 7+ 7 1.07% . F1 23 ¥4 7 0.13% .,
AR SCHER ) A [ K SHGN ik, 2 B o B35 ™ 4% 2 5w
T, PR 2 2 0 R AR N A BT B B T
¢, BV JR] B SRR AR R A T R R B2 R R AR AL ST
MURFAE W BT AL, S BUH BE A TN B, MR-GAN A b
HGT,BotRGCN Hl SHGN % # & 4f J& A iy MR-GAN 7£

HEAT I B AL 3 I BT X AR A 6 R T 1 AR Y R AT
RS XS RE R LA ] BN [ 56 & F T AR R E 5
ZJE N R 06 R R B O AR AT W A RN X
{45 AN T 8 28 0 R AR ST 0 9 L 0 T R T AL S AL AR
PN CRUINIUEpE A
# 4 MGTAB $dls e 5 45 1
Table 4 Experimental results on MGTAB dataset

(€79)

A Accuracy Precision Recall F1
DT 87.29 83. 81 83.59 83. 64
RF 88.17 88. 46 82.52 84.16
GCN 85. 81 77.29 84.83 79. 84
GAT 86.51 79.77 84.41 81.56
RGCN 87.83 83.21 85.08 84.05
GraphSage 88.33 84.12 85. 60 84.78
BotRGCN 88.40 83.45 86.18 84.63
HGT 89. 25 85.98 87.03 86. 46
HOFA 88.68 79.21 80. 47 79.81
RF-GCN 87.19 83.37 83.42 83.39
SHGN 89. 26 84.67 87.20 85. 81
MR-GAN 89. 64 87.05 86.20 86.59
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4.4.5 HERER
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Table 5 Ablation experiments by polymerization
%)
HAEE A&7 R Accuracy F1
GCN 98.12 98.02
GAT 98. 00 97.83
Crescil5
GraphSage 98. 68 98.61
MR-GAN 98.87 98.80
GCN 81.99 81.75
GAT 82.43 82.16
Twibot20
GraphSage 84.28 83.93
MR-GAN 85.55 85.11
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Fig. 6 Ablation experiments by polymerization
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Ablation experiments by post-connection
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Table 6

#YE & K47 K
MR-GAN-L2 98.31 98.21
MR-GAN-L6 82.86 79.54

MR-GAN 98. 87 98. 80
MR-GAN-L2 84.02 83.83
MR-GAN-L6 76.92 75.65

MR-GAN 85.55 85.11

Accuracy F1

Crescil5

Twibot20
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