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Abstract In view of security issues such as unauthorized access,denial of service attacks, spoofing attacks and information disclo-
sure in the remote access scenario of industrial control network(ICN) . the STRIDE threat modeling method is used to analyze the
potential threats in this scenario. An access detection framework based on dynamic Bayesian game is proposed. This method can
screen and block illegal and malicious requests trying to access the ICN. At the same time,it uses the continuous multiple rounds
of game iterations and the flexible and dynamic characteristics of SDN to adjust the policy parameters in real time to prevent the
same malicious access source from being accessing again. Simulation experimental results show that as the number of game rounds
increases,compared with the existing two types of malicious access defense methods,the detection accuracy of this framework in-
creases by more than 3% ,the false positive rate decreases by more than 1. 2% ,the detection efficiency has improved by more than
14.7% ,and it has good robustness.
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Fig. 1 Schematic diagram of remote access scenario
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Table 6 Initial values of game parameters

A 0.8
Y 0.2
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by 0.4
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ky 0.1
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E, 0.1
L, 0.1
g 0.2
Cp 0.25
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