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Anti-semantic Analysis Script Fusion Technology

TIAN Bowen'? , YANG Ju®, XIONG Xiaobing® ,DUAN Shuang® and WEI Ran®
1 School of Cyber Science and Engineering,Zhengzhou University, Zhengzhou 450001, China

2 School of Cyber Science and Engineering, Information Engineering University,Zhengzhou 450001, China

Abstract In recent years,script programs have been widely used in the field of computer science. Script programs are increasing-
ly being used in the current network environment due to their powerful functionality and high execution efficiency,simpler writing
and smaller file size than binary programs. Currently, the main types of script obfuscation techniques include encoding obfusca-
tion, structural obfuscation,and encryption obfuscation. However, existing script obfuscation methods have obvious features and
are at risk of being deobfuscated. Once a script is deobfuscated,its functionality can be easily analyzed and understood. To address
this issue,an anti-semantic analysis script fusion technique is proposed. By deeply merging camouflage code with the target code
that needs to be protected after dividing them into blocks,the fused code contains the code from both scripts.and the semantics
and logic of different scripts are intertwined and interdependent,making semantic analysis more difficult. Understanding and ana-
lyzing the fused code requires stronger semantic reasoning and contextual understanding capabilities. Experimental results on
PowerShell scripts show that the control flow complexity of the fused script programs is increased by 81.51% on average,and
the obfuscation strength of the code is greatly enhanced. This technique effectively blurs the script’s semantics., alters control

flow characteristics,and performs well in the face of semantic analysis by ChatGPT.

Keywords Code protection, Obfuscation,Code division,Fuse,Script program
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5k BRI AR T . I IR W8 AT Base64. AES
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B AE BRI SR BT L A AU IR VA R R 1 &
Jo i Bl 25 A W 1 Dy 2O SRt B T T X B AR AR 1Y R VB
AEST. R N TR R B B 2 S ORI w7 R
VBRI 7 THT 3 26 1 252 B 1R VA R B 8 0 1 Xk B AR 1) 7 4R
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Jr ¥k Gl S YR A B O R EOR BT AR Y i TR
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Fig.1 Framework of the proposed method
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Fig. 2 Source code processing
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AR 2R b 5 (AR IR AT B TN TR 9 1R 3C, T e 4 R B0R R A
1, PG AR 19 4k B ) i S — 2D A S R AN AR o i AR R
FEHEATRL AL , bk & A W98, /8 PowerShell i AST v, il i
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VariableExpressionAst 75 &[] VariablePath {8 %t W T 2 51
AR A PR, BRI S AR IR A 4 BRIT HEAT X L R R
PRACH FH A7 AT b A7 L6 AH 8 i 44 09 BR SRAF I8 4 H — 21
BB 7 4 B ok 5 5 E AR AUES TP AR IR A 44 Bk DASkE B i 52 1Y
3. PowerShell 14 ¥ £ N & B AR RAF 4 B, 76X L it 75
WEBRIX AR RTS8 B R AR T L 4% TR AT LX)
A HEAT BB B AN A PR A
3.3 BmAESREN

AlA SO BRI AR A 7w ARSI L L Oy TR
T fll G 5 AR $E R ) B Y TR M L BlE RUE IO AL R
RGO 8 IO 2 HE AR Y A6 22 AR b B Y
s HARTESR A Y B A5 AR B die 8 UF A7 — ). BP0
W2 BEARIEFRIT CFG MR I 5 0 B 38 26 1k 37 550 A 28 5
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FEACHD 4375t A v, i AST M98 T CFG. CFG i1y
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B, AlE AR B g 1 TR,
ik RbA R
A HEARALED bscript
iy BT AR ARAD bscript; A& U513 points
1. function pointSelect(bscript)
2. List pathList=dfs(bscript) / /{8 RIS o i T 1 42
3. List points;//fil & R51 3%

4. for(point in pathList[0]) do//i# [Jj 1% 51 3& v 55 — 4 B 42 1Y Br

EERED
5. for(path in pathList) //# JJj 8 — 2% 4%
6. if point not in path then/ /%% FIARTE H AL AR T R E L2
7. continue/ /B 1% 1 8L
8. if(point. type= condition) then//Z& 1443 3 ¥ &
9. while(case[i]) do/ /8 & — 4%
10. bscript= bscript. setPoint/ /75 &4~ 43 3 W3 & fill A A
11. i=it+1

12. else if (point. type=loop) then//fl§ ¥ &5 ¥ 75 14
13. bscript=bscript. setFlag//7E 11§ 5 45 #4 1% B b5 25 L
14. points. append(point) //JI A Bl & &5 %

5. return bscript, points.
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Fig. 3 Fusion point construction
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1. function scriptDivide(List tscript)
2. List keywords;

3. for(keyword in tscript. ast. keyword) / /i Ji AST w1 [ 56 4 5~
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4. keywords. append(keyword) ; / /4 I 8 5 it A 51 3
keywords. sorted(cfg) ; //# i CFG HEF

w

for(keyword in keywords)
startPosition=keyword. startPosition; / /5 5 4 2 4H 7 B
endPosition=keyword. endPosition; / /5 #  if) 4% o {7 B

© o =N o>

for(i in range(startPosition,endPosition+1))
10. block = block + tscript[i]; //— > 38 F #Y & 4 A1 45 3 —
ARG e
11. blocks. append(block) ; / /H AEHS e i AACHT e 51 &
12.  while(len(points)<Zlen(blocks)) / /UM il A & AU > F 43 Hedi it
13. i=random(0,len(blocks) —2) //FH BEHL T 45
14, blocks[i]=blocks[ 1]+ blocks[ i+ 171/ /BEAL¥E Wi AHABACRD ke 21 45
15. blocks. popCi+1)/ /5 H AL He 5]
6. return blocks.
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3.5 MAmE
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function Add {
Param(
[Parameter(Position = 0. Mandatory = $true)|
[int]$Num1,

[Parameter(Position = 1. Mandatory = $true)]
[int]$Num2
)

$resultl = $Num1 + $Num2
return $resultl
}

(a)

function Subtract ([int]$Num3. [int]$Num4) {

$result2 = $Num3 - $Num4
return $result2

}
(b)
function Add-Subtract {
Param(
[Parameter(Position = 0. Mandatory = $true)]
[int]$Num1,

[Parameter(Position = 1. Mandatory = $true)]
[int]$Num?2,

[Parameter(Position = 2. Mandatory = $true)]
[int]$Num3,

[Parameter(Position = 3. Mandatory = $true)]
[int]$Num4
)

$resultl = $Num1 + $Num2
$result2 = $Num3 - $Num4

return $resultl, $result2

}

(o)

&5 A B
Fig. 5 Script division

Tl B SRR RN I I A 5 R HE AT ) T L AR AT D AR v
JEA AL R AL 0T LB PowerShell 94544 43 R TG pR #1028 24 N
HRBE R T AN, AR N R A A R A AL A A
AL 3 A AL . W T A R A0 R A W) B9 Rl S
R I ok O UE Al A Y IE B e A At . Bk A
FEWMBEE 3 .
k3 WARS AR
A BRI bseript, HFR U tseript
it LA S B A fscript
1. function Fuse(bscript, tscript)

2. List fscript;

if(bscript. funcNum | = 0)// 408 A F 2R 5
bscript= bscript. content; / /3K p& £ 101

il Ctscript. funcNum | = 0)// 4R BIA A 5 4
tscript=tscript. content; // & B ek L 19 Q5

fscript. params= bscript. params- tscript. params;//Z 4§ & I

o N o U e w

List bseript, List points= call pointSelect(bscript) ; //# FH il & 15

T8I AR A B R

9.  blocks= call scriptDivide (tscript) ; / /3 F JHl A< 43 B 55 16 % BOAR
2 IES

10. int j=0;//10 T 5 43 R4 20 B0

11. for(i=0 to len(points)) do/ /3 JJj 51 3% ¥y 154~ il & 4

12. if (points[i]. type= condition) then/ /% fill & & 4 &1

O3 3R R
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13. I=i 1/ AR A SR R BRI

14.  fscript={script. insert(points[i]. blocks[i—j]) ; / /3% ¥ 4% H
FRAR TS B A B Al A S

15.  if len(blocks) =i—j then// IR FT A /3 B B il 4 58 52, T 45

16. fscript. rets=bscript. rets—+ tscript. rets/ /& [1{& & ¥ R W5 A I 4

FA SR ml{A
17. fscript. modifyFunctionCalls/ /& M e8 £ 8 H
18.  return fscript.

AR F X D A 445 KA 2 2 %) S WK 5 T A D AR B Sy TG R Bk
BB B e 5 2806 08 R 58 S B I G B
RARTD AT Bl A3 B, JF X B ARG AT 4 B, $ DU i
T 8 R AR v B A T Rl AR K AR AR 2 s I 4 A
BEE AALE . A RE TR SR 3T, DK R — A RS e 4
A BN AR5 S W ARG A AL A S AR R S5 R P UK
ARAE YA A B 21 4540 A 3 5 A b o IR TR RS
J& A B AR ACRD 43 B 22 8] AR X R ERAT IRBOAR A 5 B
ATV AS 43 51 2 6 BR B B RN A BR RS B A, DU BRI A e
JEUAT 4 BRI R TIE BRSO AS R Y 2 8055 m B R B 2 8, 4R
S5 A TC oA B B A v (0 AR Rl B BRI AR A S A
BREICIS TR A, DU 7 1 i A e 1 R KR — — X T 3 S HE AT
Bo R AP A T B P KBS IF Dy — A s IR B B
JEUA )RR A R R P BR BN AU R AT RS . R
B 5 BB i AR T (B 2K AL BT bR R A AR TR R [ B A
PRACTD AN AR AR ek B3R E . 5 18 UM AR hoxT R 2
B O7 2 e U RIS 5 A AR U R G .

4 I

4.1 LWHEAR

R T BRI T Ay Bl A A mlE O vk A Rt AR e
H GitHub 1 # PowerShell B4R 4 g 52 86 X 42 AR 405 fil 5 Ay
Jei B AR B A0 475 A 455 SR L3 A I T R ) O A PR R A R Y A
A, Bkl G % B AR AR D) 8 58 # 1 LB AT RO FNE VA TR Y
S, ARYE ChatGPT XFAS 6] B2 A IR W 5 09 I8 A< #E 47 15 X 45
ME S 56 0F Bl A X L HAth PowerShell 8 98 5 R 76 HU1E X447 fig
J1 B

F T RE I RS 30k B T GitHub 2 3L A47 % PR P iy
PowerShell fUH%, il i3 2 % “PowerShell” 45 ¢ 817 f1 ™ & 4
Sy ps17 Y S I I 85 B 52 SO Rt AN B SO A s BT
100 4~ PowerShell i 5 JF UEAR S 4Ll s 49 4 . He e 50 A
HARRIE MR A & 2R E R R DI RE, A Tl
HERACHS 04T R 0 B AR AR RS 7= A 5 L PR Y 50 SRR S
FEAG AL IEE B EAERES A RS
WRIRE ADIRRSE . N T A AR Al A O VR B9 AE 1, i
T B AR HURR 5 X T A AR AT, 27 ARD i /) ) 2%
SRR S T B AR 2 B RS R R ROR AR
2o RUL X T 5N B AR AR B A AT HE 45 T AR X AR 1 4 A
RS, AL 3 R RS AT 80 240, 1, PR
sy 84. 46, MRS - R 4T 8N 276. 12,71
Fl R 109, 28, WX EHLIREE A : PowerShell 5. 1.1n-
voke-Obfuscation 1. 8. 2, Xencrypt 1. 0,32G W ££, Intel 17 4b
FE &S, Windows 11 x64 245,

4.2 BEFEHBERIE

6K AR A A AQ S Rl I A ) B B A o, R AIE
Al R B AR AT A SRS B R E R T, O TR
5 BT B AS BE A8 1E W RAT 58 2 L & ZEXE B AR AQTH A R T IE
VAT IR E

A SCAE S A B P DL IR AU A B R 2 2RI T —
A B A AL R FT HE S R B AR ACHS IE H 2 AT 09 AR 6 PR 4
AT 5 B AR AU 22 18 A7 78 wh 58, I 38 3 Rl o 8 A4
T 73 Pe Sk A B AR AURS 76 Rl 5 J5 1R 4K B8 O 157 L 72 ) 1E o
P A SO AR i A 52 R Sfe A6 2 il 5 J5 H B AR 15 89 1F 6
Mo T, BRI E AR AR S B L B AR S A B R E RS T IS
I AT AR ) oz P 4 A A ) 38 E AT Ohe 4G 4 A AT 1Y
IEHPE B TEACTE A A AR B AT IR e 2. s AT
FARACTE R Rl A AT 5 4 A 54> B AR AR B b 4 A AT Y
PRATEE A A0 SR AT A ) 38 28 i R AT T A — 2
B E AR AR FE AT i s v A 7 (R, 7 T A ) 2R 5 ) Win-
dows HERUHL_EFEATIE, BF A 50 A~ BE A 35 1 $i 4T 58 B
JER AT IR . AT A A 25 2R F WD B AR AR AT A 2 A 7E
BRI R AL IR TR R B R B
4.3 EBETRERWMSH

Rl B K ARSI A AT Rl o — A, i 2
SERARAT XL IR X IR AT R e —E R . R TR R
BATHCRI T B IR AU R BT8R . A
DHE AT L FBR QS L5 5 AR B9 SAUAT IF 1] >fe 46 TiE @il
BT BAS PRAT R B R2 0 o T Ik 9 BRAT S [ A A A 1)
PRI T W 3847 45 RN T A A B ] . AT 0% 1 52 56 25 21 n
6 FimR.

304 ~ /\ A
J /N \ A
284/ N\ \ N~
26 A ~
24
22 y
£ B A
F U / y _
v N A\ /INCT7T A
= 14 ) \,,,/\\\/ﬁ \\\// \/\ <X N
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AT 5
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B 6 thATsex
Fig. 6 Implementation efficiency

H S35 2R AT LU 3 L 5 5 1205 00 T A 1 119 502 17 30
AT — BRI, @G A 5 B s AT E L B AR
A Z T 25 1.138s, AR ERE T BERE 5 H
FRACTD LA 5 7 I A 6] B 3% T 3 19 2 AR ARG, S BOAT
B AR A5 S 2 A AR B9 BRI, DT RE T R A S AR Y
BATRCR . RN GHHE M EEE  BE R A 19 $uUAT i
FEASAS TN A 2%, 6 HEAT 43 A7 (0 B KRR A, X R
R 43 AT A [ I SR AR A B BRI 19 22 4 O B R
TR ZIE AT XN T A R i e B
22 (1 B[R] FIOKG ) >k B il & )5 AR AT . I, 25 6 % 8
S 45 SR RN 45 43 1T 3 ok 1 IR, AT LA R 3K s AT RO Y
S ] LA HEZ 1Y
4.4 RERERISH

MecCabe 4 H 7 45 i Wi 41 2R &2 2% & (Cyclomatic Com-
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plexity) , - UE B T H 1T LLAE g — A~ B & 48 b5 A A0 7 it 72 7
SAIE . Zhao SFUHIE A T Z 48 b B R VA4S AR5 TR VE 5 B (Y
HECE., EHREAERE LN VG R NT .
V(G =e—n+2

Hh,e IR CFG il R . n FoR CFG 37 S B i,
) LA PR O 2% B v R Y, T A A EC ) e T AR T Y
) FURS O B8 & Bt et AL B, R kb, AR 704 3 o X b 1A
ARH5 . E AR AHS LR il A I B AR 1 S 389 48 ok 0 2R 42 2% B L F
T VT A A B 0 A A0 o s o D0 B 4 2 3 ) 52 o 25 2R
B 7 Bis .,

14 7 ee
B e e SN NI

i
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£ 1 g

g ]

® T
2] E B

— EARA

0 T

0 5 10 15 2 2 30 B 40 45 50
WRAAF 5
VA 8 N KRN
Fig. 7 Control flow cyclomatic complexity
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P R AS 9 428 1 U 52 A% B2 2 R, 32 R A 78 Tl X A AR
175 R AT Rl 5 30 TR AL A T 1 43 S 45 A DRI R T o
TR I A B 5 AL, A AR JESFe 1 52 2 R A A, U 7 A s )
BREZ A RMANERNRERERITOSE ML,
S DR UL Bl S A A ) £ T OO B A R BE AR A T E AR AR
Yt T2 81,5100, [Al i, AL A By 42 36 I 0 B 02 A JEE 2 5
ST UM B AT IS B 0 5 A PR AR ey X R R AR O 1 TRV 9
AIEMER,
4.5 BEXHImSH

Bl A v [ i RS A B AR AR, BB AR AU
GF PO B R AR 1 5 A 7 8 b RS 1
FA TR AR eR B0 A 20 FARURS 4R AL T R4 . XA EL S
75 2B AR Y B TF SC32 B HE AR 05 L 25 1 o
Mok TR MPRER . 76 AR 407 L 38 a7 AT L
1 25 & b SO i A R T A SIS A e I S ok S 3 R A 1Y
WIS IR . (i T B AR 2 0 A B AU v,
1 A AR Y bR SR BV AR B, X AR IR U AT
7 2275 18 B AR RS TEAS [F) R SCr AT S i DR OH T il AR
PRESE AT 5 I IE A P AN — Bk . AN IR AT I W e
TE A 3t Y531 R AL PR o A5 A L L DR AR R Y 22 A IE A
PATIGRE (4 R PE . 4. 4 1 e T RlA A B S 42 ¢
A 48 T VA 2 A O SO0 T T M B AR B A 0 A O

ChatGPT J& —Fi ik T IR 2 2 1 [ AR & AL PR, 7
JEAS o B SO 0T O TR B LB BE ). ChatGPT (9

3 0 AR R Ty A L BE A AR 1T S A A T B AR Y
SCHIE R XA R SCHLAR R ) 15 ChatGPT 5 IA R &
B9 AT MR G . itk ASCIESE T ChatGPT 2k It Gl
BT A TE XS B S4BT 7 T RE T . AT K L Rl T AR
Fl Invoke-Obfuscation, Xencrypt J5 #1716 5 10 I A X3 4t
ChatGPT i LA M B9 3 . /D FE A 2 78 (Few-Shot Promp-
ting) T AT L) T 20 i A B AR BOHE S I R £ L R 4% 2E A
A E AR L R T kR A8 A B R B A Y L
AU GAE A ok 2 2 ARG Y 45 4 FRRAE , DA T 42 T+ AR 2R VE
PL T 38 X BT RS 3R, BB 4E 5 4R 7% (Chain-of-Thought
Prompting)"**/ i i $& 75 45 A0 A= i — 5= 4] 4k 2 45 TR OR fig o &2
PRI S T R e HE R AE . WD B AR R R S
DREARSE R A S A L T LSRR AR (0 1 L T 45 5. Few-
shot-CoT ZE4& 78 BE AR tP R AW B2 45 Y [0) J8 09 27 58, [ B 375 38 45
L R) R S Ao AR DA LR R 2 ) R A A 4 T R O
R 20 g 1) A A, 2R HE i A prompt: “Identify the
core function of the following piece of code”, %} F 3 FJ5 IR
1B J5 M ACRS , Chat GPT ARARMETR ) K B g . PRt A SCHE 52 3%
F1ffi F§ Few-shot-CoT #ii A prompt: “The following obfusca-
ted code is deobfuscated,and the core functions of the deob-
Y ERIP)
TEFR G TR A 3 LR HEAT 2 ) AR R R IR B )R
B9ACHS RTRE 1ARAS DL R RS i 0 T BE . g5 A T it
FEA Al ChatGPT $i¢ 1 34 #k 30 b 72 2 347 1R 1B Rl L 43
BT, W3 ChatGPT BEAT 1 S4B )5 153 30 (0 A5 D) g 5 5 H 4
RS T Be 2 B AEAE , ML R an 2k 1 frdl .
RO HTR R

fuscated code are obtained by semantic analysis”,

Table 1 Semantic analysis recognition rate
BE 7 % LS ES AR A B AR RHE/%
Invoke-Obfuscation 22 28 14
Xencrypt 30 20 60
Our Method 9 41 18
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