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Identity-based Key-insulated Provable Multi-copy Data Possession in Multi-cloud Storage

ZHOU Jie and WANG Huaqun

School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

Abstract Provable data possession(PDP) allows users to verify that their outsourced data is intact without downloading all the
data. To improve the availability and security of outsourced data,many users store multiple copies of their data on a single server.
In case of a single cloud server failure or other unexpected circumstances,the data copy stored by users will be damaged and the
original data cannot be restored. At the same time, many PDP schemes rely on the technique of public key infrastructure(PKID),
which has key management problems. In addition,most of the existing PDP schemes use the key to process the data on the client
side. Because the security awareness of the client is weak or the security settings are low, the key may be exposed. Once the mali-
cious cloud obtains the client’s key.it can hide the event of data loss by forging false proof of data possession. Based on the above
problems, we propose a scheme called identity-based key-insulated provable multi-copy data possession in multi-cloud storage.
Identity-based PDP scheme eliminates complex certificate management in the technique of public key infrastructure. Multi-copy in
multi-cloud ensures that if all copies in one cloud server are tampered with or corrupted,users can still obtain copies from other
cloud servers and recover data. At the same time,the key-insulated technology is used to realize forward and backward security.
Even if the key is exposed in a certain period of time,the security of cloud storage auditing in other periods of time is not affec-
ted. The formal definition,system model and security model of the scheme are given. The security proof of the scheme is given un-
der the standard difficult problem. The security analysis shows that the proposed scheme has strong anti-key leakage.detectability

and unforgeability of data block authenticator and proofs. Experimental results show that compared with the existing multi-cloud
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and multi-copy related schemes,the proposed scheme has relatively high efficiency.
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