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Abstract The real-time Linux,due to its real-time characteristics, has been widely applied in various high-precision scenarios,
which underscores the importance of its own security and reliability. However, the current methods for locating code sections re-
lated to real-time are limited, resulting in coverage-oriented kernel fuzzing tools,such as Syzkaller,lacking the ability to test this
code comprehensively and thoroughly. To address this issue, this paper proposes a configuration-guided targeted fuzzing approach
for the real-time Linux kernel. Our approach first constructs a kernel file tree by combining kernel configuration options,identi-
fying real-time feature code,and building test targets. Next.it leverages the inter-function call relationships and basic block ad-
dresses within the real-time Linux kernel to define specific testing targets for real-time features. Finally,it utilizes a weight-based
seed scheduling strategy to enhance the efficiency of directed testing in kernel fuzzing. In testing tasks across four versions of real-
time Linux kernels,the proposed method identifies 58 kernel defects related to real-time features. Compared to general coverage-
guided kernel fuzz testing method Syzkaller,our approach achieves a 17. 06 % increase in the basic block coverage of real-time fea-
ture code and a 65. 39% improvement in the detection of vulnerabilities related to real-time features. Experimental results demon-
strate that this method significantly enhances the capabilities of kernel fuzz testing tools in terms of coverage of real-time feature
related code and directed testing ability.
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SR ¢ BB N E (0, B F I BGREC N (o,
AT i5R L.

W e (1)
N +1

ol B 1 o IR IR HE B ZEBA B Q v, i BRBA B 5
HESE A A A I e B S I R T
T=arg max E@) 5

. E()) e
ﬁ?ﬁ’ﬂiﬁ;ﬁlﬁ(;ﬂuﬂéﬁ%ﬁu\’m:N(t)Jrlo 1 3 9
JRE SR W b8 TS 07 BT 1 A A R A B O B R T A
L AEAZ ORUE I B0 2R AR TR I A 0 L R Il N A
AR o R R 32 TR B ) BR T R 5 3 S 0 3K I A R A e AT
fitp L A b A L2 42 48 B (R 2K B A T A

E(H=

€Y

4 EIGHER

4.1 XWFRIEEUREE\HIL

AR SCI R, D5 238 38 Golang Ml Python W5 Fh 4 F2 15 & 5¢
P AR JEA N B IR T L Syzkaller AR Bk, 41 H 3
AR 231 J& T4, Syzkaller £ 28 T 45 W2 & JF & A B3 AW &
JEERZE A, 2 A AR I 40 3eR e EL B R A T, B A
AR5 04 B 80P & B M . TR, Syzkaller BUA filter DI fE X HF
B ) AR AR TS R AR R S 0 S T B 4R TR R
WM Syzkaller,

AR YRS B B 2 56 A S v B T3 S AR 1 A A
P DRI ST 6 % B 3 A b 20 O S A A PR AN G AR B k%
io_uring 5 HAE S AR I 3K (9 #0050, BN do_uring 7E SC B 4
Ep A HEE X, io_uring B Linux W& T 2019 45|
AW s ERE R A 1/O HESR 3 5 Jh 22 Py 77 R 3R TR BA 51 5
BB EHELHE , lo_uring WITH TR ZRAELIE, F
L R GeH F A io_uring_submit O , {81 H 76 52 B 45 4 vh B A
KPR, 5 io_uring ST REVE AR S 00 U TR S HE A 56
Tsi . W& 6 FiR . 4248 B A IR 5 io_uring SE BT oR 2K
AH DG, 0 288 g B8 AR DGR TR o 4% 0 A DG T 3 A L A TG G
T T B2 Bk Ay P9 A% 4 JR U I o BIDCH JIT A5 P9 A% AH G it B 35 49 A P8
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K% 4 JR U ] 9 W

AW I B 4 A R A B9 RT-Linux A8 2 P13 %)
% 45 6.1.1,6.2.1,6.3.3,6.4.0, % Clang & % HFr N
# io_uring BEH AL AT AL, A 0 B KASAN (Kernel
Address Sanitizer) fil KCSAN (Kernel Concurrency Sanitizer)
S PE AT R URAG I . S 50 IV 8 AR 32 AT TR 42 48 e g S
R R 1 1 8T 5 TR AT L AR ST W S R U W AR
R 12 A O AR 10 B AR P 2 i B | S N e 1 AR O T T e R
Bt S5 7 T R AR . AR SO A 1 S 00 R TE AR (R BB 1 iz
7 24 /AN A SRR PR . FERA RT-Linux JUAS B3
B ZE X PRSI G .  H SEI0 TT R AN K AL A AL S
B2 AWML S 4GB WA, MR KCOV 4 3 56 15
B, KT B H AMD Ryzen 9 7945HX 4b B, 1% 4b
HEARBL 16 B0 A 32 2 45 8 32 GB s {7 W AT . 18 17 1
Ubuntu 22. 04 #fE RS T .

Sample crash report:

Call Trace:
_dump_stack lib/dump_stack.c:79 [inline]
dump_stack+0xfa/0x151 lib/dump_stack.c:120
_ kasan_report mm/kasan/report.c:403 [inline]
kasan_report.cold+0x5f/0xd8 mm/kasan/report.c:416
check_region_inline mm/kasan/generic.c: 180 [inline]
kasan_check range+0x13d/0x180 mm/kasan/generic.c:186
instrument_atomic_read_write include/linux/instrumented.h:101 [inline]
ine i (1 i instrumented.h: 240 [inline]
io_uring_cancel sqpoll+0x2¢7/0x450 fs/io_uring.c:8871
i0_sq thread+0x1109/0x1ae0 fs/io uring.c:6782
ret_from_fork+0x1£/0x30 arch/x86/entry/entry 64.S:294

atomic_inc include/asmr __generic/atomic-

Pl 6 Sz I AR AR G T s 151

Fig. 6 Example of vulnerability related to real-time features
4.2 EHHEEZRR

ST AR SO K T R A RO L T SR 24 h AR SO
J5 B A Syzkaller FIf 8 55 09 io_uring 32 B 45 P 3 A B 80 &,
PR 25 TN 1 B, Syzkaller Y- 3575 35 57 5 1tk A B %k
WO 484,25, A SC U Wk P M B 3R S IR AR R B B
560. 25, X oo P B 5 4 L AR 3OO UK B P B B AR e
THART 17.06%

P 1 SR A 3 MO I
Table 1 Comparison of basic block coverage numbers of

real-time feature

RT-Linux A&  6.1.1 6.2.1 6.3.3 6.4.0 oy
Syzkaller 363. 00 358. 00 560. 00 656. 00 484,25
AXF *% 426. 00 449. 50 654.50 711.00 560. 25
AR R 17. 36 25.56 16. 88 8.38 17.06

NT BRI SR B BRI RGOl il TR R
BB g . B 7 SR AR SO I B S R 2h R PRE
L TE 4~8h IR FIME A, dn itk B A 3R P O B R S
MR GE T A e s B . SRARHEAIK 2 h )R B R AR
Aoy BBV Bk 1 AR SO 5 2 410 5 A i S5 ) o P AT R
FEACHE o A SCIN AT 1 B T N A SE IS AT R S
B i AR i b e AR B, 4 5 o R O A S I R A A
A0 S TR R S ] e R T B A R A e 0 R
RSN, 5SEGE SR SN T BAMRK

AW . Wil T Syzkaller f& 5 T8 f5 R 5] Sl T AR
AE 42 77 10 03K 92 N RE e ot R R AR X 2 . L R
SCIM A J5 vk T T R S I ARE P A R A B SRR R A

BEM U B HA RO
600 ——— 600
450 |- 1 450
L S R — e = O
#e 300 eesrInnIn 300 -
[ = )
150/ . 150 | .
— AX ik — AX ¥k
-- Syzkaller -- Syzkaller
0024 6 8 1012 14 16 18 20 22 24 0024681()12141618202224
Bt 8] /h B 7] /h

(a)RT-Linux-6. 1. 1 # %5 H () RT-Linux-6. 2. 1 # 3545 &

800 1000
600 750
.................................
- TPV Y S — . £
W 400 4 500
® f w |/
200 250
A — Ak ) — A
----- wem- Syzkaller wer Syzkaller
%02 4 6 8 1012 1416 18 20 22 24 %0 2 4 6 8 1012 1416 18 20 22 24

B[ /h B} [ /h
(0)RT-Linux-6. 3. 3 # 5 {5 & (D RT-Linux-6. 4.0 % # (5 B
K7 ATk Syzkaller # 35 {5 BT 1Y
Fig. 7 Comparison of coverage information between the proposed

method and syzkaller

4.3 I®miRS B

ARSI Ty 1 B T Syzkaller 38 5 52 81, JC B B4 43 BT 4% 7K
Syzkaller JEAE ML, 24 Syzkaller fih % Wi 17 B, 2330 3% F fil &
T ) g T o 03P 900 R X 1 e P R e L . [T, D T B AR
ik L B BEAT S L T A 1E B 2 B LR R LR
B

8 4t T AR I R T T & B B e TR 2 B L 20 B 4
th io_uring ¥ FR 4 A9 B0HE 5 G 1R B 32 R A AE jo_uring_
try_cancel_requests PRELHT , 1% bR B TUAT 1 SR T B 4E B
K REA SO HEAT R 2 AR B S B A T AR LA I & Uy ml e
b= - L

BUG: KCSAN: data  race inio_sq_thread /
i0_uring_try_cancel_requests

Call Trace:

io_uring_try_cancel_requests+0x1e8/0x570 io_uring/io_uring.c:3308
io_ring_exit_ work+0x126/0x500 io_uring/io_uring.c:3069
process_one_work kernel/workqueue.c:3267 [inline]
process_scheduled_works+0x465/0x990 kernel/workqueue.c:3348
worker_thread+0x526/0x730 kernel/workqueue.c:3429
kthread+0x1d1/0x210 kernel/kthread.c:388 ret_from_fork+0x4b/0x60
arch/x86/kernel/process.c:147 ret_from_fork_asm-+0x1a/0x30
arch/x86/entry/entry_64.S:244

8 U 4347 s 9]
Fig.8 Example of vulnerability

4.4 TRIEIZHEAE

T AR SO s 0 aE A A i I AE T AR S
i 7 ¥ M Syzkaller 24 /INEF V42 48 ) 89 B A W . Ho,
Syzkaller ¥ 38 I 1 £ iz 40 & 2 fir 31 , Syzkaller 1] L) -3 &
B335 A WA FJE T3 B 4 A 5 58 R A
O R W A S R G HR L A 11. 94 %6, AR SO IR
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S A HE T B D1 B9 S Linux A A% B 1] AR 0 X

FERRE ISR E 3 Ay, A ik RAR TR
BERM18. 75 A NEIRN HEH P FEHH 14.5 ~ N

T 5 io_uring 5Z B 4% PE A 2C . X T T 2 B 5 B OE AT 4
*ﬁyﬁﬂSyzkallerﬁf?ﬁ?&fﬂﬁmﬁ‘fﬁ?ﬁEF‘ﬁ'éﬁﬁi'JﬁE%i%

I, A2 AR HE 4% 48 2] 55 S5 i e MR R SO DG R . R
jﬂysyzkauerJj&?%%%%l?pmﬁﬁﬁw&mimiﬁ,ﬁﬁx
N OGS A R LR SO O s R v S A AR
B R4z e S S E SRS R A, A ST gy
PN L NS S B U e S o - el R R o
G T AR S R AR R A Lk T e A P A% pR A
FH P Vit T 52 B R P M 96 35 R e O R RCER L A B 0 AT A
RS R AR S . IR L I R 5 S R
B 55 AR AT A R ] BRAT I3RS S B PR A A ]
D, e 2 2R SO I vk 1 U T 42 48 A DG MR A B 77,33 %%,
A L Syzkaller $2& F+ T 65. 39 % » 45 2 & £ W 32X 52 i 4% 1
io_uring,

%% 2 Syzkaller I i 42 Hif £ &

Table 2 Number of vulnerabilities discovered by Syzkaller

RT-Linux B & 6.1.1 6.2.1 6.3.3 6.4.0 3
5 A X R R 4 6 2 4 4
W2 R R 12 33 27 32 33.5
3 ATy IR IR 42 48 A
Table 3 Number of vulnerabilities discovered by the proposed
method
RT-Linux J{ & 6.1.1 6.2.1 6.3.3 6.4.0 3
32 5 A xR 12 21 14 11 14.5
W4 R R 15 24 19 17 18.75

LEWRIE AN IRERE RS RT-Linux 52 RRPE A G
A B 1 A 32 0 ke B A 4, o AR B AR 22 4 P Y ()
AL T — BT N E ST R 1 RT-Linux 8 ) 42
RIDAR Ty 75 o AR SO ¥R 38 O P A% E S SO A 43 A S B AR
S0 35K, F S N A pR 0O TR A ST P9 A% B ik AN 2R L 48 5
0 VR BE S BB S AR 1 1] AR I L B A R
B S o R Y RIS 5 % 4. AR SCHE A X B Syzkaller 1K T
BAE 4 DNARFRA B RT-Linux SC8 45 58, % % 7 ik B 3%
0 0 A 35 AR SN A R A 17,06 %, BAh AT
Ty S ALAZ B 58 /> SRR AH DG I B 37 9 U 1 A G 1 2
Tt 65.39%.
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