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Abstract To solve the problem of malicious devices or malicious data in edge computing, this paper proposes a method of node
trust evaluation based on edge computing. Firstly,the blockchain technology and the method of building a cloud-edge framework
are used to establish the trust relationship between edge devices. Secondly,a trust-based consensus mechanism is added to the o-
verall trust evaluation method,and a time-sensitive function is introduced to determine the timeliness of trust value requirements
in different scenarios. Finally,in order to avoid deviations caused by subjective factors in calculating the trust value,a method of
adding stability coefficients is proposed to ensure the reliability of the trust value. Simulation experiments validate that the pro-
posed trust evaluation method has a higher success rate of node interaction than other traditional trust evaluation methods at dif-
ferent malicious node ratios. When the malicious node ratio is 20 % ,the proposed method is similar to other methods,while when
the malicious node ratio is 40 % , the success rate is 0. 82,and when the malicious node ratio is 60 % , the success rate is 0. 68%. As
the normal nodes and malicious nodes’ trust values change over time, they follow opposite trends. The trust value of normal
nodes reaches 0. 9 in the end,while the trust value of malicious nodes decreases to 0. 2. To better observe the change of trust va-
lues of nodes, this paper sets the probability of malicious nodes performing malicious behaviors at 50%. The results also show
that the proposed trust evaluation method can effectively respond to malicious nodes. Finally, the time consumption is compared in
different node conditions,and the results show that the proposed method has lesser time consumption than traditional trust evalu-
ation methods when dealing with a larger number of nodes. Therefore, the proposed method can make effective trust evaluations
when facing a large number of malicious nodes. This method aims to determine how to select trusted nodes as target nodes for da-
ta storage and transmission,calculate the trust value of edge nodes,and reduce the impact of malicious nodes.

Keywords Edge computing,Blockchain, Trust evaluation,Identity authentication

HEWH N H ERX ERBFIES T H (2023LHMS06016) 5 8 %2 1 H 1A X B8 w4 FE AR 45 28 5 H (JY20240010,]Y20230082)
This work was supported by the Natural Science Foundation of Inner Mongolia Autonomous Region(20231L.HMS06016) and Basic Scientific Re-

search Business Fee Project of Universities Directly under the Inner Mongolia Autonomous Region(JY20240010,JY20230082).
BAEAE# . A FE (kshibao@163. com)

240600153-1



Com puter Science FFEHLEI2: Vol. 52,No. 6A, June 2025

1 3]

NGB R 0T R, R AR R T M R
B 3 5 SR T A R R e . 2016 4F . T BN 3L K2 Y Shi
EU BRI T A B2 X G5 — Rl B A
SERAY , EEAE WL RGN PAT 8 T = IR 45 R T ) BB
M55 . BBEBHY 5G HAR S B R AT #E AT KR R
H B B G S I BT EAE A B L T T AR e B &
T s L B 3 B R I L BT AR A T
R . 5 U 7R 0 2k I 45 v A R 4 ) B 1 4
I B U A% 2 Bl ORISR P RO B L 5 L 2 4 B A AR R
T BTt G A A AR R R 0 Bl A L ks R AR T R
SRBCh GV AN 2 Bl A WA

i F MEC [’ 2 (1) 23 A5 H A S 4 1k L 1 40 58 5 % 5|
EERAAR Y, Bk, MEC (4% % 30T AT #8 2 A A 13 45
P o A7 B 7E 300 G547 A 1 R P B30 e 11 0 5 R B s LB B
6] B o F T 00 2 I 45 P 050 4 4 10k S ST 50 5 i A T 45
e B AR R K. B4 FE AN I B rp o 2 AR AR IR (Y
1B AR IR, 76 s WA B R A% Hi ot 7 v, 7 7 — 0 R R 4% T
Al 2338 2o A5 POl R T BT R R R 1R SR R A R RS B
GREH ENESCRBOBE 4 2 K%, B, Phak th nT & 0
AR DGR . TEE RN DT AR AT T AN A R R g I
SIHTT KB D SR AT Ak R AR B Y L I 08 R T 1 T %
TR AT A . SR 7E B FH P, ok 2T IR 45 T e G
I HE 58 AR AR B R R T A PO o I A TR
FIWr . B, 7830 2 W 4 P S Gk A Z IR ARG &R 2
2 v 000 265 IR 45 T S R R R P RO 2 A M I DG B RS R

R T AR 1) AR SO AR 4R S X B R
LS A WS IR O . DT RAETHE AR R 4% 2 T
B 43 A 2R 5 DXCHURE 09 2 0 AR R ST DL D, 3 9 2
ARG R AT RS S T, I LA SR A
— O BEIE SR L BN T RGN T B o 5 iE M 4R T
PRERTERE . Nk, e 30 X Hess 5 50 %3+ 3Rt 4 1 i
R iRy R T AT

2 MXTIIE

U B A A1 2 3 0 0 Gt B eh A5 AT 100 A 43 Ol {5 AT
A HAE AR VTR PR o AR SORE X R AR TS 1) — R 51 5 ik
FIORSE . fRERBZITE T — AW E R &, EaZ 8
KRR, RG22 S AR
PO 45 BR824 i 22 (8] B 5 AT AR XE GRIE L 78 B =2 18] 8 57
AT AN A 2 AR B TR MERY o PRI 7R F 3 2 I 4% v A AT AR
ATV B0 AR AT UG ) 30 57 8 3 o 38 T LAY B 300 4 19 2%
HEAT 45 B A 55 23 50 RGBT IR R L A DR A 3 4 ) 4% h 4%
AT R B O3 AR ELAS AT L AT LU G A A T A 2 R
Gt 2 A i SO REAR LT N 22 2 IR 55 R R
[ 4 PO 4% R A8 5 A VP Al AL AR AT 2L 43 S 4 o SO 4 A X
Rt WA IO 25 0 B 4 A 53R S8 AR Y BT 3 Sl

TEAR AR AT AG AR 5 BT 3 5% ) R [e] A AR 2 3% 4 58
a0 SR TR AL B 1) B9 05 AR 3T L 22 )2 Db IR) B9 05 (R 3T L 28 1%

il

GRG0 00 15 AT 3P4 RT3 A T8 BE 09 15 1T 17 A 45 45
SCHRLT0J4R 1 T —Fh & 18 5 4F AR &, OF B B35 4E
R ] 422 475 A 45 K1 28 76 ) K I A [ W £ A T o 8 A 7 28 45
FIA 58U R VPR HL R B, e T S B AE AT B bR Y
e A AE 1) [l B 4R 4L T B m i MR 45 . SCBRC11 4R B T
AR DP9 R L T8 A S AR PR LR L A R R R T X
£ 55 T AE B UE W] (Proof of Work, POW) HLI i # M, % 07 &
Pl PBFT (Practical Byzantine Fault Tolerance) 434 & B il , i
b A5 AR B S O ST A A B R BL R SR T T R
GE A8 AT R, I HLFE 40 L T 9 186 I A 5 A 1 i 9 5 B
D7 B B RE J7 . SCRRC 1248 ) T —F NTSC(Novel Trust-
based Service Computing) HEZ2 , EE AL FE W FP £, 5 —F
S AF AL VPG 48, R 30 Gt R b i T 0 e S AT AR IR A 3T
SR BRI 0 T A B R A IR RS O 25 R BT SRS
FE. 55 RO TAE T MR S VA O o8 TR TEIE A RS
BE L R TS BT S IR S5 0T AG . BT R R A S
S S G S VAN 2 G A B RIS R R R i A
ORI OR 25 2 = IR 55 25 4 o U0 A9 31 B RNAE B R 7. SOk
L1348 M T —Fh 3= 3 H 0T 8631F A9 {5 4T ¥F 45 (Active and Verifi-
able Trust Evaluation, AVTE) 7k, %7 A Esh LK
AR ik OR SR AR R A R AT, AVTE J ik {5 1T
BRI T IER 7k 488 THIR R I EERA
R 1 AT A AT A S R A B R e A
. SCHRL14 48 T 68 IR 4 >, 0F BLRl A B0 76 LA 3t
P R P A 2 DT AT R AT VAL A O %8 . 1% AL 25 R TE
AR DX HREE (9 28 2L IR A i e T 5000 il RS L il b Y
AT ME, R Z A %07 28R 5 A5 AT AU /Y 43 e 1)
B, SEUGEE N WS R, SCEO15 48 T —Fh kT 1%
GRG0 T A (5 AT VEAS 7 i 1 O ka8 T — B 3 W
W A X RS B0 300 25 1 A A SRR N RS AR T SR R A A
. Wt e — A sh A& O, 76 PR 2 % I 55 28 75 25 i O 5
B . oA T IR S BRAE O, R 51 AT 3 B ) R 2R 9 AL
AL 33X — AL T DL B 0 29 A5 R (E 7E R [R] I TR
9 Bl A5 AR AL o SRy A5 A PP AG B A48 T Ay 4 TRD RO 0 0 R AR . SOk
L1646 i —Fh 56+ A T8 58 1915 AT PP AN 5 3k 6 17 4T 1 500
R 5 A Sl — A I 45 25 %% m) 3L, [ )l AT B AL 5E s e 1k Y
M. R WS AE AL 2h 30 2% 3 50 F AR BT AL, TT ARG HE $R A
B R W 3 W (5 AT ARAE L 38 1 45 F 275 1 B 80 i1 25 11 5% (Mobile
Edge Computing, MEC) ¥ 8% H B {5 1T 75 >R . &% 5 kB9 0
JE T I B AF AT B 1 3R A 4T o LA AT DA T M L A
HE G TS 3R 4 A 2 I 4% A v, BT A TS R R T
TN P 28 300 AT B0 28 B SXRE R AT R AR RORR B 1l T 4K
WG e, B R N A SR BIEN Tk S
5 AT PEAR A A7 45 &, LA b R 3 8 15 AT A A M B 8 . S
BRCL7 J42 0 T —Fh 3k T X M 1 3 A2 A0 B A TE (B-RMA) (1
T JT IR R TR BRI A R 2 I 46 ok 4 It 2 4 RN R
SCHK AR A B-RMA J7 3 Al LS 36 0 6 00 A9 48 g 38 5 3L
TE L LAY TR P AR i SR A AR B, 36 B Al LR AR I e 4 4
BT VAl T 42 5 W 1) | B4 L i O vk R R T G O ELRE S I
A 5 A 9 R R ], SCHRC 18 4%t T — b 5 F IX B 4% A
15 4T J3E 114 40 19k ) 1885 3815 4 96 2R PR A A AL (TD-BCCD) & 3% 3C ik

240600153-2



AR, A5 L T 30 R B Y DX R ) 46 3 AR AR AN O iR

T A 22 4 JE X T A AR A B E AT AT A AR T de 2 ] Y 5
i 3 3 A B AT RO S L A A e T B S B — S B
WAL R AT e A TR, SCHRC19 4 M T — b o A 534 4 B
AETHEAAAE J5 12k AP b 75 320 5 8% i A A B 4> o gE A7 A1 HL A
TUE B S S 730 A BB 4 W A R B AL AR 4P 4 i A . B A
A 3 Ao H R 2 ) A B ok [ I AR [R] — 2 b Y Ho Al e A . A
iz R SR WU A5 R BT A A K (R I AR D 6k 2
GLEAT SR SR . T SCHR TR AL T BB IR Y S AR LSS T 8
L B I ) S GRS B T A A . oA UM S T %
RSN R, v Gua N ELBERET 5
RO i LR 5 56

Bt X A I B AR SCRT R T B i G SR DX A R A
454 9 7 2 T LA G A A A VA 9 R DX B BE ih 2y
A AFAE B B 2 LU IR A BE S 203X 4 R L HOR
AR I B IXCHUBE B BA B9 25 O AR e R 5 g R AR
RARJE FRG . ZFH R AR 2 il b s, TR 58 0 9 4%
TR ZAT REZ S T I L8250 AE RS

— Oy BRI BN T RGERR T B 5B I 4R e T R
FREMAE .

3 ZmMRERSRRERARBESHEETTHTE

RINIHIELR 5 X R 45 BB B 54 I%3t

DG X Yok S At TR T BT IR A AR RE D . 4
BIETE 210 R A IR R I G B RO T e A
AT, 6 T X BB 7 5 AR G B 2B B T SR . 5l
R o DX e 1 AR S 30 G i 3 28 TR S5 #5  T — A% 42
TR0 T A B4 FR B2, O KO 18 i B 0 T T O A A B R I 5 v
EHRT 2050 & 2 BB A 2 A 53 ST
R A v A I ) A L DR T RN A7 1 o A A S S L A
T —AMEAFE AT 030 2% W 25 AL SRR .

N TS M R i % T 2% v ) Y AT AR AR TR A L A SO
AT XHEEHAR I B35 30 i AE 28 5 DX HUBE A 45 5 R A
REEH . SR 3 RN =2 LG E M w2 . N
B 1R

3.1

) ’ % &1 |—>{ +# 52 |—>| % 53 | ------ ’ % #nel }—»{ # #n |
2k
RE A e
- T - — 7 THE [ H4E
R HEF AL AT 2 e T ol WA En
EED (%42 1% - (% %n-D (& &n)
Y PET— : ERART A
H A 5 2 o
(P enen) ((B)) ((ﬁ)) (E &veees)
&R E A &
I A S O S
T | E
(| p
= == =]
Bl 1 =i 25 A X He ik i 25+ &

Fig. 1

Dz 2 T Y XY BE Y 8 2 A 25Ok Y 15 E O ok Ab B
Hh R 257 . BR R 80s TR &= . M 457
& T i S

DGR PRGN HP AR, - KREBFEENT
TR IR DX B R 2%, 5 — 2 R 300 oA B e IR T AT A
BB AL DXHEE P 19 s X Bs A AT AL B A 2 A
(CEIFY

3 L= TR R LRSS )R .

3.2 EERREWH

X AT R AL OCHEAE T S AEE R E . A
SCHE AT E AR E T 25 R B 45 B B9 £ AR (A7 SR TE R AR IX
B, AL X HCR BT R B (Merkle Tree) 4544, B & —
ot LI 54— SO 5 A L e R — AR T A — v R e T
TEH, AR ENXIRESmE 2 Pros. XHasl

Structure diagram of cloud-edge combined with blockchain

TR Ay R 2 R DX e Sk A X A

DX B Sk A By A7 it RRAS 5 | I 17 38 AT — X B Y 0 A
S DX BRI A (B B S R AR A AR AN L R SO K T
TR B A B — IR AT AR B XSk S, T
ZHRAE R A A R PR IZT AR ID AL e O S F
(ERIESE S

DX A R A7 Al L — A X B 5 — B BT ™ AR S BN
2L R SN E B B AR . TEE R M
I, AR DX B S T i B 0 TR T R AR AR A B M . R,
AT LU B U SR AR B R X e b B9 P9 2 IR 4 BRE R AR Y
E—E &R 478, X 0 2 A SO X B B i — A R
P ——1E 2 h T8 B S T BL Bt T LT G e B 4l 22
A EFAR R T I B A B, (RAE IX B g5 g Al 2
B

240600153-3



Com puter Science FFEHLEI2: Vol. 52,No. 6A, June 2025

I 3 %
Wik 2 |\ A R |\mxgﬁm%ﬁ\\%ﬁgﬂm%%|
B A
¥

Hash1234

| Hashl | | Hash2 | | Hash3 | | Hash4 |
t t t 1
| HHE | | #iE2 | | #E | | #oima |

B 2 fHAER gty E
Fig. 2 Trust block structure diagram

3.3 HMEMEBFELREE

2 A UCE AT 28 rp 0 S B AT IR E , AR
SR A TR i £k 8% 5 45 44 59 (Elliptic Curve Digital Signa-
ture, ECDSA) #EATHAIE . BB A.B B35 1. A XF B #47
S IR B R B AR,

DIEE AL BB B E B # B 76 1 B o 1990 P Bl HL1E
BRAP 2 REL LD RITPRAY Q.

Q=dx*g D
Horbrod HFAEA L g o 8 il 2k 1 R A AR AR (B RD) .

2) 12640 HE Y BE A W (8] SHA256 1 Ay bR K051
BELZBHE m S FHER,

h=HGn) (2)

DUEWIE N 18] n—1 e $E— D BEALEL £, 2 )5l H
BT e 5 19 BEALEOR € A2 A% Bl M 28 EroBEPL A R, IF Had st
U 2 ABR . B LR R 2 AR

R=kx*g (3)
r=R.x )
DHEEAIEHM KX G, s WERIEH,

s=k~ ' % (h+r*d)(mod n) (5)

Horb ok HBENLEC h g A (H

ST r BBENLS 5 ZUEH s BREZ (ro9) . 545
HE m HEEIF B RARIUEE A, WHR - s Hh—AR
0, JMFEMNG 3D L TR I IEHAT,

OIAEH A FEIEBINE m MEKME G, #TWMT
TE.

s1=s "(mod n) (6)
o, sy by s BB,

DM LA BN R A5 R (DI,

R'=(h*s)%g+G*s)*Q (D
SRS RN R e A A B

>
E A
e

&)
173 B8 Ik .
¥=R'.x (8
Horpr R - AsbR .

SRR 25 AREAFT BEeM. ZFAR
Xt 5 A B 1B, A DU AR RN T RO TR T
M EALAA
3.4 FEEHEHE
RARE AT N 3 AR - B AR R 1] 42 5 A (A

&

AR, SRR A 1R R A A R R T
AR 3 R 5 B o0,y e TR AR 448 0

atpt+r=1.
FETHR A A R A SO AT s (R REURR PR A 1K (D BTR .
T =T, % e ¢" (9

Horb, T FRRTEN 0] ¢ W B9 25 5 A5 AR AH s To RN WA 1 25 5
TRARME s @ TR B2 50, w0l 2 ORI 52 B ) 8 1) 2 T 3 5
.
3.4.1 ABfEHEMA
ERRAEAREEE T ) S s B AT, R A A 2
B R, BT R AL B D S 38 H R T RS O TR
Bl ha Mo, BEAFAEHN DRRR, TR AN TIAB
BUEATAE RN AD T, ZAERRN B o0 A LA Dy ~BCa+1,
b1 LA 5 A X T8 B I ERFEEMEN

at1
atb+2

D, =E@a+1.b+1))= (10)

3.4.2 WMBEEA

B PR AT S I D58 B i 5 0 i b =2 18] 9 15 4T 56 R
BRI AT B . R TR p
RURFRRIR B H S O e B S AR B B TE A T S Y S
L AT B R R AT VAL L 22 2 AR AR S Y A T
BT 5 A5 0 BB 15 4 8 45 B0 69 15 15 A8 7T LAAE O 1) B2 4%
fRfE. BBEA A.B AT ALA BIFM ST A B HEIEMN T
SRR QD ISR AEE T Tas .

DT * W,

ITAB:M,Ii (11D
= T
o, Ty R ABJE T 81 b XTF RPN A B M EBEFEE,
W R RN EEGEEE, » A ENBET SN
BTy FEm A AR b 0 E S W, T .
3.4.3 LA

LEAMEATAE Trust %X A2) PEATITE

Trust=D » ¢+1%0 12>
HA D IREAEEATE . TRRR AT, ¢ R AT
AR L5 A5 AT 8 BT o5 B9 B, 0 Q38 18] 32 45 4T 18 42 A 5 AT
PTG ARE, B g+0=1. ¢ F16 1WA T LR 35 5L g
b o A 0 R AT W R S L RS TR H 5 R PR AR A
B 5 KA BTN TR B BT 5 R AR R M TR . 2 4% G2 Y 4R
REMNHENERENRED, FEERFBEER R EN.
Bt 2 A, i\ LT &R 0. 5,

i F A5 AR A A R R A BE A 5 2 AR E O B
X T Al AH W] 09 8 T A S R0 B AR s S BT
BT A L 05 AT A A [ 12 5 AT 7R B R R R A (s AT R A
A AR . A SCHR G PE A A AN S % R X — 1
P TR R R — Ik,

HAERERE R S:—},r/ﬂv%{ﬂﬁﬂ%ﬂﬁi,s R
TEAE R385, S (R B K, 3R 7R 15 AT {5 A 2 BB KL B AR 2
PR 2E s R ZRREM A, RILATR W ¢ Ao MAREITEA
KT

Sl

$=5. s, (13)
o Sp
078,)+S, (14)

240600153-4



AR, A5 L T 30 R B Y DX R ) 46 3 AR AR AN O iR

Horf, Sp MLS, 43 0 2 78 B 2 A5 A 18 A3 15 AR 0 9 AR e

MG B A T4 2 2 S AT A R R M 22 1, )
AR AT A BT o7 A AT e s BP0 O o) At X
TR 19 500 T 5 24 I A AR AR E PR 22 B, H AR AR
{E BT 7 A AR B, BIITAN 5 s SR 1] T @ O 32 W
3.5 ETFEEREIRNE

Bt =22 A, A SCAE T A AT (B 6 3 TR T TR AR A 3t
L (Proof of Trust,PoT) . ZALMI & LUFAE(E A FERIA .

D E 58 AEVEAG X7 58 LB 3 B ik 2 5 o VEAN & % BT fr
HHATEAR AL IR 5 S5 R T H R 2 M,

2) 2% v ) Ho Al S ST B AR A OB X B,
ZJEH A O IR B A B IR A AR (A 09 = (K AT HE )T, 45
R A5 AT B B 5 1 1T R

3IZW RN A RIS R B HATIT L ETE A T
MXHZE . HECHRAT HE e,

) FA A BT R A A B e B AT BRHIE

5) B UE M 3 Z 5, A AT LA e X B SR ) X B Y

T A Y LR ] AR IR A ] 3 BTN

(™% ) lasseassnss

5 T

# ﬁf@ HIF 4 RAT B AR S
P 1 O !
ﬁff"ﬁ AR EE LR
HF 5% R q¢¢‘ —
AN A A R RN
l A ATRAT . A

TEERREER

EFE B TH R

BEEEEr —

FEPNES T

B3 TAEAE R LR AL
Fig.3 Trust-based consensus mechanism

TEHE TE AR M R AL A, A SO AT 5 AT /8 2 B F
YR T5 3 o JU A TR X 0k I e KA T B L % T
AT LLA 8O 25 0 A5 A 1E 09 28 Al A s i e . A5 R IR R Y 2
E— B E WA TS5 S, L T — 0
HAT . BRERAATHWT .

1) 07 T = 4« 2279 A5 7 4% T A S Y AT Sk B A5 G R R
TR B A SO SRR S T R

D5 B B Y S AR HEATE B AR AT, B AR E Bk
R oA B A S Y S R AT R & R R

KB A IEBR %W S — BB A A 2 5 W4 d {5
BRGNS WOHE R IE AR L X R BO
FO A R AR TR

Bt DL BB B T LR IR G AR AT E R I .

DB HEHE ST sl T R0 R AT R I, 58 AT 5%, $2 41t
W EIRE B LI Ak EH AT EEXR.

DEBILE Z R RIS EM P i E BT R A
A5 A5 SR 4 T L IR . A AR RS S Y A T O T
129 A AL A5 B A B3k T A A SE T R R E B

TL 5 30 FBL 5 T X0 T X LY A R AR R A SEBR A L A
0 TR HC T R IR A5 T AE . T LA Jo DR I 453 e
B A5 AT T

DZH T A% R E NS5 M %P E S Sk
AT R AR B2 O I BR Y A5

15 R 3R AR A2 J2 A5 A 5 IR AL AL R v i B R — B L
M 27 ) 2% P19 8 B 0 T T AR A (b R AR A R e A
ERITREE . Zf B BT IR . AT A 3 A B 5 AR 3T A R AR An 14 4
B .

| wrrsan
" maEHR

itHEHEE

WEEE
ERNA

¥z EEF %2
X B

ERE R IE

F
B4 AT A A A
Fig.4 Flowchart of trust assessment

BRULZ AN ASCE IR T (SR E AN k. X0
FBEHZH VR AT L3 B R A RO S S AR
AR T 22 B 0 SR A (R AL (AR R IR B AT 22 H.. &5
HAE 5 R,

DIEEA A BFHAT S LA WIERZ G E LB ABE
SRATAL WA AWRE B R H MY B @ FERR Ui B
RPN

2)BIEFEREARE W e E N EEE.eEFACH
Frti A5 AR ELAR B B AR A A 22 Had 5% .

VAR KA B £7 G R AT AR M 45 5 8 B 5 A
M5 A O EBAR Y G T8 A W EEFEMEIT
5 LA ok B A5 ] 2 {5 AT 1H

ORI AR W S EAEEE S AW T 5 A 3
(FE LW

HIRES A BT, W8 &4 F A OOF H s #r
MEIEXRR.

TEZIT R B R M R SR e A, 54
JE T R R E O B R T AL R £ 0 B Rk AT
ZWitHE . 2 REOTRIT R I RN 2 SBUE L MITR,
BN AR G S A R L T RE 2 ARSI Y ML R X Bl R AT Uk
fifit . MARIE T AR S R EHE R EEA R W E AL
PR A 1 T A O T 5 A AT VA AN R AR L TR TR BT
BIEALNE O B 5 Z B A il f s, S Bes B 2, W
1M AR SCTE S8 43 408 F 19 ISR P R BE v P T 1 X T
AN R R L AR T TR IO 4 T A BT RO
Z PP AR T T LU R R B s 2wk, 7R
B o3 10 B R AR RS BLT e B 1Y &8 BT St T DL 4R
A 5 B TR RO 20 A W B RS D0 L 5 R T 2 0 4B

240600153-5



Com puter Science FFEHLEI2: Vol. 52,No. 6A, June 2025

Ja T a0 AL AR 30 S I RO 35 5t 09 A TR 5 B0 o A 1A B
LA R 32 5 F) SR

|%ﬁA@Bi%i§%$

BEREMEERS ‘

CESOE -
EHAN G HEMEE R

A 4

GETAREREE

|ﬁﬁiﬁ,§%@&ﬁ‘

! '

BEIFHEEER, sx
2 e -

Bl 5 AR A Ty ik A

Fig. 5 Flowchart of trust query method

4 HEZERSHH

4.1 HERE

o T R IR S BT AR F AL IR AG 7 i i C+ - 1E
HEBENHRIES R A NS-3(Network Simulator version 3)
PFETHAHATI R, NS-3 &M T BB W &R 4000 & BE 1
g g I HARME C+ + B 0, AR SE R R E
£ 154,

*1OERASRE

Table 1 Experimental environment settings
B/ SA ) B
i3 Intel © CoreTMi7-10700,2. 90 GHz
ek 1GB
HEF & NS-3 v3. 41
WEIEE CH
BIEAL Ubuntu 22. 04

SRR 27 ) IR S - RO LRIk Sa e NN (U EZ - Ul
F NS-3 /1 A5 Bl HL % 42 05 4% 5 (Random Waypoint Mobility
ModeD) , BEHLAE 8 1000 A% 2l B9 35 81, IFH 7 A7 5 15 30 2% 2)
— MBI /NA 1 km X 1 km (9 K82, A SCRT iR & 1%
AT R 10 %0 ~ 60 %6 445 78 I 465 v 28 R 4 0 2 0
SR 2 AT LA T 3R — S OR AT 4 T 2% 23 0] L IR HE A
AR A TR, WM LR &g 2 g,

#2 iESHGRE

Table 2 Simulation parameters setting

L H M WA S8 B

1 X 1kmX 1 km
7 3L B 6] /min 60

T EHEE 100~1000
BET A 10%~60%
Wik EA 0.7

&£ 0.5

4.2 REMWSIR
TEAF AR PPAL 77 W op A A b XSV RAT O BEAT A AR
ARG R TR B ITAL A 22 AP AR SCHR M B AT AT A O vk R

HZ 0 i HE SR 5 X e AH 25 G 1 07 2%, TR O K B HL A e
SO Al R T T R DX R ) 2% ) A R B — 4 T R
J R 5538 b SR A3 A AE A A P S P R B — Bk
BN X el oo 2 X LT ORI B . R AR T R Y
GAVER SR . WK, TE AT B0 30 UE B SR T T (R it £k
BT 25 2 T R R 2 G B IR ) 8 O i)
(ECDLP) B3 R X . fif g ECDLP T %2 X604 5 il 28 1 A9
RAEBIATIE BT X A A B AR T A% I L 25 %
U] D L O B A A R N (B AT IR SR A S o
AR,
4.3 ZTEKRINERIE

R E AT REARNFCERE T AN AT WAL E
ALY LG . PR 7 B A 15 B, 1000 AN BE ALY A 7E
S T R P AT A2 H Ll A 3. 2 W P T i L A BEAT (S AR A
R ZH IR S SR E R B R G H, B 6hHHT
TS O AR,

o °e & )
00,998 54154 3391 2 458800 128a0 70 99.0,99.0

B 6 T ot
Fig. 6 Node interaction procedure

YA RN 7 FrR . ATLAE L, S Mg b kA R E
RIS A SR 2 IR HEAT S L TR AN R AR 5 AL DT Ak
T &R % B S A B 2006 K UL BB, WA
Y28 BB T 2 BT WY S B T B 5 ok b b B A AT A 5 v
FIA SCHT £ s 0 77 v W DL AR B R B B A
7 10 Y6 H A 7 1 8 AR B2 LY Peer Trust 4 ; 4% &
SO Ik 3096 B DL b AR SO B S 0 A ORI B4 T
HAt iy 778k . B, DA SC P BT B 19 45 AR PR AS 5 R T LU
A O B S D R Y S B R E O R Y
U R B XU

10 %
09

REEAF

—v— Eigen trust
—»— Power trust
—o— No trust
02 [ —— Peer trust
—e— China trust

i s
0 10 20 30 40 50 60
BEF A%

B 7 2 H IR
Fig. 7 Comparison of success rates in interactions
4.4 BEIFHURWIE
H T IR AR AN 1 ROCR AR SR B R 1 05 B (]

240600153-6



AR, A5 L T 30 R B Y DX R ) 46 3 AR AR AN O iR

60 min, 7533 — 07 FC ) 1 N R WL 86 76 A [ 5 AR 3T A6 5 ik R
ARSI . th 4.2 TR SSIRE5 R AT M S
S FC A R B 20 V0 T 5 52 LAY B A TT 4G SR B R
AL B TR IX — a3 PO 0 TR — N R A B R
TR A R RS AR E R R oL, SR AR 8 AT
NS AERN IR AEARE R 0. 7 AT BLT . Bl 115 0N 8] 69 3% A0, 1E
RS TR R 2 G T, W R R A T
5 10 min BT B R B KL 78 22 05 B I 1) P AR 4R 8 T B
FE5 30 min FRARBIFIEBIEZ T .

09
08
0.7 4
06
05
04
03
02

et

—— ERH K
0 ¥R
0

0 10 20 30 40 50 60
4 E B[] /min

B8 fEALMA LT OL 1

Fig. 8 Trust value change case 1

kT SN L0 Ml R AR SO R 1R AT TR A VR A AL
Ve TEAR ST IR G LAl 1 TR E — S . B G T AT
EATARIMEE Ty 509, X R UG E W ARG SR ER Y
MR REIFER, SRERWNE 9 iR,

10
09
08
0.7 4
06
05
04
03
02— E ¥
01 ——REHA
0

fEAEf

0 10 20 30 40 50 60
A FLES [E] /min

B9 FEAE(EAR I 2
Fig.9 Trust value change case 2

DI 9 Hrn] DL G b 5% 31 BT AR (S AR AE 20 min
Jo BT X R R AR RN AP REET IZE . ES
EFWR—HRETELNER, KW EEETT G BT
MAE A0min J5 B BT8R ¥ 0 N %, BT B 5 15 R 1H L
20 min Z Hij 105 1T (B8 AT L 33X 2 P g A ST 42 1 A A T 9F
T EAET B AR E N b TR J BT TR N, B
ZJE HIEHE W A R AT HAA R A W R R e H A
W B A AR BT R BN ROR ST IEE W R AT
K ARG AT LA SR i 20 B R AT MR R S OE
B WAEBT R E ST A AR T i B sk dr o T
T W T R Bk B O, BRI AR SO R Ay O i 3 {E AT
{14 25 A6 358 T AT RO T T A
4.5 BHEEFERIE

5 AL VPG 7 1k 14 1 18] 38 6 J2 72 3 55 45 (X — 8 40 24
o AR G NS A T VR A T AR I B B — AR ST R
81 2 30 i A R X M B AH 25 G 1 O =k BEAT 05 AR TP AG L R
P ST 5 U0 34, 7 158 77 T S AR s fE R, BRI )
53 WE B0 300 25 v, LA > G2 i A% 48 T 1k v ok A R o0 1 1R
FE 3o H T B I R A2 B0 0 A L ) AN [ L R At 2 R [
R, AL ST T HEAT 10 W IF HORE B A

A oA 3000, T 10 US4 45 R Y - 29 80, LU R 31 5835 s 4K
3t H1 100 BN ZE 1000 W A& GEITAL 5 vk 5 A SCHT & 19 7 15
PrAE e wy b ], SEE A5 R AN 10 BTR .

W Eigen trust
| 3 Peer trust
China_trust

SV

B [E A /s
P R

100 200 300 400 500 600 700 800 900 1000

¥ REE

&1 10 S Ta) B9 U 0 R 9 I 1) 38 #E X LG
Fig. 10 Comparison of time consumption with different number

of nodes

MIEL 10 HRT LUA 76 T 5 B B R D L A8 S 5 AR T
fiti 5 W 5 AN SCRT 4R Y 5 B AE I (R AE 4 B A B A 22 BE
BRI B 500 K LA L i AR SO 3R T7 1 14 e 18] 42 8 1 B
BARTEGMFEEIPAG 7. X 1E 2 R O d ok 5 e %,
T Ak BB K T 2o I HG R B A IR 8] B TG A A2 B

RED R
BRIE S XML SR AL TP AL Uy vk v LAY )R AR S

TS T LUT LAE N B = 0 s fE 400 H 5 X e H R
MG & A =8 B OL A5 B 0 1 45 s TR T S A AR A A
HOIMAT I I S0 BR 8, I ELAR A [ /9 B 37 5 0 5 S [
AR 0 P A5 ) A A 8 S B A I A s 7 5 R
WL R T A L R B Ok B2 IR L 4R R T AR E R OR
— 7R AR A ) 3 5 X T AR R ] R AR A BT A A Y
NIRRT B AR AT AR, A 50RE S 1 32 0L 3% BT A R B 4 2R i
28 5 RV A T 05 A 8% 2R AL A0 A5 A B 5 0B AR A2 /Y Uy
5 (SR T AR A 5 AT PRAS 7 5 A AL

N T XA ARV 5 vk AT E R A BB TE T — 26 R
[r 2 20 4 S 5 A B0 AT O AR B X M A O v 4R
HE I R8T R A BE T () I A AT 5 AR ST AN I B4 O
Ok T L Hb Ul 0 B TRV G . A T X 52 A% 14 T 46 B 5 I O 5 o
E SN A% A A5 AT AL 05 12 38 B A [) BR85S B oK

& % X

[1] SHI W S,CAO J,ZHANG Q.et al. Edge Computing: Vision and
Challenges [J]. IEEE Internet of Things Journal, 2016,3(5);
637-646.

[2] TANG X Y,CAO C,WANG Y X,et al. Computing power net-
work: The architecture of convergence of computing and net-
working towards 6G requirement [ J]. China Communications.,
2021,18(2):175-185.

[3] YANG W,SHI L,LIANG H,et al. Blockchian Empowered Reli-
able Computation Offloading and Resource Allocation for Mo-
bile Edge Computing Networks [C] /2023 IEEE/CIC Interna-
tional Conference on Communications in China (ICCC). IEEE,
2023.

[4] ALWARAFY A,AL-THELAYA K A,ABDALLAHM,et al. A
Survey on Security and Privacy Issues inEdge-Computing-Assis-
ted Internet of Things [J]. IEEE Internet of Things Journal,
2021,8(6):4004-4022.

240600153-7



Com puter Science

HEHLEY  Vol. 52,No. 6A, June 2025

[5]

L6]

(7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

NIKRAVAN M, HAGHI K. A review on trust management in
fog/edge computing: Techniques, trends, and challenges [ J].
Journal of Network and Computer Applications, 2022, 204 .
103402,

ZHENG W Y,CHEN B, HE D B. An adaptive access control
scheme based on trust degrees for edge computing[ ] ]. Computer
Standards&.Interfaces,2022,82:103640.

ZHANG L J,ZOU Y F,WANG W Z,et al. Resource allocation
and trust computing for blockchain-enabled edge computing sys-
tem[]]. Computers & Security,2021,105;102249.

KONG W P,LI X Y,HOU L Y.et al. A Reliable and Efficient
Task Offloading Strategy Based on Multifeedback Trust Mecha-
nism for IoT Edge Computing [ J]. IEEE Internet of Things
Journal,2022,9:13927-13941.

WEN M, WANG T,ZHANG S B,et al. An active and verifiable
trust evaluation approach for edge computing[J]. Journal of
Cloud Computing,2020,9(1) :1-19.

CHEN J Z,WANG X B,SHEN X M. RTE:Rapid and Reliable-
Trust Evaluation for Collaborator Selection and Time-Sensitive
Task Handling in Internet of Vehicles [ J]. IEEE Internet of
Things Journal,2024,11(7) :12278-12291.

JAYAKUMAR D,SANTHOSH KUMAR K. Design of mutual
trust between the IoT nodes using adaptive network-based fuzzy
inference system in edge computing systems [ ]J]. Materials To-
day:Proceedings,2022.,56:1795-1801.

LI T, HUANG G S,ZHANG S B, et al. NTSC: a novel trust-
based service computing scheme in social internet of things [J].
Peer-to-Peer Networking and Applications, 2021, 14 (6) : 3431~
3451.

JIANG F L,ZENG X W. Trust model for wireless network se-
curity based on the edge computing[ ]J]. Microsystem Technolo-
gies,2019,27:1627-1632.

WANG K,CHEN J M,LIANG Z D,et al. A trusted consensus

[15]

[16]

[17]

[18]

[19]

240600153-8

fusion scheme for decentralized collaborated learning in massive
IoT domain [J]. Information Fusion,2021,72:100-109.

WU X,LIANG J B. A blockchain-based trust management
method for Internet of Things [ J]. Pervasive and Mobile Com-
puting,2021,72:101330

ABEYSEKARA P,HAI D,QINA K. Data-driven Trust Predic-
tion in Mobile Edge Computing-based IoT Systems [J]. IEEE
Transactions on Services Computing,2021:1-1.

DEEBAK B D,MEMON F H,KHOWAJA S A,et al. A Light-
weight Blockchain-Based Remote Mutual Authentication for Al-
Empowered IoT Sustainable Computing Systems [J]. IEEE In-
ternet of Things Journal,2023,10(8):6652-6660.

PAN X,YUAN L Y,HUANG M M. Cross-domain trust evalua-
tion model for ToT based on blockchain and domain trust degree
[JJ. Computer Engineering,2023,49(5):181-190

HE F.XIAO Z L,WANGX B,et al. Lightweight Flexible Group
Authentication Utilizing Historical Collaboration Process Infor-
mation [ J]. IEEE Transactions on Communications,2023,

71(4):2260-2273.

ZHAO Chanchan, born in 1982, Ph.D,
associate professor. Her main research
interests include mobile edge computing

and blockchain.

SHI Bao, born in 1982, Ph.D, associate
professor. His main research interest is

image processing.



