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Abstract Aiming at the situation that blockchain transaction mapping analysis may leak users’ privacy and the third-party mi-
xing service providers are not trustworthy, this paper proposes an agent-based bidirectional mixing protocol PBShuffle without
the need of a third party. The protocol process does not require the participation of a third-party mixing service provider,and it
adopts the method of delivering the output address to the aggregated users through an agent. The agent is randomly selected by
the participant among all participants and needs to perform two rounds of mixing to deliver output addresses to two aggregated
users respectively. The protocol utilizes double encryption to achieve privacy protection in the process of output address delivery,
the agent can only decrypt the encrypted message encrypted with the public key of the aggregated user,and the aggregated user
can only know that the message is delivered by the agent,and cannot derive the source participant of the message. The protocol is
theoretically analyzed to be highly secure in terms of non-connectivity . verifiability and robustness. Comparison experiments with
CoinShuffle show that PBShuffle has higher efficiency and lower overhead in the case of a larger number of participating users,
and is more suitable for practical applications.

Keywords Blockchain, Privacy protection,Coin mixing mechanism, Encryption, Anonymity

T MW R Z— . B Il R AR 2% 38 5 Hi i (Unspent Transac-
tion Output, UTXO) BRI HE AR T A9 i . UTXO & X B

2008 4F, AR T — i ik 2k b0 Ak | ROR R 2% B LB R GECR T R R B AT A
KL F WM T Z R G R T X e £ A Sk o ) 28 HHdk . FEEGENERER T, NS E B A gl 5
Gy % et AT, X B — R & bk 4 A Xk TEARTEHHMEMILEM RS T, 5 M ES g TAR
ARHE A, B — F8 50 e i A1 HE 3 09 508 He (X80 4R 54> B, T Ll e TR T DX MR B B R SR T i B R AL Ak
X B £ — 28 i 09 32 5 10 st I (8 25 0 2 O vk AR e A Bt 28 oy B LSRR S A5 R FN IF H R R B 3C S 5
PN T B B0 AT 3B BT . L RR T (Bitcoin) A2 X B4 7 R I H5EB B E R AL O 5 5 18 M 2% b TF DI 46 iy

il

5 B 97:2024-06-12 3R & H 19].2024-09-11

AT H FHERIHN 2030 — T AT H (20212D0300705) 5 1 e i 4 FEABHIF Il 45 2% ¥ 42 (3282023005720114)

This work was supported by the Innovation Program for Quantum Science and Technology(2021ZD0300705) and Fundamental Research Funds
for the Cental Universitles(32820230057Z0114).

WEVEE S (fengy@ besti. edu. cn)



386

Computer Science FHEHLEIZ  Vol. 52,No. 8. Aug. 2025

AL AT LA i B 22 B v L B R A BT B AR
B BT BUT P B9 B A L 0K B B4 B AL DR 4P 3472 a0 AT

FIH 5 %) DX BB i B AL PR 7 7 S 2 3 ?S:%??F‘z
TH AR B B FA PR AP 7 58 28 1 B B S AT U LB B RA R 4P

VAR T 5% 2 i B AR g 5 32 . IR MR B i i 2438
Gy iR A — [ A5 30 5 2 0 DB E A4S 28 B 1 L E R R R

H b o AH HE T 5 T B AE ST B i B AL AR 4 T 8 R T 3%
2 R B FA R 3P 7 28, B TR T AR f9 B AL AR 47 77 2 7T LA
BIAH X HREE, 45 5 AR AR AF AL 58 = J5 IR IR 55 & AR T
15 B ARG GE R AR IR 5 22 E
MIFRALEPEAFREAFEE =TSS5 RMEAR
LIRS AR T A A T 1 B R TN A A T < s e NS R [T Tl 1
Bonneau 25 41 H () Mixcoin J2& Fb 45 IR & B 30 A9 5 52 L7
L, A o R AL T A 1 ] 37 R HIE . Blindcoin X
Mixcoin HMGHAT T SIA T BEE & EMAILH &N,
TumbleBit J& 5% — F 76 [b 4% 1 M 4% L 52 80 /9 BE 4 2 A B
WO, B e 25 A AN RUIE B A RSA k8L B4 T A2 5
WS 5E MG H LS EHMREELN. FEE T IRT N
Il . Coinswap J& —F XU R TP, i@ ad s — 4~ 2 % 2 1Y
BV Ok LB AR 5 1 1 4 ™ . CoinJoin J& 5 — Fpif it £
N2 5FH LR QIR T 225 k3P 28 5 I 44 P00 £ 07 IR T
W EAYS 5 HLFRNE-MRRZS I EN 35
A LA B 3iE, 52 3 CoinJoin #1 Dissent % ¥ i i3 &
CoinShuffle hSCR T 280 A9 B, WA T BALME = S
80, Ziegeldorf 1 48 11 T CoinParty B3, 1% Hr 130 3% T f#
R A ) 4 R M 45 44 B 20 G B B0 2 24 0 T LG R TR
B ST L H AR 56 T R LA B O EE AL
AP EET CoinShuffle FEAT B 48 1 T —Fp Z ha b
P8 AR AR 1) IR T BRI PBShuffle, SR AT AR HEA A1
TR T 1K 77 2 52 B ik o0 4% 336 e b 5 n %8 1 7 =X
X ARFR N HEAT B, 2 55 P AR A S L
HERY SRS . [RBE Xm)R OB 2T (9 P 44 10 8T P AT e/ NE
=Wt DRK (PN 2

2 EfEIR

2.1 %5

FORE T A 38 20 i R T LA A A QN 38 5 B2 5 e T T 46 &
50 38 U X R I 1 A 38 5 F1 4= I ) 25 52 R A8 5y B A LR IX B i
4B B IE L TRT

DOIER S . FEAT 38 5 Z 0. T B A b i1 A
AR 4. AR ¥ 4 DL UTXO IR 4
AR AE X BB 19 25 T X Herp . P 3l O B R
Sy A8 A UTXO Ff b ok, - R A& 4.
PR AR 4 IR B T UTXO 31 3%, DL B H: e 45 %6 =,
AR R WA g UTXOHR, Ba mm%mﬂ%*w
SEAT AR EF R N E 2B T UHERLS .
225 ¥ A 55 38 5y i A RN L DL O3S B B A ﬁnrﬁl 2 it
TN I SE B AE M ER A TT LB LR E AT, O ELRT DL A AR A GE
T,

DEGAENT ., —HMETZY . ERET 5

TP 45w B LAY . I S8 T IR IR BT B B A S L B R
52 5y i N B9 B A ok IR AT R BV AIE b — A58 B B0 i A SR
WAL B ad , LB (kXU S A Ak, W B 52 b ) 35 508 22 B iE
LT IEW o AR IR S %W A2 58 5 B R 4 A AR
A 5 SR AR S U, U B B KA B o W T f B
WY Hy A A R SE 5y 3t 24 i 22 50 B R/ g
BT XBRA TN U 5E Ty i vh B SE 5 TR X

DA FIYSUE X B IF BINZE S . 87 7 SR FTRLAE B X SR
JUREB 2, A S R XS A . BR T BRIE
DX e 3k T e A (i 2 75 A5 A IR B S0P R AR R AN, HAl
W RGBSR X e B — B 5 AR . R G X
AL 14 T AT 5 B A i B R, A A 2R XA
FI S DX e b OF R Hedin 4 058 N S IX R, N RoRZIX
T8 X e P A R

DAEME L LR B AR XY gE, Za) — B A
Ja AR IXCHA 25 X B A5 6 A BB A 86 I L AT A
R XHAS B T AR R 7R HORE T RS A LT
—H =X ERAFF 6 > DXHR AN B IE 2 O T R
AR AE H /N

|
: <::2§z— x5

—
S
&
S

%

S W B F LI TR KR

A IZ}}%: G NEE 3
R %
X 3 X %
o )

M1 TS R

Fig. 1 Bitcoin transaction process

e
Py
x e
o BB
NEITNETTT
sl 5l
Iy

K2 o E

Fig. 2 Transaction fields

TR 2 Ty R — P b o LU AR 10T P B 4 P ) Oy ok, R AR
TR K 2 A R H R IR S TE— R (AR AN R TR
T M K A R DG TGRSR



2] A R T AY DX B i 0 1e] 3R 1T 93X

387

MG —EHRTMREXSERHE—AH 25, &
IR A 32 5 B 0T LI o A B T AE S5 =0T IR A IR 55 ok o
BN 3 R . BARmAR AT

D P 5 =0 IR A IR 55 48 K3k S 80 IR T, IR 45 A%
IR B2 b b 2 4 R A A OGS 8, P A WL
7 TG 7% 3 IR A IR 55 49 S 430 1 422 S0 ik 04558 i H b Bl
I K ik IR A RS 4% .

2) VR A MR 55 7 33 2 i1 4% b ik 39E A7 ARt 5 R I ML R L AR
J5 TE T 43 L LL AR T S AR ok

3) FH P BGAIE A I TR A 22 5 S 5 K 1E I 1) 4 401 R 3% B A
TR % B okl o G SR8 E S S, P R A IR 55 2% 1R S
BT 5 55 5 75 0 R P TR 7R

A2, X AR & J7 X A7 fE — 28 ™ 5 (19 & 4 B FA 7]
B, W RIR A RS A 2 B e ek a3 AR
FA S L 38 5 B0 AT RE 4 9 o7 B, 5RO 0 0 B 4 T AR
S, HU, SRR A IR 55 A I8 SR 4 AT 38 B B dE
B A AT B 4 W A R hE 2 R B O B DA T AR
FURY B

bid i
& &
= z
% %
) )
A H

K3 REXHITE—

Fig. 3 Mixing transaction method one

T Maxwell $# H # CoinJoin I L4 S2 BLIC 7 5 By ol {5
BETRAMMS RO RS IRGRZ SR, XF TR
A SRR A i — A 2 A A bR TR A 2 5 L B A
Ho 31k %ok B — AN FH P LR T AR 4 R

REH | X5

O poaluns| O

=5 8 Kb o) Fik

=

>

B4 R H I
Fig.4 Mixing transaction method two
Ty b AR HBESE A A9 HR Hh Hl J2 5 dk
B 7 S 00 TE 0 8 L T TT VR A A H AR P B stk i ik
ARRGEMBOTHR T A M EA M, RAEETH Al
HEXF R FAFI Y P A REXN S AT R A X T R Ak
B A BT Bk B Y 4 o X AP USRIk T AR AR ALY U5 7]
FBE AR K AR T 225 WA SR Ak
TR T RIS K AN T B 2 14 T 960 A A gl o Y 2 4
B FAZE KR
DA EEE M AR A 32 5 IR 52 iU I B 2 5 4 1
i N\ RV b 2 TR T 1 SR M S ORI
2) AT B E M U TG 12 0 e A A T B MR R

Z5H MR .

3D« B 7 P 2% A A T AR R AL L PR LTS
SRBENE ik AL T . BT IAAT

H1 X B X 45 T B — S 1 B [ of 3 R 98 UE AR 5
BOA RO 2 5 3 TT LUR) X — i I 22 42 52 25 4 L e
R G 3t WO E L e Uil T RE = Gl BRI L 5 R R %K.
TR T B SO A% 0 B 2 PR 37 52 5 09 BRORD P 7 L R Aty B AT LA
B0 XU AE 3% B 5 U L w0 DR 2S5y A b L D 32 5 4R 3t A A
FIR73e =8

3 PBShuffle 1%

R GE S 2 BB IR ETE—R, RIB 5 el
A1 AR5 A L3 5 22 B 113 0 AT 36 7 52 B Y LS IR
FB, TR 37 P B A 3 s 5 By e e, IR B 2B H
B SR A ML Ly L VR PR 310, .0, s
O, b L A5 @ AT P RS AL O, 55 @ 44 F1 P (% i 3t
by A B AE B RO s D B R M B B TR
ARAE o TR IR T R TP S A A T P A M R g
Hb Ik B0 X KR

PBShuffle 43 2 %1 46 1k B B IR & B Bt L 32 5 By B A 1) 5%
BrBe 4 BB WHRALEY BeEh BT BB HGIR A B BL Y
RER . BREGS S HHE ALK A C B
H s HEn o e 3k g U s S B B B vl R S e E
HWHAEZS5MAPMRIES RIGWEL S w8 B .5
F PR E X F O R BT 2 4 URE TR ) 5T B B
SE [ JEYY

PRSP BB 2 5 F BEALIL R 5 T &
T 0 i o L A — )RR i L B L R F
FEAE . AC T P R B B T B ST R WO Ak BEAR
PR A% 1 0 I G ke . S —RRR A P B B P O Sk
SP L T RRS TR B oy BIC B
3.1 ¥R B

LB Z5M @SBRSS,
o a3 g 2 o A EH A 1 D e B A B A R S
T DL 5] P IS 5% R K e T AR B P
Sh. ZJE AT RIS 5 5 A i d i A T Ak
510 R R — A>T B 285 AT A — i g T R B PR DD BUH B S
BT P NCIR

B2 BHRZSE5HP w ENS5R T ARGX K
PR ki s Iivo (1) BVAAT A B ke Bty AL 1 00 TR
e 2R T AR B A B BT U2 4
R .

A3 MRTR MBS EFIRT &8 V AR mEE T,
BE— B3R T 8 0T T B L TGl 2 08 e ) B B A 4 22
TR AR IBUH ™ i A/ i ik 5% 2R 5 R T S T T B kS Y
FHIE SR IS R, N AT RIES 5 H ERA 2%
BOTR T A VA B, W BE AL 3R 13,

AR A4 T REPLHE R Sk B WA T AR LB
M



388

Computer Science FHEHLEIZ  Vol. 52,No. 8. Aug. 2025

3.2 EBEME
3.2.1 kiktb

WEIR A, B 40 FH i A AC R S b ik 4% 338 45 3k
CEH AR 5 s,

KILEA P

K5 KRG
Head blending process

KRS BHRZHHEMAHRTCAHPRASNEACH
Wk, 2 52 58 RN R B RIR A A
JEAR AR A X5 T o ok 9 i L b i 75O o L 4530
WA ANHE B msg,

msg. =0; Cky, Crpeag (O M
Hod, 0, Fm s i 2 M BB bk 45 kyed Fm K I0 8 H
FAR 0 Faish i 2P B h iRk, R A
N b B8 00 R SHPES

WARS 5FHWA WA S A UL bk, T g2 A4~
RILAZE K%, ME 6 P, WEREA Yk, W ar DUR

Fig. 5

RIEA1~2

msg, |

LILEA P

Bl 6 ZA 4 bk Ak By
Multiple output address handling

BB e REAMHARAMEFHER msg, |4

msgy, =05 (Rhead (O1) s Read (O3) 5+ s kyead (O,,)) (2)
o m FoRARE AR m 24 B ik 8

WA AEAE — 2500 B %A AT W] DL 2 %, 00 33F A 25
R 14,

ARS8 it 285 A 2 MR SR AT R G BRI 22—, I
Uit ) #H B R LS PR R B R A S 5 P W
it b HE A R (LU BB 20 , BT AT G 20 B8, R A
N TG T i 25 5 250 8 U 3R T A 7 T 7 1 DI SCPIATT TR AL, B AL
H4HE TR B B B, 8 0 B B AT L R 0 R G B [ A

BT ST R A BT O ik T
HESI IF 05 A AL B, T HE W B resultye. WAL 7 7R

resulted = Onead Chash({ 0y Oy 5+ ,0,, }))

Fig. 6

N
SRR RS S
ey
FINCrY EE e o
%EEWF KLEF P L
Ik D -
B B G
O > > e
5E5%  me o REA me DA
Bl 7 SLiRAMB&®
Fig. 7 Head blending message delivery

WURAAAE — 5508 B2 0 S P e vk T R 2, D 3tk A 25
%14,
3.2.2 RRA

WHTR G i, 444 P A AR 3 OB i s b hl A% 338 45
TR R 8 R,

RIEAL I An

K8 RIRAG W
Fig.8 Tail blending process
LRSS ZHERBFHBESOAEAMHERS
Rk KAV WS OR/NTSE DO il B (i1 o Qs ) (1 N S S A M 7 ST IS
msg. o
msgh, =0; Cky (ki (0D)) 3
Hrl sk TR KICB TP A0 FRWH i & T ik
TN Ry AR b BT
58 5 MIFL RS 5 E5 A WAL i
HE LRI RE R 2 REL B ALK . AR BA stk D) aT
PIR B %,
AR R RIS AR msg, B
msgh, =0y (ki (O1) skt (Oy) s o+ sk (O,)) 4
5% 6 AR AR AT AE — 2% T BB AR AT LA B
fife % WAL TR 14,
BB 10 RIRAG R T b a2 5T
PN 4 ) 1 B result o
resultuy =ou ({O1 0y 500+ ,0, 1) (5
FE iR A B B B AL AR A 9 iR .

RICEA P
LS
Hi ik ik A

55 x4
RILAD G A

RiCER P
A e

RIEAFAH 4
RICEA P
N

4 8 M ak H i ik
> > i
. N/ i
s ™ RIEA " RILER P
K9 RIEGHEGE
Fig. 9 Tail blending message delivery



2] A R T AY DX B i 0 1e] 3R 1T 93X

389

S8R 7 ARE WA — S B RICE T Jo sk R
fil s Wk AT 14,

3.3 XBHME

BRI RN BRESS5HETEXRILA P A4
B L R . S EFERIEMW AR D S IE A
PS5 REAILE A0 51 R0 A 45 R 2w A F 5 2) 51 R 2
TEAFACKHE b, HAWE R I EEER. S 5%
i FH B B A 3 hE X R 54 R B G2 D B AN J2 TR T 1 1 o
AR B FA B po) X result HEAT 2S£ FF TG s A B0 E R K
Ly, W46 28 % 44 IR T 22 by Tk Az i, 6 AP BR 14, W0 RTE AE
AL A S5 & R IAATEIT AR 2 5 F 267 4
T ARG M B4 I R AR AP BR 13,

B2 HIARGASHSEERIATASESEEL N
RS R AR AL S P RS B X M 2. E L,
PBShuffle #pil 45
3.4 EEME

W B B 1) 32 BEAT: 55 02 B W AT S AN i 1 2 5 35 01 LA
k. DL BB BeEl A Al R HE A 18] 53 B B, T T LR

BT R AR
LEI3 S 5F RS 5E ] RANEEES o

B AL 1; 5B )5 KA 5 0 AR B R 0 B 9 G i
1585, MA j WRBNT LBV HEARL TR, S5%
ik —REAME MBEARTHEBENER .2 5% j K
ANRUHFTZE S

PR 14 WUERTESS S Wy BoA 25 3 S UE A B )L AT L
NATS 5 R & W06 AT po o i 2 02 R S SRR AT
AR 25 .

IR 15 S5 AR 2 7E AT e il S A B A AL R
S M IR P BB AT L TS S 32 8l M SE R AT D 7 o 3 T RE S
AT AT AR R R T G R O R AR . TR AS BRI
WETIRMEE T, 480 T, 8shit AP R, 25
i A FCE I BRI A R 2 5

TE 0] 53 By BEAS R, =D 2 — AT AR S 5 H
WU Ok 7 ZOR L HERR R 2 5 T DUE R L i L A
BEAAT R i B 2 45 3 915 20T TT 4R 87 1 B 3LE AT

4 S

4.1 DIRES AT
F 1A T — SR T E R DI RE .

F 1 JUFME T PR B REXT L

Table 1 Comparison of several coin mixing mechanisms

FEAR . - —ERE

T Epuas Lot WERT s

musrrre T R g
CoinParty N X J N4
Xme[11] N X N/ N,
Blindcoin N X N4 N4
TumbleBit N X J NG
CoinShuffle N N X X
TTShufflel12] N v X v
IMShufflel13] N/ N X NG
PBShuffle J NG X N

CoinParty HpisCi izt 3 [7] 3645 Hb bk 3 (25 44 SE B T 15
BB A M S 5 E AT ESBAEL., RN, X T T 6
SEEARAYUE I T A E R, MHILZ T PB-
Shuffle AP H 2 BEL . LS SR M SR & TR A
R I DR

Blindcoin # B A T H £ 24 A1 46 H & Sk # 51 Mixcoin
WY AR E AR Tl E M5 =7 IR MR % 4% . 5 Blind-
coin A A, PBShuffle 5E 4 K0 b, ETRALME = 55, K
7 3B G0 155 = 0 {5 A ) RURI 5 7 A B0 R

TumbleBit i & Z M PLUIE B il RSA i 80 55 81 T B 44 X
A5 RT3 F B S AT IR R B E R T 4% A TR
M. #HZ T . PBShuffle % i F Ho 45 i B 4 (1R it 72, B
T R A A S

TTShuffle, IMShuffle fl PBShuffle /& %I CoinShuffle {J
AN TFT e i o BSOS B 1Y) B g 5 A [R] . CoinShuffle SR FH B HL
e IR ST — A A 7 2, (0 TC A AR AR R 4 R 5 e .
TTShuffle 1 IMShuffle & FH 43 253, — & 2 B ML HE AR T 46
Y i 45 Yoty . PBShuffle 3 i WU VR A ML A0 TR T A 1R) B
W — R LW T LIRS Bk . B Ak L A BOR M 2
AL A 4 446 R 55 ik
4.2 REWHH
4.2.1 RT4ER

HUEHERAS SR M SE PB4 RAEE R — %
RAZE G AE M IR FEAE 3 5 A 3t Ik A0y 3t ik A9 3 7 b L A BT
WA B Y A 38 U o AR v A A 0 25 T R L K e 3 S Bk
T I 0y Mo AR AR L AR IR 2 A A B b ik SR
EC IR ER& rE a  E  T R RSO SIS L PN )
TR B ik A B SE AR

FWEHESE TR MR, /TR R 8 P ik se e
SR A S P R O

BE P AR IS 5H X BREHE
N FIL BB F T, BT AR K 6 45 T0 R P T 838 Bl
R . o TR BN 1T BRI R P AR N
23 A R AN WA o AL B L G ik A L RO A A
e ek & % I A TH B th RIL B MiZ S 58 &k Bk
ik, WA BIARIR A S 5 8 B A AQ B A RTOR AR [, 3 m
TAEE AR AERE

B AL P R — BT NGNS 534, b AT]
W B AR HE A% 39 04 T B FT LA % LD B A A O ik B A 7] T2
WA AL ST B ) IA & 3, B I TG T B A B b
KR YA A T IR R 52 5y I, T LA 2o ML B 0 e e
LRSS ROk B A S (A FE BT £ F A M ST B B, & B
AR . I H L I P AR B RE AL  SUR T
PRI T P 44 10 R P AV S Y R AR

G L ZE PR R T 38 AT LR 3E A 18] 3% B BE A9 15 50 T . PB-
Shuffle BE5 7 R A5 38 5 (1 B AL T - 0 4% i A Hb ik A3 1
Hiu ik 22 160 ) A e ik i L R 0 A AR A AR B 0N S A A
B 1 b ik B A AT A T T A R A i e bk T A
A Ak 0 LR TGRS T P B R A



390 Computer Science FHEHLEIZ  Vol. 52,No. 8. Aug. 2025
4.2.2 TTEEM T8t DA B4 i P IS0 A P L 0 A s BT AR BN A 3 XU L 1T AE P

— MWLM S E5E  EEBFRANWIREGRL S ZH0, & it
T — 2B B 560 4 9% .

B2 5HEMUKIER s Fh ERAg AT
ek O, ABR B O WA B HERR s R 46k

HWR WSS 5 #1010 UE & 3% B H i b ik 09 67
T HCRE J2: 75 55 b A At b op 3R AR 1 8% T AR R DG L
BT IR AE TR A 23 B PO A R A A ] o 8 A 1Y e 3% S 4
2% . 7F PBShuffle #1, 24 {37 B FA , % B 21 A~ fa Hh db ik 49 62
T B30T S 50 1 T A A TR ) & 8, S S S B IR R
2% 40 H M B Y BCRE T RE S WD T R AR i A B0 L (H I SE Y
% 5 T B0 AR R b 2 A BRI Y , PBShuffle 3+ A 1%
B 5 AT T AR R AL B B AT R

3 g AT X S G HIE A5 TR L WSS 19 2 5 8 T LU AR TR A B
ISCH R 46, I HL R A LR A e il e IRk
WA T A SEBERANBELS . XA RET
X R A A AR B Y PRIE , DA T 3G R TN % 5 M A8 B &K 4
PR B .

4.2.3 g

1E PBShuffle (¥ [7] 53 By B v, i B I B 9 % 44 DL KOk A
X BE M 4 1) SSHEM KL I 88 2 5 MR MAT N, M85 4l
AW, 25 # 8E BI UGS AT BB AT B L B AT 5T B B
X — W B R S 5 E 82 A RS S ORI R
TBLLAT R ARG Z 54 .

PR 25 T DL AT A LG B 45 44 X RS
HRENHAER LT RS HE, W8 Z 4T LR
25 7 E Y CRAT i R vh B T BT X BB ) 45 T R I ik
WS G MBI S 5 #H AT A HGEE .  R AT H X e (E
B S5 AR RS Vi U IR 48 4 5 SR LA
HREGITHREENS 55,

R IR) 55 B B R e H R BUE AT M A 2 5 & W S0
S HERARFTURAFTHEEREAGNS S5EMLREH
B R et AR,

W AT IR IR A L B A S S TR
K24 T B0 2 5 3 B I 4R IR LR AT S 5 P
EAFFREE LA —BN S5 H DB AT AR I 1 A Ak
4.2.4 THRAENGZARNE

R4 PBShuffle B £ AN A 85 45 1 | 155 3o ik M g 4 L 5
e S B g A AT T I DA R 98 7 2 4 KU

DA A 1 XS . PBShuffle 18 12 51 A3 1B
ML /N T P AR 0 T R L (B 2 AR B A AT
ARk g A5 B B S e A .

2) WA BN . 2 5 5 T A UM S A R A R
PN 7T RE B IR ol T B o B, T T A e
HEBERS,

3) B (6 [ 25 B il < IR T 3 R A B D ) A S B 18R B $hA T
EXREE, BESH5ETRA A2 RZ RS, FH
W, R4 PBShuffle ¥ & T & M B ] B2l L 0 B
IE1] 7] 25 B A T e AL

EEXT LA 1% 42 KUK » 7T 72 PBShuffle i1 R I — & 19 % 4>

WP N REHL M AT A ik 2 5 E Rl E 2 MR,
2R 2 A HE TR B i 25 A RE AR I 58 22 15 B 5 4 X %5 1 48
FRRURS: , P 18400 422 4 A7 ik R0 2% 100 S5 15 5 A b B I ) 45 i
AT BT S 2% 9 BsF (1] 5] 25 B ik a5 £ IR % s (] 7 ) i
225 W

4.3 HMELHH

AT AT B ) A AR M A 38 AR YR 3 U7 T M PB-
Shuffle Pl BEAT T 05 H IR , 3 5 CoinShuffle BpH#EAT T Xf
L4 #T .

TR T B LA A 0 SR R B B ) o ik T B A L (R
TH 835 4% 366 1 T B H b i B 34 IR 58 1, #5222 i 400 19 XoF 45
% RS 5 H A EITINARTE S 4350 5 3% WA B
BUTR A W B dy v 1k 3 B A% 0% A B
4.3.1 ATHE )

W ANFERR NS5 HE7 T E Y 5 3 50,
JRI S 50 R A S 0 0 4% TR T B BB BUA T e T IO B4 L AR
F| T CoinShuffle #1 PBShuffle ) $4fTHF A, & 10 4 #1718
AR I5) P90 28 0 b Hb  BOAT TR A 0 B T 7 1 Bt I . A T
H 2% 53 T . PBShulfle iy & PUAT B ] 16 CoinShuffle 247,

7 CoinShuffle v, i i b hik 14 1% 3% 3 i 22 2 0% 47 .
BNSH5ETFEE/RN— NS 5E K NEREELZSBAAC,
SR G B BB WS B T8 A O R s hE VS £ 2 n %
BEESAE T 25%., X IR -AFEHEE 12
5% . %2 5H BRI — 255 K%k 0 g B i
WE BT LS WIRE N BEA B, B, MES 5%
B B0 88 T Jin s B 4 A2 38 B A 0 3 TR TP IR BUA T s
IR RTE S ) TN

7£ PBShuffle H . iR & W Bt SR 14 2 5 & It & A% 3% i 25
B 2 AU AR I T b A% 388 i 35 B0 45 0 R, TR
A Wy Be iy 32 BERE A E T e B A g s . S
R b, B2 5 2 09 Boim W S 5 8 45 3 I BOHE 45 10 S R
OB ) R B R . KT, BEE 25 H BOR R 0 R
N A 1 B s M R 3 R DT R BUIR A B B i e
V) A4, 33 R SRy VI T A A B R ) 0 % O L X
T HmERENE M EaE, Bt RESS5EZ
V] (19 30408 1% 368 9 35 W7 RS 32 5% ) o (R A AN YR T A AR 1) e ]
4 & 2 5 35 B0 i 3 i 3 4

~o— Coinshuffle »
12 { —* PBShuffle /
A
2w 3
] <
£ s p
&
¥ o6 F
E 4 .
9 -
-’_"__:__.———-——.’_‘r_’-—"’_‘-
0
10 20 30 40 50

Number of participants

B 10 B AT ]
Fig. 10 Total execution time
Bl 11 %5 7 50 %A R %R 2 5 % PBShuffle $(AT ]
B AR O . S BRAT I ) B 2 5 R 0 B & A PR



TZHT A R TR BE A Y X B 0w 3R T B

391

i, HAEARR 2538 1 00T » AR F 4548 T 09 BT I 1] A2
AR,

— Average
104 =*- Max and min 3

06

Running times/s

04

+

02

10 20 30 40 50
Number of participants

BT IR B 2 5 3 AT I T i LA 19 L
Fig. 11  Specifics of implementation time for different numbers

of participants

4.3.2 @AM

1t CoinShuffle PR GBEEFE RN EE XA TS HEER
GBI B E — AT A & 2N B i #E . 7E PBShuffle
B EERN EE R A TS 5EMER G B Ak %
Jon s i 0 ik DA R AR N [T P & R T R R AL AR
AR 52 A 00 4 i 1 b kb B9 RN g 128 7 G GE F LA B bk
A By LA B B (0 % S0 s A T B L B A AR — N E B (D)
BB A RN A5 KA TFBER MG 64 F7 (XAFEZEHW
KEEMLER B EK ., WD IERFRSSE8E
0T B AE M X L & 12 i, BB S5 5 B 1
i, CoinShuffle {38 15 FC AN A% T PBShuffle & m .

== Coinshuffle
1607 s PBShuffle

140

Communication cost/kB
s

5 10 15 20 25 30
Number of participants

35 40 45 50

B 12 EFERH T
Fig. 12 Comparison of communication costs

#£ CoinShulfle (IR & W Bt A5 5 5 47 5 48 2 2 2%
B A% b i rp L BB B I S — AN R R N R . X e
B A AL £ 5 A O 4 el R 2 TR T A
RO HE i . DS R A A S S L JE LT TR R
A 2 I S AR B K, AT T
Ak BT R i TG BT T BN L X AR S A B S
F N 8 LT,

#¢ PBShuffle I A B Bt . i {5 18 4 19 43 A 53 34 45 A5
B, T AU AR R B (S S 5 A SR G i 3R £
BE BE 3K BT R A AR TS B T A Akl . PBShuffle {4k
Tl AR AR, B BRAR TR A B B P 2 2 44 3 i ik
P, R RAES S EHEREZNEN T, XAk
F i R,

I BRR T B S 58 B R APULERE BT 8 (E
Rt i 45 A AR X A A K (L, 1000 4 5 5 3 B Y
AR B 1.9 MB) . X R W] PBShuffle P il 32 $ 38 {5 47

FeBRHI/N EBHEUR L RARY EHFRMLES 5 H
s,
4.3.3 REHLK

B 15 3 — A~ A0 & i b ik A9 3 8B 38 L A TR B
1, B AP M AR AR R 2 45 3 B0 B 0 R 938 %8 T e n [
13 i, BEE S5 5 50E /35, PBShuffle Y 38 B % ¥k A
T CoinShuffle £ 45 T4,

1€ CoinShuffle 7, 2 5 J2 J2 N % 19715 45 & 4% W BE 2 i 7
RWHFATAEE, BAT S Z W38 KB E 5 5 5 5 W
8 Jon i 36

200 { m== Coinshuffle
=== PBShuffle

175
150
125
100

Interaction turns

20 25 30 35 40 45 50

5 10 15
Number of participants

B 13 ZLHEBEX T

Fig. 13 Comparison of interaction rounds

7 PBShuffle H1. 5| A TV A . 2 5 &% 2 508 AUt
I3 H AR 508 78 B . A ik, PBShuf-
fle X HRRANES S5 HHEA L, & 508 AR
Ak,

LA BRI R R, TR U TSR MR T
CoinShuffle, PBShuffle B 18 i 5 A AT 1 (8] 4R & Bl 5 5
5 F G g I A (A A BN TS . B S
H5ERBR R LM M T , PBShuffle AL H S M &, RBR
PBShuffle 75 B4 A2 T fH IR L85 f K E . PB-
Shuffle 7E$0AT B 1] F1 38 {5 A8 0 99 J7 180 0% fob 35 0tk 2 DL R Ab
3 75 TR

PBShuffle Hp S0 i 51 AACHEA W ff 6, P4k T it it ik
ROAE A, /N T 38 A5 AR AN T AR T AT R D 4
K, #4% PBShuffle Yp I REGEIE N BE K BAR 1) 2 55 5 BEA A
TR T 38 By B8 T W e AR 22 4 A ikt
4.3.4  FH A B &R

SR L 5286 45 R R , PBShulfle 765 5 #F S B £ i
AT CoinShuffle R B 5y (H7E I bRl ) A5 A oAl AT R
P 1) LA FH 3 A0S G 5%, BRI T,

1) W 4 38 3R F 4 5 B < B & 2 5 35 B0 3 I, PBShul-
fle £ 3 {5 1A B RAT I 1] T 1) O 50 T 0 555 . 7 T 4% 48
BB B 532 BRI IR T L B BT RCR T AR T R
R U Ak 90 26 HE 8 L T LA SR B v A 2 R B L L DL AR
b I 265 4% i h L

) RHA f AR 35 AR BN BT A R RN T R
T SR e £ 3N AL I 45 R OO S A R 7 1 R S R T TG ¥k A )
A P S, DT R B VR T AR SR Oy kR B, AT L
SR JH 18 I 471 28 349 A AL L K 3 U238 50 43 T 45 22 A H A i AR
N AR 2 05 Y b B A

3) 3% X e S B (4 4l M - PBShuffle J2 41 X Fo 4% T K& 26



392

Computer Science FHEHLEIZ  Vol. 52,No. 8. Aug. 2025

LXK Y 2R e 1 i, 6 SR AR [ S R B i 538 B B A 1y
X st RG] fE A S8 4 aE . Nk, 76 1 A PBShuffle #riY
T 75 B AT AU PEAR E b X B 28 G0 187 AR OR  F 2E 7 AH 1z
& e Ak

T X L K R W] LU — 2P 42 % PBShulfle 19 i I
B0 3E S L

551 PBShuffle P BGE i AQHEA L85 4 H b bk 4% 33 5]
CEAMERREAHNS SR LR ES SR 55
Mok, SEBE T IR A B SOk P BB R . B B R R TR
B, HREASGRHNEE RS, TEBAEEN
2. BN R A P LA A AT BE M AT UE R AN A
Ve, 2B FATESF . 5 CoinShuffle Wh30AR M, A BRI Y
WAEEZ S5 M P B0 /N, SR R TR T

2 % x W

[1] NAKAMOTO 8. Bitcoin: A Peer-to-Peer Electronic Cash Sys-
tem [ EB/OLJ. (2008-11-01) [ 2024-05-29 ]. http://bitcoin.
org/bitcoin. pdf.

[2] LIXD,NIUY K,WEI L B,et al. A Survey of Bitcoin Privacy
Protection[ ] ]. Journal of Cryptologic Research,2019,6(2) :133-
149.

[3] BONNEAU J,NARAYANAN A,MILLER A.et al. Mixcoin:
Anonymity for Bitcoin with Accountable Mixes [ C] // Proceed-
ings of the 18th International Conference on Financial Cryptog-
raphy and Data Security. Berlin: Springer, 2014 :486-504.

[4] VALENTA L,ROWAN B. Blindcoin: Blinded, Accountable Mi-
xes for Bitcoin [ C] // Proceedings of the International Confer-
ence on Financial Cryptography and Data Security. Berlin:
Springer,2015:112-126.

[5] HEILMAN E,ALSHENIBR L,BALDIMTSI F,et al. Tumble-
Bit: An Untrusted Bitcoin-Compatible Anonymous Payment
Hub [C]// Proceedings of the 24th Annual Network and Dis-
tributed System Security Symposium. 2017:158-176.

[6] MAXWELL G. CoinSwap: Transaction Graph Disjoint Trustless
Trading [ EB/OLJ. (2013-10-30) [2024-05-29]. https://bitc-
ointalk. org/index. php?topic=321228. 0.

[7] MAXWELL G. CoinJoin:Bitcoin Privacy for the Real World
[EB/OL]. (2013-08-22) [ 2024-05-29 ]. https://bitcointalk.
org/index. php? topic=279249. 0.

[8] RUFFING T, MORENO P S,KATE A. CoinShuffle: Practical
Decentralized Coin Mixing for Bitcoin [ C] // Proceedings of the
European Symposium on Research in Computer Security. Berlin:
Springer,2014:345-364.

[9] ZIEGELDORF J H,GROSSMANN F,HENZE M,et al. CoinP-
arty: Secure Multi-Party Mixing of Bitcoins [ C] // Proceedings
of the 5th ACM Conference on Data and Application Security
and Privacy. New York: ACM,2015.75-86.

[10] HUANG Y Y.PU ]. Learning Blockchain from Zero[ M]. Bei-
jing: Tsinghua University Press,2020.:122-128.

[11] NIEM H,OU Y Y. A Decentralized Obfuscation Scheme for
Digital Currency with Customizable Amounts[]]. Journal of
Guangdong University of Technology,2021,38(1) :64-68.

[12] CHENG Q L,JIN Y. TTShuffle: privacy protection mechanism
based on two-tier shuffling in blockchain [ J]. Application Re-
search of Computers,2021,38(2) :363-366,371.

[13] SONG J H.LI Z K,ZHANG B C. Coin mixing mechanism in
blockchain based on intermediator [J]. Application Research of

Computers,2022,39(3) :868-873.

FENG Yimeng, born in 2000, postgra-
duate. Her main research interests in-
clude cyberspace security and block-

chain.

FENG Yan, born in 1979, postgraduate,
associate professor. Her main research
interests include cryptography,network

security, and quantum communication

network security system.

(RT3 W ED



