wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

DLSF:BEFNEEX T BN FRMMET &
REER, T B, EB, Kb

5IAEX

REER, T B, X, K. DLSFEFWEENTIEBNXAMRIMETTIENI]. HENRE 2025,
52(10): 423-432.

XIONG Xi, DING Guangzheng, WANG Juan, ZHANG Shuai. DLSF:A Textual Adversarial Attack Method
Based on Dual-level Semantic Filtering [J]. Computer Science, 2025, 52(10): 423-432.

BUXEEE (SERXIME IE JIREREEXE)

Similar articles recommended (Please use Firefox or IE to view the article)
ETEME SRS RREEE

High-frequency Feature Masking-based Adversarial Attack Algorithm
HEHEIE, 2025, 52(10): 374-381. https://doi.org/10.11896/jsjkx.241000030

EF RV Tor ZEFEE
Tor Multipath Selection Based on Threaten Awareness

HEMREIEE, 2025, 52(7): 363-371. https://doi.org/10.11896/jsjkx.240900102

ETFEENEENE D XA EEDHT
Component Reliability Analysis of Interconnected Networks Based on Star Graph

HEMNREEE, 2025, 52(7): 295-306. https://doi.org/10.11896/jsjkx.240400170

FERRDR MEBRIERELF IS

Online Capricious Data Stream Learning with Sparse Labels

HEMNREEE, 2025, 52(6): 139-150. https://doi.org/10.11896/jsjkx.240300155

MR L 2P R, APk
Proactive Defense Technology in Cyber Security:Strategies,Methods and Challenges

HENRIE, 2024, 51(11A): 231100132-13. https://doi.org/10.11896/jsjkx.231100132


https://www.jsjkx.com/CN/10.11896/jsjkx.240700202
https://www.jsjkx.com/EN/10.11896/jsjkx.240700202
https://www.jsjkx.com/CN/10.11896/jsjkx.241000030
https://doi.org/10.11896/jsjkx.241000030
https://www.jsjkx.com/CN/10.11896/jsjkx.240900102
https://doi.org/10.11896/jsjkx.240900102
https://www.jsjkx.com/CN/10.11896/jsjkx.240400170
https://doi.org/10.11896/jsjkx.240400170
https://www.jsjkx.com/CN/10.11896/jsjkx.240300155
https://doi.org/10.11896/jsjkx.240300155
https://www.jsjkx.com/CN/10.11896/jsjkx.231100132
https://doi.org/10.11896/jsjkx.231100132

0 Vf :ﬁ- *fh 1‘*‘ ? http: /www. jsjkx. com

COMPUTER SCIENCE DOI. 10. 11896/jsjkx. 240700202

DLSF: EFWNEIEX TR XA mILEFE

pg BV OTrIOEM X O/ sk e

1R GERIBAEFNGE SN ZAFR(EAFLFER) KA 610225
2AHRFDHEAGERAALANNAEALHLEKAFLFR) KA 610225
SAHMAEEFABZ IR EO(T hBEH S ZAHFL)  K#H 610225
1w BEIRFEFERESEFFKE L 100081

(flyxiongxi@ gmail. com)

H E EAALEASABRATRAFIGIABALELALER . RLFKBTH T THEERG Y o, 6 4o id T 3508
FRERAFLAEEBME R, FOXRIELERRT AR ZEER G S, DB ILA G H T =R
B AR AR T ROBELE, LETENEERRTAEARNAIAN T (LB AENRIARER S L E5
BAKT OB A3 T — A 2L T 3 98 % 3 09 ;& 5 L it 78 (Dual-level Semantic Filtering, DLSF) &% & %, %4 T BF A £
IERFESRR T E . A ARBLETESPAMAEAN TR FETTHRLEAIEN LT, EERFEZIEFREARNTT
TERY R R R R BRI P R KA R A, AR IE R IR B R R A, EXASEPPAR BT HRELS LOEBRER
RR,EFEERFANRILIAREARN, BEZRS T HF2FE, Bkk3L, £ IMDB % & Lo sk m oy £ &k 99, 74,1\,
SUABAR B A B 0. 975, f B 35 8] K AL TAMPERS 89 17% ., #bob, B AFFEA & 2 i s 4o Af K AT sH 38 32 9 4 /5 . 2 MR
L LS ERAFEM 92. 9% % E 65.4% it —F 3iE T DLSF A 2RI T X ABEA o G4k,

KER . LASTHAE; ZELE; R E; &5 AR

FESES TP391

DLSF: A Textual Adversarial Attack Method Based on Dual-level Semantic Filtering
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Abstract In the field of commercial applications,deep learning-based text models play a crucial role but are also susceptible to
adversarial samples, such as the incorporation of confusing vocabulary into reviews leading to erroneous model responses.
A strong attack algorithm can assess the robustness of such models and test the effectiveness of existing defense methods, there-
by reducing potential harms from adversarial samples. Considering the prevalent issues of low-quality adversarial texts and ineffi-
cient attack methods in black-box settings, this paper proposes a dual-level semantic filtering attack algorithm based on word sub-
stitution. This algorithm amalgamates existing methodologies for assembling candidate word sets, effectively eliminates interfe-
rence from irrelevant words,and thereby enriches the variety and quantity of candidate words. It employs a dual-filter beam search
strategy during the iterative search process,which not only reduces the frequency of model access, but also guarantees the acquisi-
tion of optimal adversarial texts. Experimental results on text classification and natural language inference tasks demonstrate that
this method significantly enhances the quality of adversarial texts and attack efficiency. Specifically, the attack success rate on the
IMDB dataset reaches 99. 7% ,semantic similarity reaches 0. 975, with the number of model accesses being only 17% of those re-
quired by TAMPERS. Furthermore, after adversarial augmentation training with adversarial samples, the target model’ s attack
success rate on the MR dataset decreases from 92, 9% to 65. 4% ,further confirming that DLSF effectively enhances the robust-
ness of the target model.
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Bk 1 LRI T R BOkR A W) i) 5 Mt WordNet
HowNet ) f k6 £ & S5 2 17); 3R BU M Counter-fitted
word embedding 31 & 15 3| B9 & k8 £ S U 58 3 47); i A
BPE tokenizer X H #5 5117 2g7_word #4743 F e AE , 15 2 F 1)
JE R sub_words(C5 4 1) 3 47 sub_words i 57 B A T8 =5, )
getMLM B HRBOR B MLM [ {#5Ei%E 4 VO 5—6 17);
A5 sub_words J T A GBI W drop pREALEE £ 48 F&
“CEHFEAEN sub_word  FIAEAREURE B MLM 94 3% 17 48
B VEES—1147)55K 3 M i 4E & S .UV 1 I 4 all _
candidates(35 11 17) s sim pRECTT 5 H b5 5098 tgt_word
WA G all_candidates ™A BT (19 A7 LR, A £ B AH 81

FEME KT threshold W6 ik ¥ 6 4£ & candidate _words (5

12—16 1),
4.3 WNEILRHREZR

e LR, T A0 T B bR B 1 S S5 B BT, LA
B AFAS HAR B w0, %R IR R G Co= (s cf s merachy s
UMY BRI PA TR T — MRS S A
F AR 2 38 3 o RORREAE S 4R B e SR i X BT SeA . AT

WA R R LA B 2 B o A SCA, 30 S 8w H
1‘/31‘%’*”5"]1)?@Y}\ﬁ{_,imj]llﬂﬁﬂeﬂ@/7 f o 0T A IRl

F3, DLSF 75 3048 5% 1 25 AQ a8 op R 1T 4 9K 9 22 iy J IO
BB — YO e B AE 3 B 5 TE SR B ARG 9 2k SCAS L ARl 2 %o
FI b 5 700 A () B . 58 R B U2 O T E i B —

i 6 ST A s SCA B S P R A AE D é7\Iﬁzd:‘JEJZIJJE’»JXﬂ‘i‘JTJC
Ao WERAEAE WMo T s IR AN AR TR U Ak 2 AT T — 42
HO IR QIR AR . 3 I Jo ol TP O O S ) SR L BE U T R A I R K
& [ B A7 0 Ml 4% B 5 O B9 0 L SCAR

PIUCE DB RAT A0 N T

BB TE KL UK AR R AR $5 04 B3R S o, 5 HERS Y A 2

TG Co = {cly ety s oracty bo BIG, i =38 M B9 — -2
HXAEE R S(Xua) ={Xoaw s s Xiaw s oo X b H X0y, =
{wl STy 5ot 7(1(1) St W, } N

(D — WL 1k

AR Y E bR TR A B X B SOA R i 4

HCH T EARZFERE X SIS (X)) PAEE REAUR
IO A% 3 SOAR mﬁ%3ﬂﬁﬂ%i%ﬁﬁi$%ﬁﬁ
TR N SCX ) B IS TR 4 A SCAS X1 SO B

B K A SCA B B B Sk (X)) = { X » Xl -
X Hh K BRI S 5.

(2) 55 Rt g

2 i 55 — W Dk L s ik SCAR B AR E K AL i H
T S50 (18 7 1] YR SRR PR T KUK, 7R 4 i fi 1o S AR 430 it 38 im
L, W, S, (X)W BT A B 18 SCA 0] H AR B 8L K ke & 1)
LRI B B 75 i) . F AR AR F 4 B S 2O, = (o)
0250050 15 Sk (Xg) M I ABEE SCAR — — X N, AR A7 FE e AT

B AR A AL T B R RE A T B i) 5 A AR TR U 3R O,
"I"E{A‘ JT{EEE/J/) /l\%ﬂ ILHO/; {0(1) 2 0(2) 7"‘7()(/;) &*H E/J b

MBI SCARS ) (Xoa) = X000 s Xy o oee s X )+ Hed b A3 358 ST
KRBT —ER,
W B B R RIS T 2 5 DLSF B2k A1 A 25 BR 3k
TEA HTAERBOEL 2 Uix,
BiR 2 R e SOAS Y BT 1 IR AL
A BARB F L JRAG SCA X, BRSO X hR%s y R R b3 —
o WA A 0 0E SCA B KL A R ATIE (K> D)
i 4« T A2 X BT AR X
1. all_candidates < X
2. perturb_words = getReplaceOrder(X)

3. for eachtgt_word in perturb_words:

4. candidate_words = getWords(tgt_word)

5. for each word in candidate_words:

6. all_candidates < replace(tgt_word,word)
7. end for

8. top_K < getTOPK(all_candidates, X, K)
9. succ_candidates = getSucc(F.top_K,y)

10.  if succ_candidates is not None:

11. X.av = getOptimal(succ_candidates)
12. return Xagy
13.  end if

14. next_b_candidates <= getNext(top_K,b)
15. all_candidates <= next_b_candidates
16. end for
17. return None
B2 LRUHIINT .
A SCA X P16 A e SCA SR & all _candidates
G 1AD) s MR ) TH B0 di A SCAR X v g 45 4 0] 1) 2 46

WG 55 2 A7) s AR B 1 49 31 2 /i H bR 538 tgt_word Xt hif
[ 5 18 18] 48 & candidate _words (58 4 17) s replace PR EUfE
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candidate _words WY A BRI B e b AR S X TP g2
word 1585 % X AR HE S all _candidates (58 5— 7 1) ; get-
TOPK bRHUH 4 18 SCHE BLBE DA 38 SCAS 4

all candidates

HR A5 S AR DL B d i 1 K MG SCAR top K (55 8 47) ; getSuce
BRI BCHI W e SCAR SR top K MR BFTEC LW & I my
g1k SUASBE A suce_candidates (3 9 1T) s 5 £ 1E B & W7 B

Ty A6 SCAS U getOprimal BREUNE A
s A B4 A 3 SCAS L AR Dy B 4 B9 R B S0 AR Xy (B 10 — 13
1) s 3% T i 2 M, getNext o 50AR 3 H AR KL F &y 3 M i
PEARES top K ik b AR CA next _b_candidates
AT F =50 CE 14— 15 17) B0 28 0, R B 2h 4K 454 i A
X B HLCARCGE 17 47),
4.4 HEREEHREDHT
DLSF & % 5 BeamAttack''™ ¥ 5% H 7 o 48 &K 0%, A~

] Z 4 7 + . BeamAttack 3 & A 5k 2 W5 8 17 4 e ik 47

— W LI g I B AR L R 8O I ) B bR AR Y A ] i 4%
HOW W - T, Hi W 5 & e B4 iy S8, T UK 5
R 1 1) 4 B o A 0 1) ) B L 0 O T B B A R B RN,
AH B b DLSF 77 2 A 3% 22 50 /2 v 52t 1 W 4 4 vk, B otk
I ) 52 28 W g OCK « W) IR B 48 2% 28 3R 5 300 3
.

5 KB5S

succ_candidates 1%

5.1 HEE5ZTEARER
ARSCE R SCAR S [ ARG BT 45, X DLSF 47
TAFRAL . AE 5y AT 55 b, TSR 0 BOHE 4R AL 45 SST2R,
MR™*, Yelp™* Al IMDB™, 3 #5504 45 1) X0 7E F U AR K
J¥,SST2 #il MR J& T 4] 741 73 K E AR 4L 1 Yelp #1 IMDB
W& F e g sy e 4 . fF NLIAT 55 o . 4 A 30 A S 4
A SNLIPYHN MNLIF? 3% B A~ $ds 42 (0 45 A BEAR 3 g — %
SO RT3 R RO 40 0, A A5 280 35 ) 5 33 ) SCAR Y 56 R
ZE PR AP NG . M F SNLL, MNLI i £ 0 & 1735
Z A5 A0 AN T AR Y SCAR QA S SCAR AT /N U8 A BURE it
o BURERTEAE R mE 1 o,

*1 BIREEARGR

Table 1 Basic information of the datasets

HIEE XARFHKE
SST2 19.1

P MR 20.2
Yelp 152.9
IMDB 268.3
SNLI 8.4

3
MNLI 12.8

e ) B AR AR A 2 3L T 1 A SO0 A I 2 4R 58 R R 1Y
BERT-base™ #7 , ff J5 , B b5 A 8L 1Y 4 28 K I % 2
Fr% .3 H % B BERT-Attack " fil TAMPERS"! d it i v
A% B 4 i R A b Al 1 000 AN REAR AT ok . R
PR A5 SR H A T A S R AR AT T 5 SRt IR A
SR T ME.

# 2 DLSF S5ELMX w4 R

Table 2 Comparison experimental results of DLSF and Baselines

HAE & b W /% ASR/% PRW/% SIM Queries
TextFooler 92.8 19.6 0.83 117.4
BERT-Attack 88.4 15.6 0.85 217.8
MR TAMPERS 89. 6 93.4 9.6 0.86 856.2
BeamAttack 96.7 9.9 0.84 672.3
DLSF 93.4 10.8  0.88 282.4
TextFooler 90. 6 21.6 0.82 59.8
BERT-Attack 91.1 14.3 0.85 255.3
SST2 TAMPERS 91.3 92.7 10.1  0.85 786.8
BeamAttack 87.3 9.1 0.82 593.6
DLSF 91.6 11.8 0.86 296.2
TextFooler 94.7 10. 6 0.88 786.2
BERT-Attack 93.9 6.7 0.90 313.7
Yelp TAMPERS 97.1 95.9 ﬁ 0.89 3092.8
BeamAttack 96.5 3.7 0.94 3209.8
DLSF 97.2 5.2 0.93 1251.2
TextFooler 97.1 8.7 0.91 539.2
BERT-Attack 96. 5 6.6 0.92 585.3
IMDB TAMPERS 89.4 98.2 2.3 0.94 4127.4
BeamAttack 94.5 2.0 0.97 2876.9
DLSF 99.7 1.7 0.98 687.3
TextFooler 96. 3 18.1 0.55 54.1
BERT-Attack 97.4 9.8 0.56 93.7
SNLI TAMPERS 90. 4 94.3 14.9 0.76 273.4
BeamAttack 96. 8 14.3 0.81  110.4
DLSF 94.1 142 0.83 80.2
TextFooler 90. 4 14.9 0.57 76.5
BERT-Attack 92.0 6.6 0.69 121.7
MNLI TAMPERS 85.6 91.1 10.4  0.83 354.2
BeamAttack 95.4 12.1 0.86  198.2
DLSF 92.2 11.9 0.87 132.6

T HLARCH B D 9230 45 20 5 F ) 28 A S g 4 2R

5.2 EZ5FMHinE

R4 THTAG DLSF MR, R T DVF 362k ik 5 ok
70 L 33K S 35 2 T 9k 27 L A3 5 4ok S BT e (R4 3R
FHA [7) 0 46 3 30 2 00y 3 548 28 e

TextFooler!'" . 1% J5 1% 15 B Counter-fitted word embed-
ding F- & S A ) SCAR) L I3 2 0 0 8 2R 5 B 4 A UK BT
AR,

BERT-Attack™ ;% J5 ¥ f B BERT-MLM il 4 4~ 5
) ) i 35k 1) 45 & L 913 5k BPE 4318 B AR X P ) o 47 1040 B
B 2[R AR SR F 600 48 3R SR s 7= A S SCAR

TAMPERS"' . % J5 84l il WordNet Al HowNet 1 4 g

3R] A ok R S E A T R B R A A I — A WD Y
XL SCA S B T 388 A% Bk AT DG A DA S i oD SOAR T Y
e 8h HE o

BeamAttack""™ % ITEELES T 4. 2 W BI R 3 oy
A S 4 3 18] (9 2 TR, ISR T AR R SR AR O LSO

T VAR G SCA Y R S B AR AR RSB 3 S b
IARUE N LLTR 4 A7 AT PEAR - 20k B R ASR I UAH
U SIM, B4 2 5 PRW LK [ AR5 2 B9 25 3 YO Que-
ries, K& TextFooler fil TAMPERS #9i% & ., 5% Jf 8 JH &) +
i 5 2853 (Universal Sentence Encoder, USE) 3 & 1k Ji 1 SC 4
X HUSCAR ] A E . AR AR BRI T .

_ N
ASR="— (4
RGN R HEA BB A SO N=10003 Noo KR B IE

d I B R A R
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SIMZl—arccos( uro ) (5)

Fal ol
For w0 2350 Ay 38 G B 45 o8 SRR SCAR 5 0 BT SCAR G B S
4 1) dk e R T L I SR T 2R T A B BE B R T R BB

_diff(X X
n

PRW (6)

HorbodiffCe s o )RR B SCAS v S [6] B3] 18 A B, n i
BESCAR s g B A B

Horbr g B8 i A SRRy B FR LAY D[R] OB

5.3 tEELWER

DLSF 5 4 A~FEE ik 1 X) t SE e 45 R ik 2 fir gl ,

SRR S50 1 4 TE L T AT 3L 4R U7 i 5 DLSF ¥4t % W)
— BB R AT R d ., R T, R RO RN
TextFooler fll BERT-Attack 7E#% 80 #E 4 I 0% 2 ) IR B i 1,
SR, AT A% 32 1 45 & SR TR A A R, 5 BOFE 0k 1l T
T SRR J7 i 1 RIS N . A X Bt SOAR 1 J5 iy
i . TAMPERS #l BeamAttack BB E M0, 7E Yelp
IMDB % 45 45 I, DLSF W 5 W # m L WAL, &
TAMPERS #l BeamAttack 7E A i /8 J5T 43 X 471 30 A< 77 18 35 B
BAF B BT B AR R L 0% 2 i YO8 25 8 n . i an, e
IMDB $ % 4 I, TAMPERS i 25 if] (X 50 A TextFooler 1) 8
fi5 5 1 BeamAttack [ 25 i) Ik 4 29 & TextFooler 1 5 f5. #
22 L DLSF 78 {35 4 40 22 B0 04 5] B, 388 o 7 S 3 2 oK m o
Xof figE B SCAS AT 0 L L A T A IR S Text-
Fooler 1 BERT-Attack &b F [A]— 7K , 3 35 2 1) vk 50 4 50l A
539.2,585.3 fil 687. 3, LLAh, S5 25 H ik £ B, TAMPERS
FRRKBGE A ZRES . XJ&Em T SNLI S MNLI g F 48 30 A
J¥ %1, TAMPERS JE¥k 78 43 ) H it 1 33 1 ok B AR 4 8h %
JE#E SNLI I MNLI 4 B AT 55 = % 3 — % . i DLSF #£ 43
BAT S5 M ARG H AT 4 LRI T R ibefe .

H 8k BeamAttack 7E MR, SNLI, MNLI ¥t #2 4 b iy 3% i
B ) M 5 T DLSF, H 78 375 SO fBL B 4 3] v 005 5 4 56
RS BRI, BeamAttack B9 # B R K& DLSF. £¢ & 4% W PF 4 45
PRk E  DLSF 4G R M 1 T HAh 77 ¥k, X £ B DLSF
TE AL AN [7] 25 BY A AT 55 I B8 405 A 2081 A e A D) 38 3 SCAR
RLEE (I 5 S A0 WA VR B8, DA TR A S B g v S LA T2 A R
W7 .

5.4 BHHHEEN

16 DLSF Bk o 8 i , 75 B e 47 T QB S 80 AL 36 1)
1 3 4 5 0 R I 199 AR AL BE B {H thgreshold \HUIE BRI SE b,
L B 48 48 op 88 — WU HE I R E SCAR B R K, FEEAT 5 AR 4R
05 % WX HE S8 22 A AU E — LA B SR A LA AR
DLSF 5 i S AR .

% F BeamAttack!"™ 7E S RAE h R E W 6=10,8 T
Y35 A 5 — Stk DLSF H B SR 58 o bk e 10,
BN T WX R threshold T K 15 B4 & #E4T B 4%
W TS ST X K W SE K threshold (WAE 53511 & A
0.1,0.2,0.3,0.4 1 0.5, L MR 5N ZCE 6 B AR B 4k

N

Queries=

PIT T BAR S BUE G R S g 45 5%, gk 3 g, BJE
A% SCAR B K 43 3% A 128,192,256,320 Fl 384, 5
B3R threshold BB SBUEH A B IKAE MR B0E 5 k17
STER IR, SR LS RN 4 A, s U S A R AE N K
A JRUAEL

% 3 threshold Z 5 W5

Table 3 Exploration of threshold
threshold ASR/ % PRW/% SIM Queries
0.1 95.5 9.8 0.893 511.6
0.2 94.8 10. 8 0. 888 474. 1
0.3 93.7 11.0 0. 887 4102. 6
0.4 92.4 11.4 0. 884 383.1
0.5 91.7 12.6 0. 882 350. 3
# 4 K BHEHWR
Table 4 Exploration of K
K ASR/ % PRW/% SIM Queries
128 92.5 11.1 0. 889 193.8
192 92.6 10.7 0. 886 247.2
256 93.1 10.7 0.884 289.2
320 93.4 10.8 0. 885 356. 1
384 93.8 10.6 0. 882 398.3

MR 3 MR TR DL B E BRI threshold fH 43 B
IR ey By 3, T 45 /0N B W0 £ 5 BOBE Y 1 17 IR IR B3 £
NV AEX T Z H) B — AP S B threshold VK
0.3, TEHISE threshold ] 0.3 ZJ5 X S8 K #4717 HE40 M
ZHMK . RIER 4 MR TR B K BE ) %
Yoo F L) R 5 [ R B B e, STk, B K=
256, LA % DLSF 7 52 30 ¢ w8 2 i 2 2% Y ) e o B £ 1F
AR A HE 2h AR A1 A, TR, 7 6T BG5S 30 v A L
B BRAE threshold BHE N 0. 3,5k SCARRE K WE N 256, 1
FIR R o BeH57E 10, X B2 S E S HEN G 1S
Y BEHE
5.5 HELIRIS

9T B UE DLSF 75 % i 45 A 20 SR A 2500k ¥ MR %0
ARy Ut B AR 38 2 9 il 52 30 ok B94iE BPE 43 16 48 4F 7 1)
TR 0 5 MR A T ) 42 G A9 AH 0L B2 B0 B A PR D DA R AE IR
HREME P — IR K H SRS 0 MER ., Mok, 8T
Al DLSF 7 35 O BT SCA 77 T Y 8803, 7% S 3 X 58 T8 1 15
fi] 2 0 B b T ol AR A B o AT T 8 AT

DLSF 7E I FH i 55 i 75 A5 80 35 A 3 1) B, SR F BPE Xf
T AT A ) DA TR AL A . SR A SR A A
I BB B TR Ak A HITT AR X A 0 % B SR B R 7 A AT
R, AU B R SR RS IE AR TR 4L A AR B R 1A
3 FAL IR AT T X LA, R 5 M IIER A R BoR, (UR
A 1 1) 19 7 O R B ARG BT SO AR I 5 S, T 7E T R )
Ff 3h 2R 1h 22 B0 Bt Al A

T K WU 23 X o A 4% 3 1) 4E & (9 3 #2 b, DLSF R
FHY — Tl 5 T AR DL B {00 7 i ke i — 2B R AR G T R T A
By, X —J7 5 TAMPERS!'® , BeamAttack™" £ R A ,
J PR BLRE B = 9 N AN B3 (ET TOP-N) 1R Ay 46 32 1) 4R
&, MWZ T, H#ERM TOP-N ) §0E 7l AE 75 4k BE 2 1 17)
A B v i 1) B i O T B 2 R E M Bk 22 RNk 6 fin gl
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ATLAMLZE R, 4 N B & 50 I, FEBCH iU R A sh % L
FENT HABBCE . SR P T DU o, I i o e
T2 T 3 MR SR W D i R T Lg% 20 B ik 22 5D SR L X xd
H R B TR SO DL S AN A I R B AR TR L e Y (B
i R 65 £ 8 X T SCAR B o L[] L T AE S BORIR Y
DRVIE R Ik S =) K7 e e S I B u I I ER (V93 4 (S I )
T8 X 40 SCAS S5 5 Tl 2 R 2 ) AT T A G Sy A R R
X LSCA SR AL T 2 R PR
# 5 MLM -1 b 45 0 Tl 25 58 /9 5% i)

Table 5 Impact of subword selection in MLLM on attack outcomes

ASR/Y%  PRW/Y% SIM

S0 397 B+ 37 ) & 83.2 15.6 0.816
SHFHLARE+TFALA 92.3 12.2 0. 885
S 7+ B+ T 93.6 11.3 0.883

Queries
198.1
272.8
252.4

6 i) A 5 2 T A (Bl B 6 A T

Table 6 Role of similarity threshold in candidate word selection

ASR/%  PRW/% SIM

TOP-50 94. 6 10. 1 0.878
threshold=0. 4 94.1 11.2 0. 883
threshold=0.5 93.1 11.8 0. 885
threshold=0.6 91.2 12.4 0. 888

Queries
271.4
257.3
252.6
242.8

A0 SR st g A SR A% A Dl R R K T R
T8 A — FE A R v 2 BB A 468 308 X T SCAR B B0 AT U 2D AN o
BRI A I S B AR B RTE o, AT LAY R R
J L R R B A RO PR T REE . R T IR TR
Al K {85 8T8 6 (O SI3EE N 10 A1 20) B 41417 00 %t o 3%
REF . F 7 PR AL B IE o B3OS 6 A 10

g 20, Brg WAL R AR A R TR T R R R E
TS RES H2 i X HL I A AR . AR YT R R B R
VR T B AT O £ A U AT A SO A

R M 38 o AE R TR B B HE KA R e SCAR L T
PAAT 80068 /0 5 ) O B T S 2 b 25 5 i et B SCAR Y R .
WY K=0 M K=512 H#E 5 b=10 AF, K5 7 Fl % B 1 1L
IR PSR O U B R —3 (A K=512 i}
AR EC L K=0 BT 70 W, 3 A4 10 4k 3K S
By £ (i IMDB) s 5 4 B 8, i — 2B IE B T e R R R
rPRS S AR DR TUAR I i 3 SOAR L T 38 24 M iR K (T AT
RO IO OB, DLR w18 R AOR

F 7 FHLF A 0 5 K (I
Table 7 Effect of baam width(s) and (K) value in beam search

ASR/ % PRW/ % SIM Queries

K=0,b=10 93.7 11.04 0. 887 402.6
K=256.6=10 93.1 11.13 0.885 304.5
K=512.6=10 93.7 11.06 0.887 332.3
K=0,b=20 94.2 10.93 0.891 751.7
K=256.6=20 92.6 11.22 0.883 344.6
K=512.6=20 94.0 11.08 0. 886 463.9

TEL BRI AR 5 B Ol R R — A R EE IR
KREF R ARAEA MR W ERREEZL ., T EWITAE
B R R BOE T H AR AT R R BCH A R B
eI DAL g ZE A SF AT T A L SR . SE 00 i I 2 Queries
A FR R 1000 WL EIRME R 100 W, I H AR iR 100 &
B9 77 2k WLZE 25 A TFA 48 b BE A R AR R E AR f B e,
[ 4 B

| —e— TextFolloer ~—>- BERT-Attack --+-TAMPERS —- BeamAttack -4- DLSF
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Fig. 4

15 SCAHALRE 7 T80, P 4(b) Fh Al AWEE E] , TextFooler
Al BERT-Attack ¥ 2 8 — it . 17 3 T 3 ¥ R 1Y BeamAttack
F1 DLSF 7 {45 18 SR AL BE Jr T 38 30 57 28 58 5 BV 7 A AR
X B0 SCAR B R 2 M AE DL B AT T 28 5 SORE B A B

Comparison of attack effectiveness under limited queries

B BERAL, HERSFE L, TAMPERS 8 i 5t 14 & 1 9 >
e e R A BT L DT AE B 3h R Y R BLmE L+ DLSF. &
JEAETE BT R L, A 4 Ca) v ar RUAR B S U 42 3L Y
Queries ZH B AKET , TAMPERS 1% 722 1k Wi B %5 K, B2 1 AR
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X4 2, BeamAttack W 7F Queries i5 3] FBR B, 45K 7R H
WSSk B, 36 BT HC T e R T 22 A A 1R R B IR e i R D .
SRR T DLSF 724 B A4S AL U [ Y B , 88 4 Wb - i 7 2
TR O 5 X SCAS BT
5.6 XUkl S

POE7IRER K NSRRI Ry R ¥ = NP E I = 2 NI w1 3
AT M MERG 3, 3G 0 H bR AL ) B L B AR E AR AR L AR 1
B AL IR T A B KT BT A B AT DR IE S0 45 R A AR
BT X B B A 7 Ay AP OR IS TNy or A T
NIERY 7 2, 05 5 BARBI R SR M A G i AR s
ot T AR A e TR AR o A S A S 08 X BT 250 2 — b R
B H AR, ik R S BERT-Attack™ 28 S W%
PL MR fE Sy B AR B0 46 . i DLSF A& B 9 X 91 SC A % H An
LT A7 % ot I 5

TE MG AR i AR AS S 2 5 4 Bl 09 D I SR T A 45
PREFAAE . Z S5 G XU Y S5 00 455 Y 15 vk RE S Bt T < X
SO E Rl i A AT I, 3R 8 A T XTI
SR EE R W ) IR 92, 9% BEE 65. 40, P &
TN 10, 7% B FFE) 19, 206 , 3 W] B0 X B R 3G . T
D4R A HER SR I 89. 3% 3R T+ 96. 8%, W H AR 1 (1)
£ P At SR B X — &5 SR DA 7 AR A9 R BEIE S8 T DLSF
Bk T A St .

# 8 XHIIZRATE B AR A 2 doidi i R
Table 8 Performance of target model under attack before and after

adversarial training

W#E /% ASR/% PRW/Y% SIM Queries
B4 E AT A 89.3 92.9 10.7 0. 887 301.2
;A % e 96. 8 65.4 19.2 0. 806 676.1

LRI AU R GRS PRI T — R 805 10y ok
Az UK B RE AR B A A DR XY I SCAR BT b BT TR G A S
A R e RS0 ORI Y ) 8, DLSF 859k 76 S0AR 43 28
FHE BT 55 b R HLH £, B in7E IMDB 34545 1, =X B bR
R U7 0] K AL R 56 28 7 35 BeamAttack™! ) 24 %,
TAMPERS ™™y 17% . k4, B s ffi Ff DLSF 3K B Xt
B SCAS AT X M B SR U 25 IR, HEAE T i SOAR 0 X P SR
G R B A T R T 3t DA Bl A BE B T DLSF It
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