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Instruct-Malware : Control Flow Graph Based Large Language Model Analysis of Malware

ZHOU Yuchen',LI Peng'? and HAN Keji'**
1 School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

2 Institute of Network Security and Trusted Computing, Nanjing University of Posts and Telecommunications, Nanjing 210023, China

Abstract Malware detection and classification face challenges due to their complexity and stealthiness. Although GNNs can ef-
fectively model control flow graphs,thereby enhancing the accuracy of behavioral pattern recognition, their “black-box” nature
limits interpretability. Moreover, existing methods rely heavily on large amounts of labeled data, resulting in weaker generalization
capabilities and difficulties in addressing novel malware. L1LMs possess strong feature extraction and contextual understanding
abilities, capable of efficiently processing few-shot data and achieving multimodal information fusion, thus enhancing analytical
precision and generalizability. Inspired by large language models and leveraging contrastive learning strategies, this paper aims to
simultaneously learn the structure of control flow graphs and assembly instructions, thereby enhancing the effectiveness and flexi-
bility of malware analysis. Based on this, this paper designs the Instruct-Malware framework, which employs lightweight graph-
text alignment projection and two-stage instruction optimization,significantly enhancing the flexibility and robustness of malware
analysis. Additionally, the interpretability of the model has been improved, clarifying the decision-makingprocess. Experimental
results demonstrate that the proposed framework exhibits significant performance improvements in malware classification and
subgraph recognition tasks,surpassing current mainstream approaches and substantially narrowing the gap with specialized mo-
dels. This provides new insights into building an efficient and reliable malware analysis system.

Keywords Malware analysis,Graph neural networks,LLarge language models,Contrastive learning
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Table 1  Performance comparison of various methods on graph

classification tasks

Models APTMalware
Accuracy Fl-score
MLP 0.8314 0.7371
GCN 0.8953 0.8964
GAT 0.9149 0.9129
GraphSAGE 0.9084 0.9027
DGI 0.8442 0.8424
GLNN 0.8783 0.8783
Qwen2-7B 0.8691 0.8682
Llama3. 1-8B 0.8822 0.8799
Instruct-Malware-7B 0.9398 0.9395
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Table 2 Comparing node importance evaluation under supervised and

zero-shot settings

Accuracy
Model
APT 1-APT 1 APT 1-Ramnit APT 1-Lollipop
Qwen2-7B 0.7377 0.4819 0.5228
Llama3. 1-8B 0.7308 0.4853 0.5460
Instruct-Malware-7B 0.8199 0.4957 0.5523
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Table 3 Performance comparison of link prediction methods under

supervised and zero-shot settings

supervision on APTMalware  zero shot on BIG2015

Models

AUC AP AUC AP
GCN 0.8816 0.8694 0.6590 0.6558
GAT 0.8665 0.8764 0.6379 0.6402
GraphSAGE 0.8392 0.8459 0.5818 0.5632
Qwen2-7B 0.9228 0.9186 0.6636 0.5105
Llama3. 1-8B 0.9465 0.9161 0.6623 0.5083
Instruct-Malware-7B 0.9736 0.9561 0.7828 0.6664
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Table 4 Ablation study on model architecture and training scheme

design

METHODS Accuracy F1-score

Instruct-Malware 0.9398 0.9395
+2-MLP 0.9228(—1.7%) 0.9226(—1.69%)
+GIN-JK 0.9280(—1.18%)  0.9258(—1.37%)
Only Projector 0.8560(—8.3%) 0.8563(—8.32%)
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