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Abstract The secure deep space communication network is one of the most important aspects in deep space explora-
tion. A deep space network architecture based on satellites networks was proposed and an efficient and secure communi-
cation scheme for this architecture was studied. In this scheme, the attribute-based encryption algorithms are used to
achieve secure data transmission in deep space networks. The deep space node chooses a set of attributes for data to be
transmitted and encrypts it with private keys corresponding to the attributes and a user can decrypt the cipher if and only
if the attributes set satisfies the access tree user holds. There is no need for the node and the user to authenticate the

identity of each other, so the numbers of information exchange are greatly reduced. The scheme is suitable for deep
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space networks in order to make up the deficiency of costly data transmission,
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