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Abstract Fuzz testing,as one of the automatic bug detection techniques, has found a large number of bugs in recent years by con-
tinuously inputting random or semi-random variant data to the target under test,leading to anomalies or crashes of the target un-
der test. This paper focuses on fuzz testing for network protocol software implementation.and systematically analyses and sum-
marises the research results related to network protocol fuzz testing in recent years. First, the basic process of network protocol
fuzz testing is taken as the traction,and the working principle of fuzz testing technology in the testing phases of protocol message
pre-processing, test case generation,{uzz test execution,and test anomaly monitoring and other testing phases are elaborated, as
well as the progress of its representative research work. Then,through the application of mainstream protocol fuzz testing tools in
the large-scale integrated testing of multiple network protocols, the evaluation and validation of mainstream network protocol fuzz
testing tools are realised. Finally, the research results in recent years are analysed and summarised. Then, the evaluation and vali-
dation of the current mainstream network protocol fuzz testing tools are achieved through the application of mainstream protocol
fuzz testing tools in the large-scale integrated testing of multiple network protocols;{inally,the future development direction and
challenges of network protocol fuzz testing technology are summarised and outlooked.
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Fig. 1 Process of fuzz testing
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Table 2 Branch coverage of the generated-based fuzzers
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forked-daapd 2288 1675 2243
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3 AR5 A SO IR TR 4y 308 o 4 2R

Table 3 Branch coverage results of the mutation-based fuzzers

W LA Peach Peach™® SPFuzz
LightFTP 173 141 174
Dnsmasq 892 900 893
OpenSSL 6069 6174 6222
cyclonedds 23168 22747 23852
mosquitto 5186 5615 6552
libzmq 7920 7759 8647
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Table 4 Average branch coverage by different fuzzers in 24 h
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LightFTP 173 174 0.60
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cyclonedds 23168 23852 2.90
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libzmq 7920 8647 9.20
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Table 5 Average fuzzing times by different fuzzers in 24 h
B SE B Peach SPFuzz R
LightFTP 81925 59784 1.3X
Dnsmasq 86401 68828 1.2X
OpenSSL 70563 669 105.4X
cyclonedds 81581 16625 4.9X
mosquitto 212 9 23.5X
libzmq 3861 7 551.5X
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Fig. 2 Covered branch coverage by different fuzzers in 24 h
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