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Research on Malware Classification Algorithm Based on Instruction Flow Graph

XING Yuyang and WANG Baohui
School of Software,Beihang University, Beijing 100191, China

Abstract In recent years,malicious codes have become increasingly rampant, with both the quantity and types showing a rapid
growth trend. Therefore,machine learning methods have been widely introduced to improve the efficiency of malicious code iden-
tification and classification. This paper focuses on the multi-classification task of malicious codes,adopts static analysis methods.,
and combines technologies such as disassembly,graph construction,as well as graph theories to extract features from the original
files of malicious code samples. Based on the traditional CFG features and bytecode features,the IFG feature is proposed. The IFG
feature, CFG feature,and bytecode feature are respectively used to train machine learning models for a horizontal comparison ex-
periment. From the training effect: Compared with the CFG feature.using the IFG feature,the model’saccuracy rate increases by
about 5% ;compared with the bytecode feature, using the IFG feature,the model’s accuracy rate increases by 0. 3% .and the mo-
del’s training time is shortened by more than 60%.
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Fig. 2 Schematic diagram of malicious code multi-categorization

model framework
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ox152a xor eax, dword ptr [ebp - 6x14]
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.data 0x1534 lea  eax, [ebp - 6x62c]
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Fig. 3 Schematic diagram of executable file structure
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Begin
set G, Ad,Mn,Op
for index, (Ad, Min,Op) in enumerate(assembly_code) :
if Mn. start_wih(*]J”)or Mn==‘CALL":
target_address=Op
G. add _edge(Ad,taget_address,jump_type = Mn)
else:
if index << length(assembly_code) —1:
next_address = assembly_code[ index-+1][0]
G. add_edge(Ad,next_address,jump_type = ‘to”)
End
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Fig. 4 Instruction flow graph visualization
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Fig. 6 Schematic diagram of 1D convolutional neural network

architecture
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Fig. 7 VirusShare malicious code sample naming scheme
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Table 1 Configuration parameters of experimental environment
[
BUERA Windows 10
B WAL 5 Ubuntu-22. 04. 2

CPU Intel(R) Core(TM) i7-10700
w 64 GB
A 1 TB
B+ NVIDIA GeForce RTX 2080Ti

FEREE Python 3.9.13

4.3 EMiRE
A SR RS B 2 (Precision) « B3 A 2 (Recall) 1 F1 {4

3 05 B 0 SR 2 PR BE A 10 53 KR

.. TP
PrecumnfT7P+FP (€*))
TP
Reca[[7T7P+FN (10)
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Horr, TP R IE A IE 0 M 353 Sk IERE A G 8, TN N £
AR A L b TR Ay R A Y B L FP oAy R A A R
U R IERE A A B0, FN O 1E R AR 4 15 38 O 67 B AR
R B,

h it 8 7R Bl T Sy RE — SR 1 7 2 AR R AR B A A T
T Ho 1) 5 3 T 23 3R 78 S o kg i — SR 11 S0 7 AR A0 A A Bk IE
B ST £ LU A8 5 B 1 (B 2008 0 5 R o] 38 9 98 RS- 204
4.4 TBHERHH

R T R TE TR A R B 0 R AR 2 0 JE B AT AL
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KNN.RF, XGBoost Fl CNN 4§ #5 & #f 47 % 2 AU 8D £ 43 26
0SS R “ARRAE S+ 43 FEAR I 2 A ST B A RS B R L Il SR
YNGRt ], an g 2 fr gl .

*2 HREIE

Table 2 Result data
BAEXR +H KR iE /s Precision/ % Recall/% — F1/%
F % # + KNN 3.9 84.0 89.4 86.6
F 4 +RF 31.3 93.1 93.0 93.0
F # # + XGBoost 106. 2 93.9 93.3 93.6
F %+ CNN 139.6 93.3 93.3 93.3
CFG+KNN 0.8 81.1 81.4 81.2
CFG+RF 10.8 88.0 85.3 86. 6
CFG+ XGBoost 23.3 87.6 84. 4 86.0
CFG+CNN 134.3 88.9 90. 8 89.8
IFG+KNN 1.5 89. 2 90. 8 90. 0
IFG+RF 12.7 94. 2 95.6 94.9
IFG+ XGBoost 22.5 94.2 94.6 94. 4
IFG+CNN 137.5 93.3 94.2 93.7

A S50 B0 TT 0 AR SCRIF SR 1Y) TFG R AE , 72 R I RF AL
A A5 B o U 1 A SRR R ARy 94, 226 B IR 95,6 %,
F1{H0 94. 9% s #HLLZ N, 5 A 47 4iE SR FH XGBoost 88 5 i
Iy R R R KRR N 93. 9%, BN 93.3% . F1 5 R
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88. 9% » A I 90. 8% ,F1 {H K 89. 8% . IFG HFAF 7E #E
PEIT A P T, R B AE T AU B AR AR TE text
XY 32 BEPAT AR A AT AR R Ak B R T A Y X T
FIEMIUA T Pe ok 808 . 59 4b, 76 i /| KNN, RF Al
XGBoost A5 HL#% 2 2] 43 2B R (45 B0 R, IFG R AF 79 Il 25 st
[l 5 CFG FRAE T L, A0 b 521 W 4R AE VA W 4 0 . 25 1, TG
CFG F#IE, IFG FHAERY F1EAR & 500 7247 s A7 LU - 15 B RRAE
IFG FRAE /) F1EHE & 0. 3% 224, YIZent 448 60 %L |

GRIE AR TRTESHRENESRGE
BRI O G B A A B AR AR AR L SR BUR A T
text 7 XY R EHAT RIS KRS 18 S48 3 5 I B RIS 4R
A AL R 1 A TR P IR 5 RIS SR BT SRR AE LR AE
S5 R FRAE AT VR AE LB B TFG BR4F 7 5 SR OB TFG 43 1F
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