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Abstract In the context of remote monitoring and unattended inspection in power systems,images have become a crucial medium
for recording and transmitting defect information. However, when transmitted over public channels, these images are highly sus-
ceptible to malicious tampering and forgery, posing serious threats to system security and fault response efficiency. To address
this issue,this paper proposes an image tamper detection and self-recovery method tailored for power communication scenarios.
The proposed approach constructs a perfect hashing-based authentication model using a quantum random number generator,ensu-
ring high randomness and unpredictability to enhance resistance against tampering. It further integrates a block-level image matc-
hing strategy and a SPIHT encoding algorithm to generate both authentication and recovery data. These data are embedded into
the original communication image as fragile watermarks,enabling precise localization and recovery of tampered regions. The em-
bedding key is securely shared via a quantum key distribution protocol,effectively preventing key leakage or manipulation during
transmission. Experimental results on standard image datasets demonstrate that the proposed method outperforms existing
schemes in terms of tamper detection accuracy,recovery performance, security, embedding capacity,and visual quality, making it

well-suited for integrity protection and trusted authentication of power image transmission.
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MSE=ﬁWXiglji(l(i,j)*l/(i,j))z (12)
Hod TG, AT Gy ) 43 30 8 T A AR A5 7K B AR e 45 A
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Table 1 Experimental results of fragile watermark images
Images PSNR/AB MSE  SSIM QI ER/bpp EC/bits
Camera 39.61 7.10 0.9925  0.9988 3.17 803976
Airplane 39. 64 7.06 0.9870 0.9984 3.17 803976
Peppers 39.62 7.09 0.9926  0.9985 3.17 803976

Lena 39.65 7.04 0.9890 0.9985 3.17 803976
Bridge 39.65 7.05 0.9908  0.9984 3.17 803976
Baboon 39.63 7.08 0.9887 0.9988 3.17 803976
Barbara 39. 64 7.05 0.9948  0.9973 3.17 803976

Boat 39.63 7.08 0.9900 0.9983 3.17 803976
average 39.63 7.07 0.9907  0.9984 3.17 803976

F 2 BT A SCHTHR 3L R R R iG55 K B 5 Tk
SO0 AR BRI Oy 5 i BT SR Y K B AR i R
YA I IR A SCI AR A B A TR BT SCk (15716
ARIEEE T 0. 17 bpp A1 1. 67 bpp. H B A # & B EE W 5

iy ¥
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Table 2 Comparison of watermark image quality and embedding load

Sreenivas et al. Prasad et al. Proposed
Images schemel 157 schemel16] scheme
PSNR/dB ER/bpp PSNR/dB ER/bpp PSNR/dB ER/bpp
Camera 37.92 3 42.29 1.5 39.61 3.17
Airplane 38.06 3 42.95 1.5 39. 64 3.17
Peppers 37.93 3 42.21 1.5 39.62 3.17
Lena 37.98 3 42.01 1.5 39.65 3.17
Bridge 37.91 3 42.23 1.5 39.65 3.17
Baboon 37.89 3 41.82 1.5 39.63 3.17
Barbara 37.93 3 42.29 1.5 39. 64 3.17
Boat 37.98 3 41.11 1.5 39.63 3.17
average 37.85 3 42.11 1.5 39.63 3.17
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Fig. 6 Simulation results of tamper detection and self-recovery
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Table 3 Quantitative comparison of image tampering detection
algorithms
[€79)
Schemes Precision Recall FDR FAR
Peng % [30] 98.51 97.38 2.62 0.02
Yin %0311 95. 27 90.79 9.21 0.06
Proposed 99.01 98. 31 1.69 0.01
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