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Information Level Inference Method for Data Aggregation Based on Granular Association
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Abstract To address the issue of sensitive information leakage through the existence of big data aggregation, this study analyzes
the correlation between data deeply and proposes an information level inference method for data aggregation based on granular as-
sociation. The method mines highly associated data objects based on the dependencies of data attributes,and then deduces the pos-
sibility of inferring highly sensitive information from data aggregation when users access the multi-information system based on
the fuzzy set possibility measurement of the sensitivity level of the associated attributes of the data objects. This approach aids in

establishing access policies for users,controlling the control the analysis of associated data,and reducing the risk of information

leakage.
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Fig.1 Diagramof the data aggregation problem
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l.e=1
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3. for j=1 to e do

4. if xgi. <wj * vi>=E;. <w e+ v> then
5. xgi—~E;

6. else e+ +,xg—~E.

7. end for

8. end for

9. fori=1 to e do

10. E—E

11. end for

12. k=1

13.for i=1 to |U/| do

14. forj=1 to k do

15. if xgi. (di) =D;. (d) then xgi—>D;
16. else k+ +, xg—>Dx

17.  end for

18. end for

19. for i=1 to d then

20. Di—D

21. end for

22.fori=1 to | Ul do

23. forj=1toedo

24. if ;D then C(D) < E;

25. i E;ND#0 then C(D)<E;
26. end for

27. end for

27.fori=1 to e do

29. if EE&C(Dy) then regi=POS

30. else regi=BND
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33, Dep<E
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35. end for

36. for i=1 to e do
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39. compute D(E;, E;) by Mgc
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44, end for
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55. end

56. }

57. end for

58. end for

59. for i=1 to |rule| do

60. compute sup,conf by rule;

61. if sup=min_sup,conf=min_conf then
62. R<rule

63. end for

64. return R
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k
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i=1
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w; = Infolcg; ) S™™ /lillnf()((‘g, ) Smex
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Lfori=1to |[Ul—1do
2. forj=i+1to |U| do

3. for I=1 to |R| do

4. if[ xgi»xg; ]E€ R). {obj) then {

5. wi = Info(cg)) S"‘"x/iZk:] Info(cg;) Smex
6. assoc(xgi,xgj) =w; * conf(R})

7. if assoc(xg;,xgj) =min_assoc then
8. Q< ((xgi,xgj)sassoc(xgi,xgj))
9. }

10. end for

11. end for

12. end for

13. return Q

3.4 XBREEREMNITEFREE

W 2 BI0HE G 5 35 ) AN B K B8R J M B =2 1S i 2 ke
N 23 Wil 2 B S B X G 2 T (% DR K 2 e ok i) AR Ak
AR b, Ho i AL 38 T 25080 % 5k 22 T 1 G BB R B LA R vl fig
LA A JE ORI O R . R, X SR R i 1y Bh A R e
i T b 2 4 R BN 08 DG IR P o AR SCTE A2 4 A5 e P DG Ik
KRAEMAER B3R G T XRIBRB W ST AL, A% 3
Ji 7R
&3 XBEEMNISIEEHEL
HA BB AU
it - B AT T A SR 4 R
1.e=|E|
2. for i=1 to |AU/| do
3. if Red'. (w)SAxgi. (wi) then

4. if Red'. (v)=Axg;. (v;) then

5 Axg.%m

6 for j=1 to e do

7. if Axgi. (wi *+ vi)=E;. (w* v) then
8 Axgi—~>E;

9 else e+ +,Axg—~E.

10.  end for

11. end for

12.1=| D]

13.for i=1 to |AU| do

14. forj=1tol do

15.  if Axgi. (di>»=D;. (d) then

16. Axgi—>Dj
17. else I+ +,Axgi—>D
18. end for
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19. end for

20. k=1

21. for i=1 to e do
22. forj=1toedo

23. if xgi. (Aw; *+ Avi) =E;. (Aw * Av) then
24. EL ' <xg;

25. else k+ -+, EL" < xg;

26. end for

27. end for

28. for item; ,item in E71, D! do
29. item;—~E

30.

end for

31. compute Dy ! ,Mi‘:;‘l

32. compute Red™! by D} ', My

33. compute rule'"! by Red'"!

34. compute R by R', Arule,min_sup,min_conf
35. return R*"!

LT AR Red BT AL & B9 J 1 48 o X 1 B4 ot
FIfi 2% . ¥ 5 Red B MEAHA R0 g B T A B
KL ANl 2 BT AT R AL 2 TR D M, B 445 3
TEHTRY SR LI & R

4 XEUEREGFEEHBRAANNER

TETF R S B A 52 G 2R DA K i S I R 0 X 0 Ly ik
il 1 308 Ao DG 6 I A R S AT 4R T M 0 4 YOG R X
SHES I R BUR GO MF B Ry AT AR

EX 8O B EBUREHI &) U W= L.AT
U LWEMEZRLV AT MEEGS Fo={f, fos s fu)
AT B OCIE R P USRI 4R, /., o BURAR BE S s 1Y QTR
KL, S IR 2R A % i DGR B X G T I 114 i Mk, G
PER KRB B AR R CR B, & X AT Bl
EHMES, 5 X AR RS ., T 10T G824 10
PREGE R IR TERUE e X F S JE B, BV c € AT,
7. ()=u (),

EX9 B FAMURTRE S(f M AT BRI, 11«
JEHAEE X A ORI AT R AT T X AT HE, W F
R AT BE M B2 S Sy

Poss(X is F)%LG\QT(F(C) A7y ()

Hi, F(o) R F 88 R (O K5 X A KRBT HE M4 10
£

=

EX 0 KRBT L RA M-S &SRR E BT
RETE P, U F 3010 Jm M 2 7E o T e U R B A4 B 1Y
AL RE PR R S A R Y e A Z AL,

P:éw, (Poss(X is FIFEF, ,S(F)>

max(SCa,),SCas),**))

Hop ke R s R BRR A X LE Q: BN E; PossO RN TIFE £
106 J e v e v ACRR R B T BRI A TT RE R I B . o, R OGIBERL
BYALE 5 E LR -

w=1(Q @)/ 21,@@)
He, I(Q:Q)H K QQ MWEAFE.

1(Q;Q)H=HW@Q)H—HWQ Q)
Hh HP) hw L PWAEEBR. P B U M —A %0

HAFRE A

a3 AR B E LA

H(P):*é:lj)((‘g,)loggp(('g;)

EX N 3 P>, WA R X G R & 1) 7] fig 25 5 Bl
0 R N AR R R o i G TBON B A R s AU
G g S R IR B HE X G 1w e BURREO)) 1 A 27T /g 1 1Y
(B BT 996 A2 12 A% 1 1 504 oF 4 TR) I 28 AT 5 1] 1) 7] 6 A 77 B
AT A5 B R 55 2 4 (0] A, 75 2 BR ) sk L8 A 9 1 3 W) U5
5] 3 X6 HT P 8 95 1) 5 w047 et

WA B3R E S AR SCHR O TR B R A E B BRI Y
HEV S W NG 4 PR,

BiR 4 RO R A S U1 BT R A v
A Qs

i (Q»Si»P)

1. S™* =max(S(Q))

2. i=min({ilf, € F..8>smx))

3. for i=j to |F,| do

4. P=0

5. forl=11to |Q.| do

6. W1:I1(Q11;Qf)/gkjllj(Qf;Qf)
7. compute Possl(X] is F) by Ilx
8. P+ =w * Poss| (X is F)

9. end for

10. if P=1; then return (Q.,S;,P)
11. end for

5 XBWHELSH

T B VEA SCRT AR 0 B TR G Y KR A E B R
SO VT R R T RO, X AR SR B O AT T LS
15 H.52 % 35 55 2 . Python 3. 7. 16, Intel (R) Core (TM) i7-
10875H CPU @2. 30 GHz,32. 0 GB W1, R4 355 8 Win-
dows 10, ARSCES Y 2 B 2 B 5% & 0K BRSO (9 06 B
A Z A1) 8 R BOH P v MU GO SO R AU BT ER 1
[P R . Sy T 2 ST 56 %ok 50 4 V) 22 o I 1 OG R R SR, R S
=5 R LB T v S P ARRAE B Sl 43 (BRI B D B N T R
i o RS2 0 BOHE 0 R AT 2 BOCECHR 8, O o Ak BRCHE J o
B M AL 3 B DT 06 R 0 SR 5 U LB T R M R
A W T REME 43 A LA B4 A BUBAE S 1 AR 4 . SR P4 4
o A5 5 5 05 0 RT3 3R Lk e T o
5.1 KEXZRBEEMNER

MG 1 X 4 S B A A 0 Ji P 22 R G B G R
24 FRARBUELA J& 1 S 4 5 ¢ R 1 Ja Mok L AR 5 AR Al 5
2 X Mk BT AL A B BRCHE X 4 = T Y G B B AT 45 0
FENCIE G T, AL 8 Mk 2 R] Y SE I OC R RIS A B B B e
SRIR B B B o 2 2 [ A G K O R R, 1 B /N SRR
minsup="0. 04, B {5 B minconf=0.5,F B & minassoc =
0. 12 XFHHE A A 1000 A B 47 52 56 15 H I A i S 1K 26
FREE, @R Z 2B SC R RSN E 4 prs., Hoh s
SO — B B T — A AU 4 B R
SEBR YT MR S, P A0 N i e L SR, B SRR
A Z A A T R T A Y SRR AR L A 1) i B £
BT T S BT 52 D) B R L B A R . HLA R SR R
PR X G 22 ] 1 D B G R LS A 18] 5 BT, PRLBROHE o K,
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