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Abstract In the scenario of credit payment service,the detection of fraudulent users has always been a research hotspot. In the
deep learning method, heterogeneous information networks are usually used to model different types of node objects and their in-
teraction relations. For example,nodes are used to represent users and merchants in the payment service scenario,and edges are
used to represent the interaction relations between nodes.so as to make full use of the structural information of the graph. How-
ever, when capturing node feature information, many models that have been proposed often only focus on the end nodes of the me-
ta path and ignore the information of the middle nodes of the meta path, which will lead to the problem of information loss.
Therefore, this paper proposes a heterogeneous graph fraud user detection model based on knowledge graph embedding. Firstly, it
introduces the knowledge graph embedding method as the meta path internal aggregation encoder. Different from the method of
only focusing on the upper nodes of the meta path,the meta path internal aggregation coder will pay attention to the intermediate
nodes of the meta path when obtaining the node information,so as to gather the node information on the whole meta path,which
can effectively solve the problem of information loss. Moreover, it designs a multi-layer fusion attention mechanism to simulate
users’ preferences for attributes and meta paths from the node and path levels,and analyzes the importance of features from the
perspective of fusion at the global level. The experimental results on different types of data sets show that the proposed model a-
chieves relatively good results compared with many existing fraud detection methods.
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Fig. 1 Overall architecture of the model
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Fig. 3 Experimental results on Synthetic Financial Dataset
4.5 JHELLIG

H T RAEFAIECR R T ARG R A ERE RS
BLE A A 2 FRATBET T LUR A S2 58, Horh Oursje 88
WA AN AE R, Ours,, 88 B % 8B T I8 42 19 48
Ji s Ours o 2R R IR A B A A TT B AR 195 B Oursy R
IRANE 4 )R R P

ke 3 K 4 Bros o £ BR 4 A8 LE BB, 455 i
LI AR R LA TR, TEAFIEW A NAR
B R BRI SRR AR R AR R U B — e AR T AR DL R
BEA i 4 )R TE = 7 AL L RSB AY F1-Score 43 51 BEAR T

250400085-5



Com puter Science TTHHLEIS  Vol. 52,No. 11A,Nov. 2025

0. 08 N 73 5.0 13 N H 43 5.0, 05 ANH 48 5.0, 02 4~ H 7
HoAccuracy SR BEAR T 0. 12 AT 48 5L 0. 16 AT E A
0.07 NHIFRL0. 02 DNE T, KR, Ik 4,18 5 Fim,
1E 8 4E %2 Synthetic Financial Dataset ) SLI 5 R EG EH S
DBLP ¥ & Bl 5.

# 3 1€ DBLP %4 4 b 0wl 52 3 25 2R

Table 3 Ablation experimental results on DBLP
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Fig. 4 Ablation experimental results on DBLP
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Table 4 Ablation Experimental results on Synthetic Financial Dataset
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Fig.5 Ablation experimental results on Synthetic Financial Dataset
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