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Malware Detection Based on API Sequence Feature Engineering and Feature Learning

YANG Yizhe, LU Tianliang. PENG Shufan and LI Xiaolin

College of Information Network Security,People’s Public Security University of China, Beijing 100038, China

Abstract API sequence-based malware analysis methods can effectively capture the behavioral characteristics of programs during
runtime. However, existing detection approaches typically focus solely on API names while neglecting parameters and return
values,or fail to adequately explore their semantic information and inter-parameter correlations, resulting in limited detection per-
formance. To address this, this paper proposes a malware detection method combining systematic feature engineering with a deep
neural network architecture. Specifically, the method implements structured encoding of API sequences based on the data charac-
teristics of API names,parameters,and return values. Multiple RefConv convolutional blocks are then employed to extract multi-
scale features for each API call. Finally, the feature vectors are fed into a parallel recurrent neural network based on BiGRU-
BiLSTM to learn long-term and short-term dependencies within API sequences. Experiments conduct on a dataset containing
25000 API sequences, this method achieves 93. 55% accuracy in comprehensive performance tests. Validation through temporal
concept drift.spatial concept drift.and ablation experiments demonstrates that the proposed method can effectively detect malware,

Keywords Malware detection, API sequence, Feature engineering, RefConv,BiGRU,BILSTM
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Fig. 3 Flow of dataset construction
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Table 4 Source of executable file

x5 B EHRE
TE VirusShare. com 17012
5 github. com 1458
B M VirusShare. com 2110
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Table 5 Distribution of malware according to their types
(S HE B/ %

Grayware 3958 23.27

Downloader 3331 19.58
Ransomware 4601 27.05

Others 1298 7.63

Exploit 1112 6.54

Clicker 834 4.90

Backdoor 675 3.97

Virus 670 3.94
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Table 6 Dataset segmentation
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Table7 Comparison of comprehensive performance
R BHE/Y% F1 2 #
DMDS 92. 87 0.9344
FastText 90. 97 0.9084
DMalNet 92. 65 0.9327
MyModel 93.55 0.9418
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Table 8 Accuracy on samples from varying types

[€79)

#A Downloader Exploit Grayware Ransomware Virus Backdoor Worm Clicker
DMDS 92. 35 92. 45 72.8 95.7 83. 81 76.37 81.61 89.93
FastText 79.00 91. 85 60. 4 94. 8 82.91 71.48 86. 1 88.6
DMalNet 92.05 86.15 91.5 96.45 86. 06 80.59 92.03 91.91
MyModel 93.05 93. 89 91. 14 96. 7 86. 88 84.37 93.94 93. 88
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Table 9 Performance on samples from varying years
B : ’2020 E2 : : ’2021 ES :
HHE/Y F1 2 # BHE/N Fl 2 #
DMDS 91.67 0.9199 93.21 0.9243
FastText 89.13 0.8913 80.49 0.7967
DMalNet 91. 30 0.9055 88.76 0.8596
MyModel 94. 20 0.9394 94.02 0.9351
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Table 10 Ablation study on feature engineering module
e EHE/% F1 %%
API 4 # 89.70 0.9344
API 4 # + AP1 % # 92.83 0.9084
API 4 # + AP1 % % + API 3 & & 93.52 0.9418
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Table 11  Ablation study on convolutional module
e e E/ % F1 %%
X4 A — A CNN 3 90. 20 0.9002
X4 # — -/~ RefConv # 92. 30 0.9200
# ¥ A RelConv 3 3% 4 2 X 93.52 0.9418
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Table 12 Ablation study on recurrent neural networks
HE EHE/N F1 4%
X4 BILSTM F % 92. 21 0.9189
4 A BIGRU F % 92. 36 0.9351
BiLSTM 5 BiGRU 347 % 3 93.52 0.9418
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