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Abstract As substations evolve from isolated systems to complex networks spanning IT and OT,the security threats they faced
are increasing,making the identification of potential attack paths in remote monitoring networks crucial. This paper presents an
automated attack path planning method based on the MITRE ATT & CK framework. It treats ATT & CK techniques as attack
primitives and maps attack stages using the Cyber Kill Chain. A formalized threat model is constructed.and a PDDL-based me-
thod for automatic generation is proposed,transforming the attack path discovery problem into a general automated planning issue
for fine-grained analysis. Experimental results show that this method reduces reliance on user expertise,generates comprehensive
and practically valuable attack paths based on specific network topologysand provides strong support for automated penetration
testing and security defense system development.
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Fig. 1 Data flow diagram of TEC 61850 smart substation
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Fig. 2 Example of Blackenergy attack
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Fig. 3 Result of Blackenergy attack path planning
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Overview of PDDL automatic generation algorithm
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Fig. 5 Graph data structure based on Neo4j
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# 3 Neodj 11T
Table 3 Neodj node design
K 5 s B

DEVICE % % 7 &
T #AF &

STATION_DEVICE 35 B KA name, ip,mac, function
BAY_DEVICE 16 [ 2 % & name.ip.mac.function
PROCESS_DEVICE fel =R E-3 name.mac, function
STATION_NET 3k 4% B W % name, protocols
PROCESS_NET A ER% name, protocols
VULNERABILITY e 5 % ID,name.description
TECHNIQUES o H A name, tactic, description

Neodj MBI 4 Fi5, T @M ZRMKER;
KRG WE 5 FiR,
# 4 Neodj Bixit
Table 4 Neo4j edge design

i % Rl %

# # VULNERABILITY 5 4 % DEVICE
A LR TSR A L

# # TECHNIQUES 5 VULNERABILI-
TY, % W 3 & % 7 F A B g K

#4 DEVICE % & 5 NET % %, % W% %
[ERNGRCE S

HAS_VULNERABILITY

EXPLOITED_BY

CONNECTS_TO

) 1 B LAY SR JE A PDDL SCH A= Al B B AR 478 1] 4L
i FE A= B PDDL B JC % L F-Hf ik 2 50 3 20 2% i PDDL Ay 3, 3¢
15 1 S

Bk 1 #5338 T PDDL 4l 2 L 304 domain. pddl B9 H 3
At AR, H T AL FE types. constants, predicates P & ac-
tions 4 K FEEITHK : types MG K EHE I G Py AL AR
s constants Sy SO B AR TR G iy T 1 R AR R AN
T836 4% ; predicates M HE R 2 A= i, H T4l i 7 48 B 4b A 1R
A B — N F XN — 4 action, B 2 & AT A8 SR BCR) 2k 2
Yo BRIz Ah M ) 25 A% 05 B 19 454 B B A= RN it 3
P A RSCPE I 6 o
BiE 1 PDDL GUUE SR A i i
HIA:(G.D
it : (types. constants, predicates,actions)
1./ = 4 i PDDL (¥ 28 B4 &+ /
2. for each node in G do
3 add node. type to types
4, if node. type==TECH do
5 add node. name to constants
6 end if
7. end for
8./ x MAEILR Bt A4z i PDDL #17 * /
9. Generate predicates from design
10. / % A, PDDL B fE * /
11. for each TECHNIQUES in G do
12.  ATTACK_PHASE=T(TECHNIQUES)
13.  Generate action from ATTACK_PHASE
14.  add action to actions
15. end for
16. Generate default-actions
17. add default-actions to actions
18. Generate domain. pddl
19. return domain. pddl

(define (domain attackpath_discovery)
(:requirements :strips :fluents :equality)

(o P . ey
OUT_DEVIC STATION_DEVIC BAY_DEVICE - Device
OUTSIDE_NET STATION_NET PROCESS_NET - Net
VULNERABILITY - Vulnerability
TECHNIQUES - Techniques

)

(:constants HE
T0864 RE DEEXIN CC AC...... - Techniques |

)

(:predicates i %t
(Vulnerability ?v)
(connected ?d1 ?d2)
(Information-Collected ?d)

)

(:action T0864Delivery AR

:parameters(?devicel ?device2)

:precondition

(and
(or (Device ?devicel) (Net ?devicel))
(or (Device ?device2) (Net ?device2))
(connected ?devicel ?device2)
(Compromised ?devicel)
(Information-Collected ?device2)
(has-techniques ?devicel T0864)

)

ceffect (Payload-delivered ?device2)

Fl6 SUEE L CIER il

Fig. 6 Example of domain definition file
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ol F% R 60 Vi FIBR 71 14T . Ak A0 R 7 e es) s s
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Pﬁ?r Attacker Hostl HMI P&C IED ...... |
Bk 2 PDDL [ S0Pk M ik Cini WHRE
(Payload-created Attacker)
Jfﬁu)\ :G (connecte:i Attacker Hostl)
ﬁﬁ H (objects.inits,goal) (has-techniques Attacker T0864)
1./ * A i PDDL Xt 4 % / ) _
B % (:e0al H AR A&
2. for each node in G do [(Objective-achieved Host1) |
)
3. add node. name to objects
4. end for &7 IR SR )
5./ % 42 i PDDL ¥ G4k 75 » / Fig. 7 Example of problem definition file
6. for cach DEVICE in G do # 1 PDDL 34 SCR I . 7T 39 R 2 Flodl fol 2% AT 8 42 10
7. add connected-neighbor to inits R, A S B SGPlan, % 0 % 22 5% FH N () 55 3, R I ik 5% 45
. f achTECH in G P
S forcachTECH in G do 10 7T A7 m%Lﬁﬁ%LaiLﬂﬁﬁ&K&%%%ﬁ%%
9. add DEVICE-TECH inits
) o Ak, A7 L W R 4 o O 1 A7 A 2 A 0RO
10.  end for
HR T 3k 22 19 B9 R 5 domain. pddl SCH % 22 18] 110 3% B2 1R
11. add DEVICE-TECH-default to inits . - .
12 end fo DEEHATHN MBS, B8y 6 NFEIERT — &8
. end for
15, / % L3 PDDL B4z  / i £ S U B AR I R R i
r-—-—""""""" T Tt T T T T T T T X |
| | L |
| 1| ! |
| () ' L !
| | |
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Fig. 8 Example of attack path discovery
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Microsoft Threat Modeling Tool(MS-TMT) £ F STRIDE #&
A FhIRH RGP . SG_TMT J& Lars Halvdan Fla"™* ] Fi
MS-TMT 611 ) FH T8 A8 22 v ol L PR A AEAR . Neodj H
T LA &5 4 77 % J8 B 452 78, Python % 4 Neodj BUHRE B A B
PDDL $ifi i 3L , SGPlan AR 48 12 SC A R0 Bk B8 A%
5 LETH
Table 5 Experiment tools

Ik R A

Microsoft Threat Modeling Tool 7.3.31026.3
Neo4j community-5. 22. 0
Python 3.8.12
SGPlan 5.2.2
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Fig. 9 Experimental scenario
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#£ 6 MS-TMT H 31k g iR 5 45 5
Table 6 Automated threat identification results of MS-TMT

& Jin 2 BB E MITRE ATTR&.CK # £
L] 15 T0865,T0863,T0856,T0848,T0855
T0836.T0838, T0823, T0806, T0874, T0873.,
974 30 T0858.T0843. T0839. T0835, T0821, T0889.
T0871,T0834
P 3 ’T‘0803,’"1‘“0804.,’T805, ’"l“‘0816,’"1‘“08'81.,T0833.
T0857,T0809.,T0814,T0878,T0838
N T0802,T0811,T0852, T0801, T0861, T0845.,
5 B 32
T0877
T0817.T0865. T0819, T0833, T0866., T0847 .,
A 1A 15 T0864,T0891,T0812, T0859, T0863, T0869,
T0885
WA R 3 —

4.2 WEREEANZW

58 JRSE B 3 s 0 BB IR B 22 05 e B AR R IR S I 4K
PDDL & A 8 A4 B L 43 3 5 R AT, B UM A B 4 #2 . PD-
DL fifi 3 SO Az il B 2 i i A 2 B

ST FH A S I I 2 R R AL G R
5 ATTCK A Z A A WL & &R L B g (f (device)) W15 7
FRH . S5E R R F L A Neodj PR R, DL $ i
G5 R A7 PR R

XA S R R o NS i)

Table 7 Device and attack technique mapping
LR LES MITRE ATT&.CK # £
I # (Attacker) T0817,T0847,T0864,T1087

it £ £ #l 1(Host1)
i 2 £ 4l 2(Host2)

T0865.T0863,T0802
T0865.T0848,T0834,T0809.T0811.T1548, 002
T0865. T1059, T1133, T1018. T1056, T1566,
T0866.T0891

T1071,T1040,T0856

T1059. T1136, T1570, T1112. T1055, T1070,
T1562.T0874.T0843

T1059,T0881,T0885

T0823, T1059, T1136, T1570, T1112, T0871,
T0816.T0852,T0859
T1059,T1133,T0822,T0884,T0812

T1071, T0885, T1040, T0830, T0855, T0856,
T0803,T0804

T0803, T0836, T0838, T0839, T0873, T0858,
T0821.T0889.T0869

T0804. T0838, T0856, T0878. T0845, T0877.
T0869

i # % IED(CBIED)  T0813,T0806.T0805

43 % L (MUIED)  T0813

8] 1§ 2 K % (Bnet)  T0830.T0855.T0856,T0803,T0857

it #2 £ Hl 3(Host3)
it 72 ] % (Onet)

I #2 Ui 35 (Edevice)
ik % # (Service)
AHLEE B (HMD
3k % B PC(SPC)
3k 45 & B % (Snet)

% #* IED(PCIED)

il & IED(MIED)
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Table 8 Device threat factor

i & O NE TEAMNE M R
Attacker 6 0 0 2.4
Host2 0 3 1 1
Host3 10 3 2 5.4

SPC 36 10 0 16. 4
Edevice 2 12 1 3.6
HMI 1 18 2 4.8
Service 1 6 1 2
P&.C IED 1 3 22 9.8
MIED 1 1 12 5.4
CB IED 0 1 6 2.6
MUIED 0 1 3 1.4
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Fig. 12 Attack path planning results for scenario 1
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Fig. 13 Attack path planning results for scenario 2
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Fig. 14 Attack path planning results for scenario 3
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Fig. 15 Attack tree for circuit breaker
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