wfﬁ-’ffh?f*l'?

COMPUTER SCIENCE

BEFERIRES RESBERTHNLPYRSEERASZE
SKEM, SKIEME, PREl, BFK, KRR, Wl

5IAEX

IKEE, KBS, BRIl BT, KER, B ETRREESRSHEBRTHNLPYRESEEERT
U] ENRE 2025, 52(12): 428-434.

ZHANG Peng, ZHANG Daojuan, CHEN Kai, ZHAO Yufei, ZHANG Yingjie, FEI Kexiong. Enhancing NLP
Robustness Against Attacks with Retrieval-augmented Classification and Decoupled Representations

[J]. Computer Science, 2025, 52(12): 428-434.

HUXEEE (SERXME IE JEREENE)

Similar articles recommended (Please use Firefox or IE to view the article)
KIESRERN S E A RAIEERRAK

Multi-agent Collaborative Code Generation Technology Driven by Large Language Models

HENRIE, 2025, 52(11A): 241200033-9. https://doi.org/10.11896/jsjkx.241200033

ETREZINBRESVIERAEEEIERRTHNARR
Research on Application of Deep Learning-based Natural Language Processing Technology
inIntelligent Translation Systems

HENRIE, 2025, 52(11A): 241000037-6. https://doi.org/10.11896/jsjkx.241000037

ETZESRABSRNENNRSICENTE

Multi-language Embedding Graph Convolutional Network for Hate Speech Detection

HENRIE, 2025, 52(11A): 241200023-8. https://doi.org/10.11896/jsjkx.241200023

S RMEATE ST A XIS B R 47

Review of Application of Information Extraction Technology in Digital Humanities

HEHRIE, 2025, 52(11A): 250600198-10. https://doi.org/10.11896/jsjkx.250600198

ERNATLEREBRESHEPHMN AL
Review of Artificial Intelligence Generated Content Applications in Natural Language Processing

HEHNRIE, 2025, 52(11A): 241200156-12. https://doi.org/10.11896/jsjkx.241200156


https://www.jsjkx.com/CN/10.11896/jsjkx.250500005
https://www.jsjkx.com/EN/10.11896/jsjkx.250500005
https://www.jsjkx.com/CN/10.11896/jsjkx.241200033
https://doi.org/10.11896/jsjkx.241200033
https://www.jsjkx.com/CN/10.11896/jsjkx.241000037
https://doi.org/10.11896/jsjkx.241000037
https://www.jsjkx.com/CN/10.11896/jsjkx.241200023
https://doi.org/10.11896/jsjkx.241200023
https://www.jsjkx.com/CN/10.11896/jsjkx.250600198
https://doi.org/10.11896/jsjkx.250600198
https://www.jsjkx.com/CN/10.11896/jsjkx.241200156
https://doi.org/10.11896/jsjkx.241200156

http: /www. jsjkx. com
DOI; 10. 11896 /jsikx. 250500005

St A 2

ETRZFIERESEXSHBRTH NLP X

IR BRI
B hENEALEE

% % I‘i*iEﬂ'ﬁlf

O HiER OB B ®FETX
FEEARFEFRTEARAG R WA
(zhangpeng(@epri. sgcc. com. cn)

Jb 7 102209

W E 2 A8 KEF AP (Natural Language Processing, NLP) 4 & £ & £ L K 4 —J;é'ff%q’%ﬁﬂl'ﬁi?ﬁ’fﬂ@ﬁ‘ﬁ'#fi'iﬁ%ﬂﬂ'
RABEBZREEZE, ARMNE—FARET ARG ENBrE T AR TERESAAETHEHR

% FINT k-3 AR (K-Nearest-Neighbor, KNND A& R AUH], AR B § 0947 £ Tl 2 R 54 & 2 ad 4 ol HF R AR & /\%Ha %
S EHERER IR R AREGRI, BT EN—ROFTETHE LSRR EZMANEATERA TR T AMELT
EFEATHFRGOBRETERNGARAL, BT ELHALERBERPIHFNUARILEG T THER, EWNTHREG T EEF
RATEAGEHRE . ERAET, TEEREAETI0AT 2L I0 T2 5. PR ERALE TRALBEZRAAS
RHEN, XEFBRE—FBIETEAFT EOAAR  LAL LR, EFPBBAT T THEELTENRAEAETLE L
KR R LGS LB E; AR BT BN EHM  KNN & & REFT

hESES TP391

Enhancing NLP Robustness Against Attacks with Retrieval-augmented Classification and
Decoupled Representations

ZHANG Peng,ZHANG Daojuan, CHEN Kai,ZHAO Yufei,ZHANG Yingjie and FEI Kexiong
State Grid Laboratory of Power Cyber-Security Protection and Monitoring Technology,China Electric Power Research Institute Co. ,Ltd. ,

Beijing 102209, China

Abstract While NLP models have achieved state-of-the-art performance across various classification tasks, their vulnerability to
adversarial attacks remains a significant challenge. This paper introduces a novel retrieval-augmented classification approach de-
signed to enhance model robustness against such attacks. By leveraging KNN retrieval mechanism, this method interpolates the
predicted label distributions with those of retrieved instances, strengthening the model’s decision-making process in adversarial
settings. A key innovation of this work is the decoupling of the representation spaces used for classification and retrieval, which
mitigates performance degradation and training instability caused by shared representations. The proposed method is evaluated
across a range of benchmark datasets under various adversarial attack scenarios,demonstrating substantial improvements in model
robustness. Specifically, the accuracy drops typically observed under adversarial conditions are reduced by 30 percentage points to
40 percentage points, with the proposed approach maintaining performance stability even under intense attacks. Comprehensive
experiments validate the effectiveness of the proposed method, highlighting the impact of both retrieval-augmented classification
and decoupled representations in creating more resilient and reliable systems.

Keywords Adversarial defense, Retrieval-augmented classification, Natural language processing, Model robustness, KNN retrie-

val, Representation learning
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Fig. 1 Schematic diagram of the proposed method for construction of data storage and final label prediction process
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Table 1 Experimental parameter settings
] ZH EN
config OCNLI TNEWS AFQMC IFLYTEK  WSC CSL CoLA  SST—2  MRPC QQP MNLI-m/mm QNLI
Best Lambda 0.2 0.8 0.0 0.1 0.1 0.2 0.3 0.0 0.0 0.5 0.0 0.2
Batch Size 64 64 64 64 64 64 32 32 32 32 32 32
Learning Rate  2X10° 2X10°° 2X10 ° 2X10 ° 2X10 ° 2X10°° 1X10 ° 1X10°° 1X10 ° 1X10° 1X10 ° 1x10°
Init Model MacBERT MacBERT MacBERT MacBERT MacBERT MacBERT RoBERTa RoBERTa RoBERTa RoBERTa RoBERTa RoBERTa
Warmup Steps 100 300 100 100 00 300 100 100 100 100 100 100
Training Epochs 3 5 3 3 3 3 3 3 3 3 3 3
Max Len 150 200 128 512 200 512 128 128 128 128 128 128

D https://github. com/facebookresearch/faiss
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Table 2 Accuracy results on 12 classification datasets

(73]
Zid Methods X
OCNLI TNEWS AFQMC IFLYTEK WSC CSL
1 MacBERT 78.71 58.76 75.49 61.45 87.17 83.97
2 MacBERT+ FGSM 47.38 27.83 44.16 32.02 56.02 52.52
3 MacBERT+ PGD 42.47 25.23 41. 27 28.06 53.07 49. 39
4 MacBERT+ FGSM+ Ours 74.66 55.50 71.85 58.58 83.68 79.87
5 MacBERT+ PGD-+ Ours 74.04 54.77 71.27 57.47 83.20 79.29
Zid Methods RX
CoLLA SST-2 MRPC QQP MNLI-m/mm QNLI
6 RoBERTa 67.49 96. 44 90. 69 92.18 90. 15 94.76
7 RoBERTa+FGSM 36. 31 64.67 58.94 61.55 58. 94 62.91
8 RoBERTa+PGD 33.70 61.87 55.88 58.19 55.93 60.12
9 RoBERTa+FGSM+ Ours 63.92 93. 14 86. 24 88.13 86. 30 90. 50
10 RoBERTa+PGD+ Ours 63. 20 92.63 86.73 88.68 86.92 90.92

3.4 FEHZER

MG 3 I I g A, w] LU I DL 458,

DLRF id A3 T A S8 0 B R R A AN
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* 3 FIERIH A BT
Table 3 Ablation analysis of algorithms
(€79)

Methods OCNLI TNEWS AFQMC SST-2 MRPC QNLI

Base Model 78.71 58.76 75.49 96. 44 90. 69 94.76

Base+FGSM-+ Ours 74. 66 55.50 71.85 93.12 85.69 85.51

Base+PGD-+ Ours 74. 04 54.77 71.27 91.02 85.98 86. 37

Base+FGSM-+KNN 56.99 37.71 53.95 75.65 68.78 73.65

Base+PGD+KNN 52.25 35.25 51.39 72.85 66. 66 70.72

Base+ FGSM+ KNN_TL 62.01 42.70 59. 30 80.49 74.51 78.53

Base+PGD+KNN_TL 57.64 40. 33 56.63 77.88 71.79 76.06

Base+FGSM+KNN_TL_D 72.00 52.76 69.32 90.78 85.06 84.77

Base+PGD-+KNN_TL_D 71.80 52.69 69.00 90. 24 84.21 84. 04
3.5 itig JEHREX UG, EIEE KT, B8 MEAN J5 R 7E K
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Table 4 Accuracy results under normal conditions and adversarial attacks (FGSM and PGD) with different retrieval vectors

%)
# X
Datasets CLS MEAN MAX
Base FGSM PGD Base FGSM PGD Base FGSM PGD
OCNLI 78.98 67.01 64.53 77.96 61.39 58.52 77.01 56.05 53.45
TNEWS 59.37 48.25 45. 44 59.17 43.16 40. 50 57.89 36.72 34.02
AFQMC 76.18 64.93 62.01 76.34 59.92 57.24 76.04 55.04 52. 14
IFLYTEK 62.25 51.30 48.68 61.87 45.61 42.91 61.31 40.41 37.80
WSC 91.12 79.53 76.76 91.12 74.43 71.89 90. 28 69.01 66. 35
CSL 84. 30 72.87 70. 41 84.57 67.80 65.17 83.96 62.30 59. 60
#* X
Datasets CLS MEAN MAX
Base FGSM PGD Base FGSM PGD Base FGSM PGD
CoLLA 70. 49 58.85 56.26 69. 24 52.98 50. 32 68.79 47.65 45.05
SST-2 95.56 70.51 67.83 95.99 78. 88 76.13 94.98 73.11 70.30
MRPC 90.93 78. 89 76.27 90. 69 74.11 71.38 89. 84 68.41 65.71
QQP 92.08 78.78 76.22 92.15 75.40 72.72 91. 39 69.92 67.27
MNLI-m/mm 90. 50 78.47 75.92 90. 64 73.92 71.25 89.74 68. 64 65.93
QNLI 95.15 80. 62 78.07 94. 85 77.87 75.02 94.17 72.64 69.99
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Table 5 Optimal A values for different datasets under different conditions
Situation OCNLI TNEWS AFQMC IFLYTEK WSC CSL ColLA SST-2 MRPC QQP MNLI-m/mm QNLI

Opt. (Normal) 0.3 0.7 0.1 0.2 0.2 0.3 0.4 0.1 0.1 0.6 0.1 0.3

Opt. (FGSM) 0.4 0.8 0.2 0.3 0.3 0.4 0.5 0.2 0.2 0.7 0.2 0.4

Opt. (PGD) 0.5 0.9 0.3 0.4 0.4 0.5 0.6 0.3 0.3 0.8 0.3 0.5
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