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Section Sparse Attack: A More Powerful Sparse Attack Method

WEN Zerui,JIANG Tian, HUANG Zijian and CUI Xiaohui
Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of Education, School of Cyber Science and Engineering,

Wuhan University, Wuhan 430000, China

Abstract Deep neural networks(DNNs) have long been threatened by adversarial attacks, particularly sparse attacks in black-
box attacks. These attacks rely on the target model’s output to guide the generation of adversarial examples and typically deceive
image classifiers by perturbing only a few pixels. However,existing sparse attack methods suffer from inefficiencies due to the use
of fixed step-size strategies and poor initialization approaches, which fail to fully exploit perturbations. To address these issues,
SSA is proposed. Unlike other methods that use fixed step sizes,SSA adapts the step size based on historical search information,
thus accelerating the discovery of adversarial examples. Additionally,recognizing that sparse attacks in black-box settings tend to
perturb high-importance pixels,SSA uses an initialization strategy based on the CAM,interpretability method,to quickly identify
and initialize populations of high-importance pixels. Finally,to confine perturbations within critical sections and maximize their ef-
fectiveness during the search process,SSA adopts a section search strategy to reduce the search space. Experimental results de-
monstrate that SSA outperforms the SOTA (State-of-the-Art) methods, in attacking traditional convolutional networks and Vi-
sion Transformer(ViT) models. Specifically, SSA achieves a 2% ~8% improvement in attack success rates and approximately
a 30% enhancement in efficiency.

Keywords Artificial intelligence security. Adversarial examples, Interpretability,Sparse attack,Random search
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Table 1 Attack success rate,the average number of queries,and median number of queries for attacking
ResNet and VGG networks under four different budget conditions
VGG ResNet
Setting Attack
ASR® Avg. query#  Med. query ¥ ASR® Avg. query ¥ Med. query &
SparseRS 46.63 31.7 24 40.71 31.5 23
Pixle 33.87 33.6 27 29.16 31.3 25
K=50 adv. (Ours) 47.74 29.5 19 11.22 29.2 19
Q=100 cam. (Ours) 49.77 29.2 20 44.61 29.5 19
cam. +adv. (Ours) 49.78 27.8 16 43.48 26.8 14
SSA(Ours) 52.18 27.8 17 46.19 30.2 21
SparseRS 78.90 113.6 61 70.82 116.8 65
Pixle 59.50 154.1 110 50. 14 148.3 108
K=50. adv. (Ours) 79.59 113.3 63 71.76 121.5 72
Q=500 cam. (Ours) 79. 47 105.8 53 72.58 112.3 57
cam, +adv. (Ours) 79.76 106. 2 56 72.28 113.6 61
SSA(Ours) 81. 31 100.7 53 74. 64 111.9 63
SparseRS 62. 66 28.1 18 54.78 28.3 19
Pixle 33.87 33.6 27 29.16 31.3 25
K=100 adv. (Ours) 63.49 26.1 14 54.75 26.2 14
Q=100 cam. (Ours) 66. 72 24,7 13 59. 58 25.9 15
cam. +adv. (Ours) 65.83 23.8 11 58.26 24.2 11
SSA(Ours) 68. 81 23.6 11 59. 66 24.4 12
SparseRS 89.09 87.9 37 82.73 98.9 43
Pixle 59.50 154.1 110 50. 14 148.3 108
K=100., adv. (Ours) 90.63 85.7 37 84.70 99.6 48
Q=500 cam. (Ours) 89.73 79.9 28 84.10 91.5 33
cam, +adv. (Ours) 91.29 80.0 30 85.73 89.6 38
SSA(Ours) 92.08 74.1 28 87.24 88.8 37
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Table 2 Attack success rate,average number of queries,and median number of queries for attacking

T2T-ViT under four different budget conditions
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Fig. 3 Attacks on two models using different interpretable methods
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Attack T2T-ViT using class activation maps generated by different models
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Table 5 Time analysis and comparison
Attack Partition Time Generation Time
SparseRS 22.3
SSA(Ours) 0.35 26.3
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Table 6 Stealthiness analysis and comparison

K Attack Distance
51 l2
SparseRS 2.04 0.23
8 BruSLeAttack 1. 64 1.03
SSA(Ours) 1.98 0.21
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