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Anomaly Detection and Repair Methods for Dynamic Adjustment of Business Process

LIU Fujie and FANG Xianwen

College of Mathematics and Big Data, Anhui University of Science and Technology, Huainan, Anhui 232001, China

Abstract In the wave of digital transformation, the anomaly detection and repair of business processes are crucial for ensuring
the operational efficiency and decision-making quality of enterprises. Meanwhile, higher requirements are put forward for its de-
tection and repair technologies. Traditional anomaly detection methods can no longer meet the needs of real-time monitoring and
adaptive adjustment of current business processes. Most of the existing methods focus on static analysis and do not fully consider
the complexity and variability of the business environment,so it is difficult to adapt to the needs of dynamic changes in processes.
Based on this, this paper innovatively proposes the AAHM. This method improves the accuracy of anomaly detection and the ef-
fectiveness of repair through dynamic parameter adjustment and real-time data feedback. To verify the effectiveness of this me-
thod, four groups of real event logs are used for simulation in the experiment. The results show that this method can effectively
identify and repair abnormal behaviors and restore the normal execution of business processes through feature vector completion
and behavior repair strategies. In addition, through post hoc test analysis of the experimental results, the effectiveness and ration-
ality of the proposed method are further verified.

Keywords Process mining, Anomaly detection, Adaptive method, Abnormal repair, Post hoc test
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B SCEEERAT . BEE B R A & R, 2 by vk AR b DL 51 4k
PR A SRS O AR X B SOk AT o e L
J B S w W ST R A O vk
2.1 RE®/RNEZE

SR 1 (R A 2 B AR e AE AT A 20 I AR
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Table 1 Event log fragment
% 7] ID F 4 1D - R - -

i 8] B & o *E A

001 2023-05-01 09:00 Submit Order Supplier A 0

1 002 2023-05-01 09:30 Process Order Supplier A 50
003 2023-05-01 10:00 Ship Goods Transporter X 100

001 2023-05-02 08:30 Submit Order Supplier B 0

2 002 2023-05-02 09:00 Process Order Supplier B 50
003 2023-05-02 10:00 Ship Goods Transporter Y 80

001 2023-05-03 10:30 Submit Order Supplier C 0

3 002 2023-05-03 11:00 Process Order Supplier C 50
003 2023-05-03 12:00 Ship Goods Transporter Z 120

EX 2(bp% Petri W) N=(PL,TR,F,AC,L/) &
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Fig.1 Directly follows graph
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K 2 45t T AE N S E 4b P 75 (Adaptive Anomaly
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Fig. 3 Feature coding method
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38 s Y B R AR B AN R 1 PR
HiE
INPUT.: /4 H &% LAWK S 40
OUTPUT: ART Hifi i A& M
1.0_ART < init(L) ;

Adaptive Dynamic Adjustment Algorithm

2. F < extract_features(L);

3. foreach f €F do

4. 0_ART < fast_learn(f,0_ART);

5. 0_ART < update_weights(0_ART,.f);

6. foreach f' € new_logs do

7. match_result<— match(f',0_ART);

8 if match_result=no_match then

9. label(f') < anomaly;

10. if label(f') =anomaly then

11. 0_ART < adjust_threshold(0_ART,f);
12. acc,rec< calculate_metrics(0_ART.F) ;
13. if acc <<threshold_acc or rec << threshold_rec then
14. 0_ART < fine_tune(0_ART.F);

15. M< retrain(L.0_ART);

16. M< 0_ART
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"Hik 2
Graph Enhancement

INPUT: AB,NB,FT,DFG, B2 2% ¢
OUTPUT: & 5 11T R4 R
1. ¢ <= init_repair(AB,NB,FT,DFG) ;
2. foreach a€ AB do
3. AFG_a< construct_AFG(a,FT,DFG) ;
4. C<— search_NB(AFG_a,NB);

Va< extract_features(AFG_a);

wl

6. foreach n€ C do

7. AFG_n< construct_ AFG(n,FT,DFG);
8. Vn< extract_features(AFG_n) ;

9. d< calc_distance(Va,Vn);

10. n_best€ C;

11. a < update_behavior(a,n_best, ¢);

12. foreach a€ AB U NB do
13.  v=< create_trace_vector(a) ;
14. M= identify_missing_values(v) ;

15.  foreach m& M do

16. e< gain(v,m);

17. v<—fill_missing_value(v,m,e) ;
18. R<= create_repaired_set(AB,¢) ;
19. return R

Bk 2 WA RETNE ABUEFEITNE NB LK FT Al
DFG #1i6 %  URIRIIERE S8 ¢. B 3— 13 1T 74
15 a W4T IR AFG _a FEIE W AT HAE TR RS AFG_a
ALY IE AT NS NI AFG _a BREAE R . 53
Xt e B3RV R TE W AT N n AT AR AE B AFG _n $R1E )
BHEIAFG _n BYRRAE 1) 5, DLRE T35 8 47 0 5 6 1F % A7
HZ AR, B R AT O B A LR EH AT R AR
W n_best W REAT N a WL SATIT MIBRE ., BE/EE
3 14—21 A1) ) 2 ZE T RE 2K AT O R AE I b (9715 SRR AE )
T IR PR — 5 ) A, DA TP 3 A R B Ok {E,
GAIN B35 06 i 26 A8 HEAT A% 31 5 [ B 38 38 3 1] o £ dle 2 1 AR
WEESH o QU TAEBERITNNHES R IHRM,

Behavioral Anomaly Rectification through Feature

Flow graph of abnormal repair

5 LS

5.1 EWMiEE

F2HMT 4 AT A ESIEE ) BPIC_2014,
BPIC_2015 . IfiLiE H 75 (Sepsis Cases) 138 #% 32 18 5} 5 H 7%
(Road Traffic Fines), BPIC_2014 & 2 4 /F4E 1741 ICT
JCHP BR 4545 B3R 7 9 TTIL AR 45 45 B T H o S BCRY 1R 20 M5
B BPIC_2015 =2 5 AN $2 4k, A & iy 20040 % A1 ¢
B I 0 R DL A A B B S OB )T 5 I AE H R (SO
S B R H AR SR T R R AT A R A Ay Y R E
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24 b ey Ak BT (i 50 3 0 B b AR AR A AR H AR #E 2 10 000
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05 F AT O IR FEAT A R A8 B 4 BT % X 8 H R 1 R L
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7] SR BRI A 5 2) BEMLES Bk — 2 30 5 3) Rl AL 38 46 it b 5 47 1Y
NG . 38k ik S 45 VR 0 5 AT O B S (2 526,102,
15 %60 20 %6 L BEE A o I 33F — 25 34T S5 8 K I A8 521 TR
A5

Fo JihHEB

Table 2 Event log attribute

FHEX A EHEE EHEE AHE KEHE

BPIC_2014 AN 39 466155 46507 242

BPIC_2015 AT 356 262628 5649 72
SC AT 16 15012 1050 39
RTF N 30 145800 10005 62

FUEBAA SO B T AT AT T AL L, A R R
TR R AT R R AT N B iR, SRk
CNN,DBN,LOF,AE,LSTM Hl XGBoost i% 6 /> 2§77 ¥k
SR g AT A 528 . CNNLDBN fl LOF 4326 28 5%
ASCHT# R ) . AE, LSTM #1 XGBoost 4> 2R $8 76 H #&
T AL FAT 55 vh R — R R R T Y Ik FE X RO v
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LSTM F1 XGBOOST iy 2 P B IR B4 i, 43 9y 27, 24 A
23, 3% T fil 3 WX 6 7 ok £ b T 4 5 2 0 ) S5 O s A
FE B 5 E AW A — W R BRI, 5 B IS T A L
SERAME,
#3 KT Kruskal-Wallis #3019 BPIC_2014 75 ]
Table 3 BPIC_2014 example based on Kruskal-Wallis test

%)
BPIC_2014
P . — -
5 10 15 20
CNN 3.5 3 3 3
DBN 2.5 2.5 2 2
LOF 3.5 2.5 1 1
AE 4 4 4 4
LSTM 5 5 5 5
XGBOOST 6 6 6 6

4 HT RN AF 4 25488 BB EUE
Table 4 Cumulative rank values of different classifiers based on

anomaly detection

CNN 14
DBN 20
LOF 13
AE 27
LSTM 24
XGBOOST 23

TEAE R 0 S5 5 T LG B BT L LA A SE RIS T i R
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AAHM J7k. 3 E TR R I% 7 I B4R 7 55 k4 F0 X i 5, 7E
b3 Z 0l 55 U AR AR B, G T RO O B R U A7 3 i 7 =X
XF SR R BE A BR, B2 i AAHM 73k b iy [ IS N
VAR AL L XE AR 35 088 10 3 A A2 1k, Ko i O AR AL, DA T AE
TR 6T 5 L ) S5 B TE v A AR . B L A0 B T S R N TR 4R
FLARIZ 8 2% 5 vk - HL AR AR Ab B EL A — E ST R Gl 55 O AR
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FTR AT RO TR T RO DR T S B BT B S . 9 A0 7E it
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B BT T SR B S M . B S R A R, IE R
ML P, S I i R A R B S BOTT R D 1R )
FI AR FFR AT PERE . X2 15 G M 22 ) 246 55 T il S92 9 1Y
[EREmE 8
5.3 REEE

5P TORE SR EREZ A S B S BN E 75
WAWH T /Y5582 R 2 1, 3l 2 506 k0,
CNN,DBN #l LOF, B3R H T 4 SCr #2 1 /9 [ 3 B 7 i 1)
YRR AEZ RGBT MAE B R T 2w TR TG G n 4
WS B9 AE,LSTM #l XGBOOST 4326 2% . 45 5 & 16 5 4
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Table 5 Comparison of success rate of anomaly repair in different

classifiers
%)
4+ H &R e
#re RELH AN DBN  LOF AE  LSTM XGBOOST
g% EN
5 82.16 81.56 82.57 68.89 65.86 63.25
10 81.18 79.14 79.42 61.17 58.98 60.58
BPIC_2014
15 73.31 74.25 78.96 53.22 48.74 58.55
20 69.92 74.13 78.75 51.47 43.52 51.71
5 81.58 77.85 74.78 58.12 57.52 52.55
10 74.42 69.75 71.52 52.63 48.85 40. 26
BPIC_2015
15 63.58 64.25 58.41 43.75 41.93 38.74
20 60.97 54.49 52.63 39.18 31.14 29. 89
5 54.39 47.58 41.33 28.46 39.42 32.92
e 10 51.23 44.25 35.62 22.83 28.66 20. 86
o 15 43.29 38.74 37.91 13.59 21.75 15.28
20 40.57 30.62 34.53 7.63 13.95 9.77
5 67.23 59.41 69.88 49.25 35.74 32.96
10 59.43 55.74 61.47 32.13 28.12 20.17
RTF
15 53.26 54.23 52.82 23.78 15.83 18.18
20 50.92 41.69 40.75 19.15 13.18 16.23

H T 25 B UE X B W SR A R G 2 M R RE kAT
T Kruskal-Wallis K: 5, 25 403 6 s, S REW. A
KRB REEREES AU TEEREBE L 2H
BB IH &5 1
# 6 LT R AR 4 28 BBk ORI
Table 6 Cumulative rank values of different classifiers based on

exception repair

o EB ERH%K
CNN 17
DBN 26
LOF 15

AE 21

LSTM 35

XGBOOST 22

HRE AW RS SRR LR R
A6 J7 3 0 12 5 FRC DR S O 7, DR T RE T 1 T N B L AR T A
TN S R AR B T  AAHM, IR BRI BT R SCBED BR
TG K H RS AR A e S AT D R T P O 2 e A
gt 77, ART SR gEAT I Zhoy >, T 52 BEAS [R] 3 53¢
TR B E N IR A . LU X e B B R R T AT S SRR AE 1A B AR
INAE 5277 15 5 0 L4 8 07 3 1) SE B 45 SR B TE R A1 38
JOEARE R 22 I AR S R B B R G S AR IR 5 TR LAY
5,

S AAHM J7iE7E 2 HTOF 58 o B — 2 04 (A
A7 — B R A 58 M 64 R BR8] A 7 7 0T R e A S W
YL A0 ol 55 L AR O I S RS I ) o R S AR E P T
e 3k %« 52 2% 1) Bl s 09 80 5 31 A i A s A 5 Xk T R ol 55 ML
DU ASE M) AN ¥ L T8 1 A 0 RE T G 37 St B ) B i 5 T A
iR A L R LOKS il BT e AT . [R]IN  E E 2 TRR A R



XU L 45 < T 1) ol 5 U AR 0 25 0 R B S A S B A U ik

215

57 T 0 A A ol PN RS () 2R G KH 5 A AR T S K L B
A I7 AR S 58— i ORI 5 R AR RS LA A B L R
TSR S e SR .
JE SR RIT ST J5 16 K B8 T R A 00 B HOIRE oA B R L 2
BUREE ST 3l 4 T A 55 /N0 A8 25 D vk AT S AR R Al
PR B R A L 3 5 O BT B T AR SO IR TR S A Bl
PRI A AT R L 4R TH AR L 5 O R S AL B B BRE S
e 3 L A Sl AR O 2 QU TR B N S K R

2 £ x o

[1] SARNO R,SINAGA F,SUNGKONO K R. Anomaly detection
in business processes using process mining and fuzzy association
rule learning[ J]. Journal of Big Data,2020,7(1) ;5.

[2] VAN ZELST SJ,SANIM F,OSTOVAR A,et al. Detection and
removal of infrequent behavior from event streams of business
processes[ J ]. Information Systems.2020,90:101451.

[3] KRAJSIC P,FRANCZYK B. Catch me if you can:online classi-
fication for near real-time anomaly detection in business process
event streams[ ] ]. Procedia Computer Science, 2022, 207 ; 235-
244,

[4] GUAN W,CAO J.GU Y,et al. GAMA:A multi-graph-based
anomaly detection framework for business processes via graph
neural networks[ J]. Information Systems,2024,124:102405.

[5] NOLLE T,LUETTGEN S,SEELIGER A, et al. Binet: Multi-
perspective business process anomaly classification[ ]J]. Informa-
tion Systems,2022,103:101458.

[6] KOJ,COMUZZI M. Keeping our rivers clean: Information-theo-
retic online anomaly detection for streaming business process
events[ J]. Information Systems,2022,104:101894.

[7] BOHMER K,RINDERLE-MA S. Multi-perspective anomaly de-
tection in business process execution events[ C]// On the Move
to Meaningful Internet Systems: OTM 2016 Conferences.
Springer,2016:80-98.

[8] NOLLE T.LUETTGEN S,SEELIGER A,et al. Analyzing bus-
iness process anomalies using autoencoders[ ] ]. Machine Lear-
ning,2018,107:1875-1893.

[9] KRAJSIC P,FRANCZYK B. Variational Autoencoder for
Anomaly Detection in Event Data in Online Process Mining
[C]//ICEIS. 2021:567-574.

[10] KRAJSIC P,FRANCZYK B. Semi-supervised anomaly detection
in business process event data using self-attention based classifi-
cation[ J]. Procedia Computer Science,2021,192;39-48.

[11] NGUYEN H T C,LEE S,KIM J,et al. Autoencoders for impro-
ving quality of process event logs[]]. Expert Systems with Ap-
plications,2019,131.:132-147.

[12] TAVARES G M,JUNIOR S B. Process miningencoding via me-
ta-learning for an enhanced anomaly detection[ C]// Proceedings
of European Conference on Advances in Databases and Informa-
tion Systems. Cham:Springer,2021:157-168.

[13] BOHMER K,RINDERLE-MA S. Mining association rules for
anomaly detection indynamic process runtime behavior and ex-
plaining the root cause to users[ ] ]. Information Systems,2020,
90:101438.

[14] FANI SANI M,VAN ZELST S J.VAN DER AALST W M P.

Repairing outlier behaviour in event logs[ C]// Business Infor-

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

mation Systems: 21st International Conference, BIS 2018.
Cham: Springer,2018:115-131,

FANI SANI M, VAN ZELST S J,VAN DER AALST W M P.
Applying sequence mining for outlier detection in process mining
[C1//On the Move to Meaningful Internet Systems. OTM 2018
Conferences. Cham: Springer,2018:98-116.

GUO H C,GUO Y H,YANG J,et al. Loglg: Weakly supervised
log anomaly detection via log-event graph construction[ C] //
Proceedings of International Conference on Database Systems
for Advanced Applications. Cham: Springer,2023:490-501.
MEHR A S M,DE CARVALHO R M, VAN DONGEN B. Ex-
plainable conformance checking: understanding patterns of
anomalous behavior[]J]. Engineering Applications of Artificial
Intelligence,2023,126:106827.

LEE S.LU X,REIJERS H A. The analysis of online event
streams: Predicting the next activity for anomaly detection
[C]//Proceedings of International Conference on Research
Challenges in Information Science. Cham: Springer, 2022 248-
264.

ZAVATTERI M, BRESOLIN D, DE LEONI M. Repair of un-
sound data-aware process models[ C] // Proceedings of Interna-
tional Conference on Business Process Management. Cham:
Springer, 2023 :383-395.

CONFORTI R,LA ROSA M,TER HOFSTEDE A H M,et al.
Automatic repair of same-timestamp errors in business process
event logs[ C]J // Business Process Management: 18th Interna-
tional Conference, BPM 2020. Cham: Springer,2020:327-345.
GUAN W,CAO J.GU Y.,et al. AIMED: An automatic and in-
cremental approach for business process model repair under con-
cept drift[ J]. Information Systems,2023,119:102285.

FANG H,LIU W C G,WANG W S, et al. Discovery of process
variants based on trace context tree[ ]J]. Connection Science,
2023,35(1):2190499.

MASUYAMA N,AMAKO N,YAMADA Y,et al. Adaptive
resonance theory-based topological clustering with a divisive hi-
erarchical structure capable of continual learning[ ]J]. IEEE Ac-
cess,2022,10:68042-68056.

LEI S. A feature selection method based on information gain and
genetic algorithm[ C] // International Conference on Computer

Science and Electronics Engineering. IEEE,2012:355-358.

LIU Fujie, born in 2000, postgraduate.

Her main research interests include Pe-

3)
3)

& tri nets and process mining.

FANG Xianwen, born in 1975, Ph. D,
professor. His main research interests
include Petri nets and trusted compu-

ting.

(TR - T 47D



