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Network Traffic Generation Method for Malicious Traffic Identification

ZHANG Can',LI Weixun?  WANG Ming® ,ZHAN Xiong® , XIE Ziguang' s HAN Dongqi' s WANG Zhiliang' and YANG Jiahai'
1 Institute of Network Sciences and Network Space, Tsinghua University.Beijing 100084, China

2 State Grid Hebei Electric Power Company, Shijiazhuang 050031, China

3 State Grid Corporation of China,Beijing 100031, China

4 State Grid Shaanxi Electric Power Company, Xi’an 710048, China

Abstract Malicious traffic identification is a key task in cybersecurity,and the quality of training data directly determines the ac-
curacy of detection models. However,obtaining real traffic data is challenging due to privacy concerns,high annotation costs,and
class imbalance. To address these challenges, this paper proposes a fine-grained network traffic generation method based on a pre-
training-fine-tuning paradigm. The method firstly introduces a static tokenization scheme that preserves protocol structure infor-
mation,converting raw traffic into sequence representations that maintain protocol semantics and are suitable for autoregressive
model learning. On this basis,a two-stage generation {framework is constructed: pre-train on large-scale benign traffic to capture
general protocol and temporal patterns, then fine-tune on task-specific labeled malicious traffic to generate high-fidelity samples
with explicit attack semantics. To evaluate the effectiveness of the proposed method, multi-dimensional experiments are conduc-
ted. The results show that the method outperforms mainstream baselines in protocol compliance(achieving a 99. 95% pass rate in
expert knowledge checks) ,distribution similarity(with an Earth Mover’s Distance of 0. 0059 between generated and real distribu-
tions) ,and generation diversity (with real neighborhood coverage exceeding 50%). In malicious traffic identification tasks, the
generated traffic uniquely improves the detection performance of multiple classifiers compared with baseline methods. In addition,
malicious functionality verification experiments confirm that the generated traffic successfully reproduces attack effects in two at-
tack scenarios. Overall, the results demonstrate that the proposed method can generate fine-grained malicious traffic that is syn-
tactically compliant, statistically consistent,and semantically functional, providing an effective technical approach to alleviate the

data scarcity problem in cybersecurity.
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Flowchart of network traffic generation method based on generative artificial intelligence
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7. end for

8. end for
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Table 2

Evaluation results of different methods in terms of domain expert knowledge verification,distribution similarity,semantic

consistency.and generation diversity

Data Compliance . .
. X Model JSD EMD Coverage

Granularity

DoppelGANger 0.8392 0.2842  0.0539 0.0456

Coarse-grained NetShare 0.9613 0.2281 0.1622 0.1486

NetGPT 0.9869 0.1857 0.1885 0.4167

) ) NetDiffusion 1.0000" 0.5905 0.9856 0.0512
Fine-grained

Ours 0.9995 0.2465 0.0059 0.5015
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Fig. 3 Comparison of Fl-scores for the TSTR task across different

ML classifiers
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Table 3 Distribution of categories before and after data augmentation
- _ L) ’ . W s
& bt/ % #HE E /%
DDoS 10000 29.76 10000 25.00
Bruteforce 3600 10.72 10000 25.00
Spoofing 10000 29.76 10000 25.00
Reconnaissance 10000 29.76 10000 25.00

4 RIS A 5 125 1 i B4 4R 1 JS B9 F1 23 BOus L
Table 4 Comparison of Fl-scores before and after balancing the

dataset with different generation methods

F1-Score
Generation Classification
Model Model Pre/Post 4
Balancing
GB 0.764—>0.759  —0.5%
DoppelGANger MLP 0.599—> 0.598 —0.1%
XGB 0.835>0.826 —0.9%
GB 0.764—>0.753 —1.1%
NetShare MLP 0.599—> 0.599 0.0%
XGB 0.835—>0.826 —0.9%
GB 0.764—> 0.767 +0.3%
Ours MLP 0.599—> 0.606 +0.7%
XGB 0.835—> 0.835 0.0%
4.3.4 AmEHR®
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