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Cross-modal Fusion Few-sample Ransomware Classifier : Multimodal Encoding Based on
Pre-trained Models

YIN Chuang, LIU Jianyi and ZHANG Ru

School of Cyberspace Security,Beijing University of Posts and Telecommunications,Beijing 100876, China

Abstract Ransomware,defined by its mechanism of encrypting critical data to extort payment from victims, results in global ran-
som payments exceeding $ 1 billion in 2023. Precise classification of ransomware is crucial for effective security defense. How-
ever,ransomware samples are often small. To address this challenge, this paper proposes a cross-modal fusion few-shot ransom-
ware classifier named CMFu, comprising a feature construction module, an encoding module, and a fusion module. The feature
construction module generates cross-modal features. The encoding module employs two pre-trained models to construct encoders
that encode features from different modalities. The fusion module integrates the encoded data to achieve the final classification.
Experimental evaluation assesses model performance under training sample ratios of 10% ,30% ,and 50 %. CMFu outperforms all
baseline model across all metrics. At a 30% sample ratio, CMFu achieves precision,recall,and Fl-score of 0. 91,0.91,and 0. 90,
respectively,demonstrating superior performance. When the sample ratio decreases to 10% , these metrics remain high at 0. 78,
0. 84,and 0. 80, confirming its ability in few-shot ransomware classification. Furthermore,ablation studies validate both the viabili-
ty of the pre-training-based encoders and the necessity of employing backbone networks for fusion.

Keywords Ransomware,Few samples, Multiple modalities, Pre-trained models,Deep learning
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TEAR SR B R 2K — A2 2R, B, XX
A8 B 7 FH AT 349 B AT A o 4 T 3 B Precision,, s Re-
call, F1 F1,., 31X 2638 45 0] VL o & IF 4] (True Positive,
TP) . H i f] (True Negative, TN) | {i 1F #i] (False Positive,
FP) Fli 71 ] (False Negative, FN) 2315,

4.2 HEEWHIE

ST WA TS HL 5 R 0 B B A SO B MO R
Z R % VirusShare 3R BUFEAS . VirusShare 2 — 2% & A+
BN oS e R U W NI ) B R R A = N AV LR = 2 N U 0
FRE2T . AR 30 NiZ R 3 il 5 hash 79 F 3% T 4 000 4~ 3% & 44
HEA, 482 PE SCIF,

SR, I i A7 A AR R 2 M R A I A At S A 0
A, i AL (Worm) | 58 3% 5 K & (Trojan) M1 /5 1] (Back-
door) . NIt . A SCHE it — AR 2% AR BT & VirusTo-
tal BRICRE B R AR AR AR B i 5 T T Rl At T A Y
TF0 G BRI 3 T 4R T NS . IRPEM A
St H T Y R

M VirusTotal B4R F 4000 13 8% B AR R T A X
AHRLE RO I TR A AR S 4 O R A N A2,
LG AR SRR 253 B 4000 A3 T o i 28 1 488 B R 4K
PEREAS  IFARYE & o 9 23 26X E T AT AR IC . FEAR Y 43 26
sl g 1 g,

1 REAZEGIE 3 A1 B

Table 1 Classifications distribution of samples

EY B E ¥ W E
pajetbin 298 palevo 11
mbrlock 27 vbelone 11

doina 22 tdss 10
allaple 16 lipler 10
trickbot 15 stoperypt 10
bifrose 14 nymaim 10

renos 14 zbot 9
vobfus 11
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AR SCTE S0 B 53 B e R 1 G B i 0 T A AR A R AR 1) 2
BORCR I TPIA S8, 86— DSk — X A AL
CMFu #4774 L o e rb 4 35 Ao 20 S0 7 G 43 2% 11 28 LA Y
LK TR AR S5 T Y A5 B O T 1 A AR e 2 T s £
Ao BB AN Y N IH RS . B E R CMFu By & BT H X
DREAR RPN R R D
4.3 HBYR

2 T B ik BERT 1 CLIP 758 S5 4T 0 22 45004 5 il 42
FRAE A SR ICRE T A SO AR T E A3 UG /Y 4 A% 45 5L L LIE B
AR IR 28500 19 G i ) 51 B A AR U . BT 35 AR SCR TR
77 P2 B0 g B 4R e TR TR LS AN [ A AR T A5
TEAERE i 2 5.

D BERT %t 2%

ASCEEHLIEE 10 D20 IR BERT 4 i & %t APT i T
) 4 % 200 2 o) HC DR i 1 A A O RO TR AR 7 BT R .
TR G i L o 0 2 BE A vy X A 43 AT BT b AR SC D s e T 2
4353 M1 (Principal Component Analysis. PCA) X} J& 45 % H 4 65
BEAT A4 30, BE— 20 R 7R i B 45 X R AR 1) G B S8R, an Al 8
Fis o

I8 7 BERT %5 &% 5 4 i i 4 T8 44 01 [

Fig. 7 BERT encoder’s original output encoding heatmap
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Fig. 8 BERT encoder’s principal component heatmap
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BEAT S 5 F 7R AR T AR A R A DL A3 9K AT LA R
TR REAS R AE JEAT A R IR, e Ah Ll 3 20 7 & B BERT i
TR AR 2L 3 2L 8 1 3 i 43 A UL BE A7 7E — E B9 i 22
SRR AT RE R AR AR D S SRR BOR B AR (B A

ST RCR BT

2)CLIP 4 fit #%

A SCEBEREHL 10 A2 7R CLIP 48 5% 2§ %F OPCODEs
F) 2t B A SR L 2 o L g A AR O B, I 9 B w . TR RE
PCA Xif iy H g B 1E A7 8 25 J5 22 ), J 7 4 b 28 %o 4R 41F 1) 2 2%
B E 10 BR .
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Fig. 9 CLIP encoder’s original output encoding heatmap
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Fig. 10 CLIP encoder’s principal component heatmap
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PEFFAE R R A R ) . [RIRE b, 76 2500 8 1 4% 35 B 4% A B BE 77
TEAN 22 L 23 A7 J LN AT il A R Xt 2 0] 8 A 23 8 SR A7 A ik 22
(B SCHE JR BE VT T Rl A AR B, T LU S afE — 25 () R R Py
TR B PR OR [ A RS i, B o R B
4.4 HREIZTLE

A SCHe W B B 11 0 R P A e L 81 R0 43 Ay )1 2 5
A . T AL A B AR B, 43 i B G RO 4 RN
105,30 % F1 50 %6 VE Y 2 4R 1 L 45, 78 3K Al e ), Al
LA SR DL /0 0 A A V) 2 2 il A T8 ) 155 0, O R AR T A
REAR 2 SRR RE . A, Ol T 3R R b P B VIR 4 S L
i 22 345 75 O 40248 5 B = R A U R A AR S 4 L
it A AN AT BE AL R . S 2 0 4 A L SR 2 B
B, I A AT AR B 2 I 2R RE AR G LR 50 %6 I, RE AR
Bt X R A o SR AN 43 AT AR T LA A AR R I 2 42 A1k —
ERCERREA . (HIRAE XA B . zobt XK BIRIRfAE T 4
A YNGRFEAR o0 % AR D REAR 2 2 e Ty . M LBl F %
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BAREAR A ) HE ) T I B R PEAL

T BUE B H AN A LB R 43 )R . AR SCE e CMFu 5%
oA R AT LA o AR SCOR P 0 B o X LU AR R 32
F¥ M ML (Support Vector Machine, SVM) , — Filt £ ML () HL £
2F SRR A 5 SC AR BR A 22 ) 4% (Text Recurrent Neural Net-
work, TextRNN) , 5 T 3 A B4 #E 17 43 28 114 3 458 B 5 B di
1R Y 5 A 22 W 2% (Data Augmentation CNN, DACNN) ,
S5 6 BE SR B AR L R PR A5 A B b 28 LY CNINHE B 5k 22
M 2% (Residual Network, ResNet) , [a] B J& —Fft )il 2 A 780 ¢
B M %

WAL TR B — RS R T R 1R VA A, AR A
AN RIS 1) SR WA R R AT T 25 A L RR A0 T 2 RS R AR L T
¥ H 5 CMFu #E47 %5 L, #E— 20 38 CMFu i B

CMFu L WA R AE AN [R)RE AR LU 451 T 19 6 LE g 20 an 2 3
iElP

* 2 RFELHIT A S A

Table 2 Distribution of samples in different proportions

%5 w1/ %
10 30 50
pajetbin 29 89 149
mbrlock 2 8 13
doina 2 6 11
allaple 1 4 8
trickbot 1 4 7
bifrose 1 4 7
renos 1 4 7
vobfus 1 3 5
palevo 1 3 5
vbelone 1 3 5
tdss 1 3 5
lipler 1 3 5
stoperypt 1 3 5
nymaim 1 3 5
zbot 0 2 4

* 3 HEMEBBIRN L

Table 3

Comparison with baseline models

Weighted Precision/ %

Weighted Recall/ % Weighted Fl-score/ %

Model
10 30 50 10 30 50 10 30 50
SVM 0.62 0. 85 0.88 0.76 0. 85 0. 88 0.68 0.84 0.87
TextRNN 0.63 0. 86 0.90 0.76 0. 86 0. 89 0.68 0. 86 0.88
DACNN 0. 40 0.62 0.69 0.61 0.68 0.76 0.48 0. 64 0.72
ResNet 0.53 0.77 0.82 0.67 0.81 0. 85 0.58 0.78 0.83
TextRNN+DACNN 0.63 0. 86 0.90 0.76 0.88 0. 89 0.67 0. 86 0.88
TextRNN+ ResNet 0.57 0.82 0. 87 0.70 0.85 0. 86 0.61 0. 82 0.85
CMFu 0.78 0.91 0.93 0.84 0.91 0.90 0.80 0.90 0.90

Wi/ HrEE 3 WL & H, CMFu 09 i A 48 b 46 i T Hofth
R, 3 B BE & IR 4 L B ek 20, CMIFu 9 40 34 i & B
7 5 14 B AR I A I SR B AR 10 96 B L FE A B R L 4 [l S
Fl1 i L rI RN 0. 63,0. 76 Fl 0. 68,7 J5 F CMFu i
0.78.0.84 1 0.80, XU T CMFu 78 BEA BN L 1 458k
RB AR FFBCAF I A 2 ROR . 0, R L ) B AR I, CMFu 32
B 09 5% Wi 2 T A AR d /N AR AR LG ) AR 50 %0 B R
30 % I, CMFu MAE B R ALBEAR 0. 02, A [MIFIEn 1 0. 01,F1
BB FRAR . MAREAS HL A DA 30 Y6 Ik 10 6 I JHOKS 3 R AV %
ik 0. 13, I AL 0. 07, F1 {H A% 0. 10, 4 FF 4 5 8 f f&
W& dee /N

TextRNN+DACNN Fl TextRNN+ ResNet P> % i 1
{32 B UG A L ) B 2 A T S B R R RE AT R0 A R R A S
WIS B . 75 BEL5 A 5 TRE T N 0 X R AT 1) 2 B 1 100 L & 3R 3
AlE B A REA A H 2B EF B . CMFu 7E 10 AR

H TextRNN-+DACNN #1 TextRNN-+ResNet B8 AE 45 F5 4>
55 0.15,0. 08 A1 0.13,

AR SCHE S5 8508 Rl 52 e b g — 2B BB T CMFu i fill & 12
WA T80k .

BR T 45 5 Gl 2 i RS A AT X L L AR SO K CMFu 5 3
Gy /D REAR S O] BRI HEAT X L R CMFu A He F b 2 £
AT TR g Bt . AT A — A
R AR T 25 (% BERT S, fif B 300 U1 25 4 20 1 PR ol o /b B
A2 5 AR COHIE WIS T R AR 2 ) Y R ) 4%
(Prototypical Network, ProtoNet) 17 ; 85 = 4~ | & JC 3¢ JC %
> J7 ¥ (Model-Agnostic Meta-Learning, MAML) , H: A B —
FhoG 2z 2 LR, AT DL T D TS R AT 55, 5 T AR
2T,

CMFu Fl /R 75 2 2] BT AE AN [ RE A LU AT 19 %0 LY A% B0
Wk 4 fry),

Hd AR BB A 1

Table 4 Comparison with few-shot learning models

Weighted Precision/ %

Weighted Recall/ % Weighted Fl-score/ %

Model
10 30 50 10 30 50 10 30 50
BERT 0.75 0.75 0.89 0.82 0.80 0. 89 0.77 0.77 0.88
ProtoNet 0.47 0. 69 0.71 0.67 0.79 0.79 0.55 0.73 0.74
MAML 0.74 0.81 0.83 0.79 0.82 0. 80 0.76 0.81 0. 80
CMFu 0.78 0.91 0.93 0.84 0.91 0.90 0.80 0.90 0.90

WAL 4 T LRI D REAR 2 S BRI AR I SR L4
500F1 30 %6 1, R £ 3 T3 3 v i1 5E A E R AL 24 LAk

10 V010, AR AR 2 5] R B (R 3545 BIMA B, R 240 T SR LAY
B CMFu FE I R4 e B4 10 %6 A, R BLAKR TH Sy T 75 45 280 o
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T B4 o L /D R AR 2 3 A5 AY 1) S5 A 48 A 43 90 155 11 0. 03,0, 02 FlI
0. 03,1 T CMFu 7E Yl 2R 82 M 20 B 4% B T 1K TH BE 0 AR F7 11 75
B 4r2eE S, HARST H BERT Al CMFu 7] %1, B 4% BERT 7£
9 MNMEFR BRI LT B CMFu 454 7 2828015 8 5 i
77 A4, R T BERT, JtH 2 2R 4 1L 51y 30 %
A, 3 A~ F5 454050tk BERT & i 0. 16,0. 11 F1 0. 13, 43 #HT &
P AT RE 2 BERT Fil A9 4w 55 A B 1 CMFu BR T SCA R
BLBEE T RGBS ARG B & s RIAEA . WA,

MAML 2 —E 75 B AR 22 ST HESL, 5 4R i ik T CMFu,
{ELTE REAS B A i A A A5 310 1 (L, 4R T AR 30 20 5006
F B Y M RE 3 V% R T CMFu, 30% F 45 48 45 H CMFu fi§
0.10,0.09 F10.09,50% F kb CMFu f% 0. 10,0. 09 1 0. 10, {}i
AR AR A O in i 72 b 15 2 19 15 B 45 2 T CMFu,

A — 2 43 7 CMFu 78 A 5] B A L )R %o 4% 28 B R
BAF 23 SR IR 5 BT A L AT BE— 20 S A7 R BUAS SO iR
77 A U AT B R AR A

# 5 CMFu X4 250 B9 r 25 21
Table 5 Classification result of CMFu on each category
10% 30% 50%
Category
Precision Recall Fl-score Precision Recall F1-score Precision Recall F1-score

pajetbin 0.91 1. 00 0.95 0.99 1.00 0.99 1.00 0.99 1.00
mbrlock 0. 89 1.00 0.94 1.00 1.00 1.00 0. 88 1.00 0.93
doina 0.73 0.95 0.83 1. 00 0.94 0.97 0.85 1. 00 0.92
allaple 0. 88 0.93 0.90 0.92 1.00 0. 96 1.00 1.00 1.00
trickbot 1.00 0. 86 0.92 1.00 1.00 1.00 1.00 1.00 1.00
bifrose 0. 00 0.00 0.00 0.31 0. 40 0. 35 1.00 0.14 0.25
renos 0. 00 0.00 0.00 1.00 0.30 0.46 0.25 0.14 0.18
vobfus 0.50 0.10 0.17 0.62 0.62 0.62 0.33 0.67 0.44
palevo 0.14 0.10 0.12 0. 44 0.88 0.58 0.67 0.67 0.67
vbclone 0. 86 0. 60 0.71 0. 89 1.00 0.94 1.00 1.00 1.00
tdss 0. 44 0. 44 0.44 0. 20 0.14 0.17 0. 30 0. 60 0.40
lipler 0.57 0. 44 0. 50 0.78 1. 00 0.88 1. 00 0. 80 0. 89
stoperypt 0.41 1.00 0.58 1.00 1.00 1. 00 1.00 1.00 1.00
nymaim 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
zbot 0. 00 0.00 0.00 0. 00 0. 00 0.00 1.00 0. 20 0.33

SIHT R B, MEEA KN 10 % I, CMFu £ bifrose, re-
nos, vobfus Fll palevo Z& 5l (Yl Zr FE AR BN 1) L XA E
% ERRETR CH MR A FL{H 451 0.78,0. 84,0. 80,
SR FEAETHEAR R BRI Z R AR, AR
Wil $2 % 30% J5 . B 21 Fl-score 43 il 1 3 2 7+
35 NP RLA6 AN E A A5 AN A EF 55 DT AR R
zbot 28 S B w20 R B 43 6 RKCIR S2 B YRR R B m
4 B A A A

Wil 5 AR AR B 3, CMFu 78 & 2500 B iy 0 K vk Re 2 9
e #y, 40 palevo, vbelone # lipler, B ffi & A7 19 & A
BARIR AT 5, M Ah, BE AL E BN 2R AR AT fig S B 2 RE A
FERMEA 2, BRI T 8T Y iz Ak fig

ST R WL 2 CMFu tEBEHE FH O R - D A4 )
FMMFERB A DO AR A L, A SOKALES 2 TAE
rh 2% AN S8 A T A Y ) R A S AL R D R R R R AR
BHATIER .

4.5 HEhIIE

R T HEHEAM T # CMFu, A SCEXT CMFu B 454 . 78 2>
FEAR Y 5 T #EAT T I BT ST , 40 300 4 P b B R A 5 4 i
LG U REA RS SR & 50T [ CMFu # 47
4., w-BERT #£R# K BERT 4itE##9 CMFu, w-CLIP 3
R CLIP 4t #% i) CMFu, w-Fusion %78 % A fill 4 8 B
B CMFu, /AN [R] B i 45 B AE A R REAS LE 91 T i 3R 3
%6 3.

# 6 THELI LR
Table 6 Ablation study results

Model Weighted Precision/ % Weighted Recall/ % Weighted Fl-score/ %

10 30 50 10 30 50 10 30 50
w-BERT 0.80 0.86  0.89  0.83  0.88  0.89  0.79  0.86  0.88
w-CLIP 0. 80 0.83 0. 84 0. 80 0. 83 0. 84 0.79 0.82 0. 84
w-Fusion 0.78 0.88 0. 89 0.83 0. 89 0. 89 0.79 0.88 0. 89
CMFu 0.78 0.91 0.93 0.84 0.91 0.90 0.80 0.90 0.90

Wi TR LUE LS AR EUR B T CMFu R AR HL
T CMFu 78 9 M 8Fr A 8 3 e fE  AUHE 10 %631 Zrkk
A LB T RS B 2% K B 2% T w-BERT M w-CLIP, H i,
M/ g B 2 I BT 00 45 A 16 bR AR B R L. BN, w-
CLIP 7€ 30 %A 4545 T (RS B 264 0. 83, # It T CMFu
VEIG T 0,08, /bl A5 e St 455 0 14 2 BLEE 0k 45 /0N, B 4R T
VL it 780 D1 B Y 3R AT AR A0 A A E 2 T 3 30 A il S AR e Y

HihG R A M ERSE L SR AR EE S T CM-
Fu, RUEHEFIEN] T fl-a A B0 2 88 385 (5 B4R B IE ) 45
M. =HMEEE B ROM B 8BS Rl A i AR AR By 2 B
e

BRIE AR T SRS DR A R A
Kt CMFu. B 70 54 o fifp e /D R AC 39 50 1 3 BP0 26
() R, 20 W BOME SR e 3 AN T B A R 2 3« AR AIE A A
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ST AL Bl G A, R AR A A By TR ORN SO S R
TE 4 N5 SERE A T A 5 | TN A58 A0 A Ay 2 B 4%, S
I 5 AR 0 G R YR LA R PN A A R A Ak TR
X R AT FEAE S 15 Rl A BR[0T R
B T R 2 IO 4% T A A E 2 A 4

AR aF PCA W2 R R 2 A% 2R L B T 3% T Bl 2k 1Y
A AR R RFIE RN RE 7. STER MG CMFu 15 3% i 45 50 /D b
A 2 SRR HEAT % LY, 5 H AL RUAH L, CMFu (9 9 T 48 b1 34
FEA . BN G BBE RN 30% /. CMFu H R B
WD REAR 2 B MAML 7E 48 80 % E s il 10 1 20 A
EAREEEE O NES R EFIEEREE O NES M, K
R4 L [ 3 10 % I, CMFu i 40 #4445 8 7 7820 e 3L, 15
BR324 0. 78,0. 84 F1 0. 80, MLk, FE R T CMFu X 4%
AR B2 0 1 4 S 25 R L U0 W] A TR 43 2 I A B
AT RIBBERS I FF 4 8 ACR  OF B4 B 1 il 29 CMFu g
TR . A 785 22 AR b 2 i e 5@ o B 0 R R
FEAFHZ AL BE AR SR M BEAR Y AT IR .

SCESUE B T CMFu 78 2 RE A 8 R B 3 25 b AR 55 3%
B, ST A R T T U0 0 4 A 2R 00 T AT 1 LA
KA T MG HETRE B0,

2 £ x o

[1] YAN S,REN J,WANG W,et al. A Survey of Adversarial At-
tack and Defense Methods for Malware Classification in Cyber
Security [J]. IEEE Communications Surveys & Tutorials, 2023,
25(1) :467-496.

[2] SHAH N,FARIK M. Ransomware-Threats, Vulnerabilities and
Recommendations [ J ]. International Journal of Scientific &
Technology Research,2017,6:307-309.

[3] The State of Ransomware 2023 [ EB/OL]. (2023-05-10) [2025-

06-24 ]. https://news. sophos. com/en-us/2023/05/10/the-
state-of-ransomware-2023/.

[4] XUED,LIJ,LYU T,et al. Malware Classification Using Proba-
bility Scoring and Machine Learning [J]. IEEE Access,2019,7:
91641-91656.

[5] WASOYE S.STEVENS M,MORGAN C,et al. Ransomware
Classification Using BTLS Algorithm and Machine Learning
Approaches [ EB/OL ]. https://doi. org/10. 21203/rs. 3. rs-
5131919/vl.

[6] ZHU J,JANG-JACCARD J,SINGH A,et al. A few-shot meta-
learning based siamese neural network using entropy features
for ransomware classification [J]. Computers & Security,2022,
117:102691.

[7] FINN C,ABBEEL P,LEVINE S. Model-agnostic meta-learning
for fast adaptation of deep networks [ C] // Proceedings of the
34th International Conference on Machine Learning. 2017 :1126-
1135.

[8] JI1Y,ZOU K,ZOU B. Mi-MAML: Classifying few-shot advanced
malware using multi-improved model-agnostic meta-learning
[J]. Cybersecurity,2024,7(1) : 72.

[9] ZHAO W X,ZHOU K,LI J,et al. A Survey of Large Language

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Models [J]. arXiv:2303. 18223,2023.

WU J,GAN W, CHEN Z, et al. Multimodal Large lLanguage
Models: A Survey [C]//2023 IEEE International Conference on
Big Data(BigData). IEEE,2023.15-18.

ZHONG X,BAN H. Pre-trained network-based transfer lear-
ning: A small-sample machine learning approach to nuclear pow-
er plant classification problem [J]. Annals of Nuclear Energy.
2022,175:109201.

CHEN X, LIU T, FOURNIER-VIGER P, et al. A fine-grained
self-adapting prompt learning approach for few-shot learning
with pre-trained language models [ ]J]. Knowledge-Based Sys-
tems,2024,299:111968.

LIN Z,YU S,KUANG Z,et al. Multimodality helps unimodali-
ty: Cross-modal few-shot learning with multimodal models
[C]//Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition. IEEE,2023.
CHRISTODORESCU M, JHA S. Static analysis of executables
to detect malicious patterns [ C]// Proceedings of the 12th Con-
ference on USENIX Security Symposium. Washington, DC:
USENIX Association,2003.

ABUSITTA A.LI M Q,FUNG B C M. Malware classification
and composition analysis: A survey of recent developments [J].
Journal of Information Security and Applications, 2021, 59
102828.

FIRDAUSI I,LIM C,ERWIN A,et al. Analysis of Machine
Learning Techniques Used in Behavior-Based Malware Detec-
tion [C]//2010 Second International Conference on Advances in
Computing, Control, and Telecommunication Technologies.
IEEE,2010:2-3.

KOLOSNJAJI B.ZARRAS A,WEBSTER G,et al. Deep Lear-
ning for Classification of Malware System Call Sequences [C]//
Australasian Joint Conference on Artificial Intelligence. Sprin-
ger,2016.

SHARMA O,SHARMA A,KALIA A. MIGAN:GAN for faci-
litating malware image synthesis with improved malware classi-
fication on novel dataset [ J]. Expert Systems with Applications.
2024,241:122678.

DENG H,GUO C,SHEN G,et al. MCTVD: A malware classifi-
cation method based on three-channel visualization and deep
learning [J]. Computers & Security,2023,126:103084.
ABBASI M S, AL-SAHAF H, MANSOORI M, et al. Behavior-
based ransomware classification: A particle swarm optimization
wrapper-based approach for feature selection [ J]. Applied Soft
Computing.2022,121.:108744.

AURANGZEB S,ANWAR H,NAEEM M A.et al. BigRC-
EML:Big-data based ransomware classification using ensemble
machine learning [ ]]. Cluster Computing. 2022, 25 (5) ; 3405-
3422.

CHAGANTI R,RAVI V,PHAM T D.Image-based malware
representation approach with EfficientNet convolutional neural
networks for effective malware classification [ J]. Journal of In-
formation Security and Applications,2022,69:103306.

NI S,QIAN Q.ZHANG R. Malware identification using visua-

lization images and deep learning [ ]J]. Computers &. Security,



444

Com puter Science T HEHMLFF2¥:  Vol. 53,No. 4, Apr. 2026

[24]

[26]

[27]

[28]

[29]

[30]

2018,77.:871-885.

CONTI M,KHANDHAR S,VINOD P. A few-shot malware
classification approach for unknown family recognition using
malware feature visualization [ J]. Computers &. Security,2022,
122.102887.

PARISOT A,BENTO L M S,MACHADO R C S. Ransomware
Detection: Leveraging Sandbox, Text Mining Techniques and
Machine Learning [C]// 2024 IEEE International Workshop on
Metrology for Industry 40 &. IoT (Metrolnd40 &. IoT). IEEE,
2024 :29-31.

ZHOU Y, LIU Z,XUE J,et al. LM-cAPI: A Lite Model Based
on API Core Semantic Information for Malware Classification
[C] // International Conference on Applied Cryptography and
Network Security. Springer,2024.

LISA F T,ISLAM S R, KUMAR N M. Multi-modal machine
learning model for interpretable malware classification [CJ //
World Conference on Explainable Artificial Intelligence. Sprin-
ger,2024.

LIAOW,LIU Z,DAI H,et al. Mask-guided BERT for few-shot
text classification [ J]. Neurocomputing,2024,610:128576.

LI H,CHEN S,WANG G,et al. Enhancing Few-Shot Malware
Classification Through Joint Learning of Malware Images and
Opcode Sequences [C]// 2024 TEEE International Symposium
on Parallel and Distributed Processing with Applications (1S-
PA).IEEE.2024.

SRIVASTAVA S,SHARMA G. Omnivec: Learning robust rep-

[32]

[33]

resentations with cross-modal sharing [ C] // Proceedings of the
IEEE/CVF Winter Conference on Applications of Computer Vi-
sion. IEEE.2024.

[31] YACOUBY R,AXMAN D. Probabilistic extension of precision,

recall,and {1 score for more thorough evaluation of classification
models [ C]// Proceedings of the First Workshop on Evaluation
and Comparison of NLP Systems. IEEE, 2020.

VirusShare. com [ EB/OL]. (2025-06-25) [ 2025-06-25]. ht-
tps://virusshare. com/research.
VirusTotal [ EB/OL]. (2025-06-25) [ 2025-06-25 1. https://

www. virustotal. com/gui/home/upload.

YIN Chuang, born in 2002, postgra-
duate. His main research interests in-

clude deep learning and cyber security.

LIU Jianyi, professor, Ph.D supervisor,
is a member of CCF(No. 17814M). His

main research interests include digital

content security and data mining.

(BT 23 - T 47D



