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Abstract The generation of adversarial samples can be due to an optimization problem aimed at maximizing the objective func-
tions of models. Currently, the strategies to solve the induced problems primarily rely on sign-gradient or sign-momentum
methods. However, these approaches sacrifice critical gradient and momentum direction information,often leading to convergence
issues and then resulting in instability of adversarial attacks. Inspired by the convergence analysis of AMSGrad., this paper propo-
ses a momentum method with monotonical coordinate-wise step-size( MCS-MI) based on MI-FGSM, which enforces monotonical-
ly decreasing coordinate-wise step-sizes. For general convex cases, MCS-MI is proved to attain an optimal convergence rate of
O/ T) .where T is the number of iterations. Furthermore, the strategy of enforcing monotonic coordinate-wise step-sizes is a
general and efficient technique that can be integrated with existing momentum-based attack algorithms. Experimental comparisons
with eight state-of-the-art adversarial attack methods on benchmark datasets demonstrate that the proposed approach not only ex-
hibits superior stability but also significantly improves attack success rates, achieving maximum increases of 12. 3% on CNN
models and 5. 9% on ViTs(Vision Transformers) respectively.

Keywords Machine learning, Adversarial attacks, Momentum, Sign-gradient, Convergence

B3 B 97:2025-06-26 3R & H 1] . 2025-09-22

FATH R [ RBHFIE A (60903098,62576351) 5 o [ 1+ 5 Bh2# 3 4 1 170 H (2024M764294)

This work was supported by the National Natural Science Foundation of China(60903098,62576351) and China Postdoctoral Science Foundation
(General Program) (2024M764294).

W AEVEE « B I (taoqing@ gmail. com)



Wi 7545 AR 25 K B B Bl B BB O vk

427

1 3l

il

VR JE 1 22 W 2% (Deep Neural Network, DNN) K H A 38 kK
M RAERE S ARG 4 20T L B AR 45 Z AR B T
R AT . SR, DNN AR th 2 88 1 T 36 b s 55 ek, D
ot i A B 1 /N A b v B URR SORR R 1 FT BE S B AL G
Fad BIETT . i m R R A ik N L A2 EE LT
AT ) e, ] LR B b iR T DNIN R Y 4 ) I, SE R
H4 35 o ) A AR VS o R 4 AT SRy AR RS T B T K S i W 7R
HIREARFR S STPUREA . TR R, iR A L A M, N7
— AR A B BT R AR A RE I 3 0 A R 5 5 S 8
RS RD , Xof 3 — B4 114 T U L A S, AN [ A 28 )1 2545 3 1 4
J5 5 ELA AR 1R R Bl il 45 o o 3 R0 7R TE vk E B U
Pia) b B IR AR R, AR R AT L S A Ak R

ot 0K A A A B ot R L4 N SR A AT AR AR N B I
KAB DA TR BT AT 3 5 A SR i o m R B A B R
Sl ATy v R Y 5 T AL A PR A B B Y Tk (Fast
Gradient Sign Method, FGSM)™ | % 44 38 45 5 #6 ) J5 vk
(Iterative Fast Gradient Sign Method, FFGSM)™7, L J 4 T
hE A %A B £ S5 B B 7 3 (Momentum Iterative Fast
Gradient Sign Method, MI-FGSM) ™) 4 & 411 5 % HLES & 7
LERKWARE, BT /4588 E BN A, M-
FGSM 7 FFGSM [ 3L ftlh I, 38 32 B0 7 s 6 1 15 8., 78 2
Tl 7 B R IR 5 IR G B o R R AR A 4
i T BORE A A Rl R A R T Bt B e T R L X R
AN SRR DRI T B OB HEBOR  ER AR -
W T B BB AL A 2017 4E NIPS B G H AR oy
A B ARt 58 38 b X3RS T 58 — 4 R 2400 3 B R AR
e d Bk —f B EE N LM T L. T
TR, FEMEPRE TIFZET M-
FGSM 3 & 8 J7 ¥, 1 NI-FGSM™, GI-FGSM', VMI-
FGSM!?, EMI-FFGSMM!Y |, TE-FGSME'?), PGNIS fT NCS™
. Hoh,2024 4 NCS BIEFE 2 AR F IS T 5 1
Bt %,

5 v 1 R ik 240 R ] R PR SR A G A S R B Sk
HA— W B A8 5 . B . 7 T R b AL B B BE
PEAT T A SO R4 B 5 3 ME(— 1.0, 1), X — 5K I i
FRRAR T AT IR v B 3 A 1 A s HOR L R 36 TR S RO
4 7 37 L AN A 2 b BRI 2B K i mT R E R A B8 3h 4 F 2
HRDX I P DTG 45 28 I YRS 1. SR R A L A 5 B A
e R Il S LA R M RED Y 4R A& MIEFGSM (1
BTN AR A5 3h i O ik RO B AT e T M Ak ok
fife W

SR, L 7E 2019 4F Karimireddy 25 5 3 3o B4 19 52 49 16
BT, B 6 0] B0 0™ 2% 00 R L 495 45 B B2 B 0k A Tl e T Uk IR
AU, RGP R A5 B R L SR AR R LR 1 5T
L, & 08T i PR CSIORR S T A O B T Il A . TE N BT I
T SRR T AR W AR AR E IS, AR A
GBS IN, MIEFGSM. 1 Ze ity s ol 6 10 90 T K ik 8l kBt
RHE BRSSO 4.5 9 . AW EZE B RBIERSS

b JBE 5 ke DA 15 WA S 0 R K % A X e Tl 1 S R Tl A

2018 4F, Reddi %17 45 th 5 ], 46 1 Adam J7 3 7€ — 28
LT 2 BN SEIE o R T4 3 — B E I T B W8
PE AT R T R K BRI A L 7E Adam FEfil B4R T
AMSGrad, A SOR 3 Fp B AR 51N 505 0945 5 2 i 07
. 5 AMSGrad A [A] (9 2 , 78 SCBCA 2R B R D K 0
U T 2 2 SR 45 Al A 4 B 19 20 R B IR 8 0, AT IR 35 T 755 7
PR

MIER L F A SO $2 B 20 K B g 77 vk X B
3R HEAT TR BB B TG T BRI R 02 N AR R R T
HEIHUS TRIF AR . ASCH FZETTEk T .

(DFE MIFGSM it [ 42 H A b7 25 K 8098 19 2l 8 07 1
MCS-MI(Momentum Method with Monotonically Coordinate-
wise Step-Sizes) , £ — it ™ 5 T T 15 B 5 A0 ) i S5 2%, ik e
TR S SRR Ak Ty s e = WS A Tl

(2) FIr & 5 A Sy — i FH EL i 30 SR mg L RE e S A (1Y
SRR F LGS R WXL EH A% . 7E ImageNet 55
IEAE b 53 4 ok b f1 o i AU R BLAE SR A 8 R B e
A 6 AL (CNN/VID A7 5t b, BT 4 ik R A 1R
TN A X S T R B E R T e
CNN #1 5 ViT £ 8 | i 5 o s 2 2 e m o0 w48 7 7
12.3%55.9%.

2 MHXIE

MY ET T A Bk S X B, Kol
H b5 Bt 2 2 R X B0 A, AR B A A 28 0 O 4 S A A
Z LB fx) =y BCHL Y R AR REAR x 2L T 0 e AR
BT HOREAS s v AT H AR E R HARFRSE .y NIRIRFEA
P&, Hy  #y. SUCHXHR, T B AR gt R A %
XoF B A (A 2 Ayt 5 SRR A R AR 2 B AT L B £ () F
R TR AR I R A I T I R RN B 3h AT 2
Tl —xll, <e, XH, | I, TR p WHEEH, p WEUHE
AL E N 0,1.2,00, ARSCEBEREL-EH T I AR
dHHk.

A% % FGSM, -'FGSM, MI-FGSM, NI-FGSM Fl PGN
SERE SR T AT R A AR

Az R HTRE A (19 320 B2 AT U9 45 O SR A% A 24 SR A5 4 1 A T
I RARAR 2K )L

max ](x“‘lV ,y) s. t. H x4 —x H ge (@D
Horp, J (e ) Fom— B al A B2k R

(1) PRTAF 5 1 50k

Goodfellow 4§ £ 2015 4 & H T 45 5 B & oo & 55
FGSM™ , H T B L0 .

X" =x+esign(V,J (x,y)) (2

Horhr,signC e DA RE T AR REL V. T (x, y) Fm i
I RBO i A REA x (B BEAA .

(2) AR P B A5 5 53 1

Kurakin 2578 FGSM Ky 2E0l L, F 2017 4321 7 AR
RTS8 B B FFGSMEY Gl 5 2 1% 2 T Uk A st bt
A, EB LR N



428 Computer Science TFFLHLEI#  Vol. 53,No. 5, May 2026
Xy =x . -
( ‘ _ ( 3 3 EERWSHESHT
x4 =X Fasign(V, J (X, y)
FT W N x— x| <e LR S, 15 5 B U B ik MI-FGSMI D6t 2 F heavy ball (s b H 5 T-

U)DKo e/ T, T RIEACKEL, BERFEY . 58P0
7?‘7271‘9 I T-FGSM J7 ik HA i 1 A & B0 O & B AT

(?)%?Momenlumm PR AT S B R

Dong 2544 3l & fill A I FGSM # 3 B 1 T MI-FGSM
FEE, HEEEHRLEERN.
XSdV:x,g(;:O,a:%
- 4El&;gL, (4
8i+1 #g/ H v ](xl ’y> H
x4 = x +asign(g, )

Hrb, g AT e AT R M, » hdhE R ML
FGSM Jrik i T3n T sl & 50, SBUT Iy s 6 8 45 5. R b g
i R TR O [ OF A 5 Bk R AR B s, 5 FGSM 1 I-
FGSM J7 A - MIEFGSM. HL A7 B 755 1) 280 it 1l 2y 56 5 o 4
A 3o R A E

(4) BT Nesterov 3l it (% 3% £ PR AT 5456 By 1

Lin S8 7E 2020 4F4E H T 2 F Nesterov 3 i 9 2% 18 e 8
PR AT 5 Bk i 54 1 (Nesterov Iterative Fast Gradient Sign Me-
thod, NI-FGSMD ™ Hi e 20 (4) HoR B B i B ™ +a % e g,
B e o SR 1) T — 20 BB R B D7 ¥ A BB X BT AR AR
— B T R AR AU AR T TR IR G b R R

(5)PGN &%

PGN(Penalizing Gradient Norm) & Ge 2% F 2023 4E
A — R T RIS SUEA TN K Or . B0~
LR 8 S 7R AR R B P AR I B AR S I T R X PR
AR A TR A S BR A0 - 2R B e AL DX B AT 4 T X T
BRI R, H R LR .

Vol e )= =V J (&3 +8Ve] (X' +axv,y)
(5
g =g 5 (6)
I gl
X = xi +asign(g, 1) D

Horb o JETEB, (xa ) BB AL SR BE A 2505 0 2 F 29 2 80 T 4%

WA FITO BT s = — 2 o A — 0 86

0] 5 g g2 ¥ MR 2K (5) X 224 BE AL SR A s A0 B B2 5K 1 3418 21 /Y 52
ERBPE

(6)NCS #.1

NCS(Neighborhood Conditional Sampling) & Qiu %"
T 2024 AEHE 09 X0 U0 5 L A0 SRR R 38 i 4R 4 A% 1
SR FEFNRUZ 0 AL HE AL, T4 B A 10 B 0 ot 2k AR A o 22
B ~F- 3R BT DX A8, DT 2R BT RS PR TE AT I XS PURE AR . AR
B, NCS 7T 4% 75 1 24 1 ik 06 2 10 %o Bt 2 < 530 0 v i 6 1 g
R Z — . SR, 3X 26 7 A0 R T A5 586 B ok o o B
%ﬁjﬂj T T 86 Y R/ 5 J7 w5 L T X DA S Bk
. 553 B UL MI-FGSM 8l & 07 15 o8 S ik, 38 050 4 B 53
T B WAL S )

FGSM J7 ¥ ARZE 4, FH LUK g %8 Bt B0k O A 1) 8, 5 36 25 it
FB BB LD B Ly 0850 R bR L — b A 2107 ST IR
X BT T RS T ARGF RO R IR A ) i
i) EMA 31 & J7 ¥ (Exponential Moving Average)!'s), {# &
MI-FGSM i ] L i 200 — fb 4k 31 75 %5 08¢ 53, 55 15t T 51
55 s J7 B sk i =X (D 4 4t o it Ak )

_ L))
m=fm,— 1 HVJ(x s (%)
Xi+1

:PQ (x, +a,sign(m,))

oot Py 3 AR A9 (A 160 5 SR Q BB HRAE L SRR 1, A
— L) EMA 155 8 7 %S4 T
gy Vel Gty
+1—p) EATC AR o)

ﬂm/ 1
X1 :PQ(x/-Hx,D,m,)
o S m, Fd, o d Qe d =1/ m,, | FoR I Rm A
Ak o X B9 BIEL . D, = diag (d,) 7R 1F & B XF f AR RE
S 2015 4F Kingma %4 H 19 Adam {46535

m1:ﬁ1zm1—1+(1*ﬂ1,)fo'(x/)

v, =Buvi + A=) diag(V, . f(x )V f(x)" (10)
_1

X1 =Po(x,—av, *m,)

e KB, AR R A R B M. SEBR ELEMA B
KT S sh B b 31 o7 40 0k v B B VE — FPER IR 9 Adam B

1

B, HhD, =—v, 7.
SRIM . Reddi 5548 i Adam 349 77 78 A W S ] e, 344
T — AR R — N ), R E X 1L TR

PRIEK -
cw, for t mod 3=1
ft(w):{ A (1D
—w, otherwise
Hp,e=3, XML RECP AT IARABAE, w=—1H
A5 /N B JE ML, SR, Adam B ¥E 5 R MUK O 18 98

w=1 FATEH, FEORUSL,

M Adam B35 RUCSRY 32 22 JE R H Al T EMA
YEJG 45 30 1 v, B BT8P JC VR RAIE , 5 BUR 4 06 3015 JAR 1Y
sl . BT ERE I Reddi 2542 T —Fh ek #E B9 Adam
J7 ¥ AMSGrad. fffl v, = max(v, 1,vl>ﬁ1ﬁvlﬁﬁﬁﬁﬁ¥ﬁaq‘
A 3 AP R B 0 T O 2 AR 20 K B i e A3 IR
TEBS L e st . 32 LR s &, L MIFFGSM Zij]Ejf
2R HE A A SO S — B A B B Y B8 5 (MCS-MD ,
TR A KA — 2 B 1 A, I IS I WA Bk i i 8K
o BRE RN 1 PR,

Bk 1 bR K RIE R 3 i 7 % (MCS-MD
A TR xR 4 v TR R 5303 o5 8 Kas BB 8 0<p<

1:0<A<<1;7=>0; AR K EL T;&:%

B 0 PR AR X
1. XZ;AV:X;gOZO;mo:O;

do.i A HI IR (L oo



Wi 7545 AR 25 K B B Bl B BB O vk

429

2.fort=1to T—1 do

3. w=aAt,B=BA!

Vi (X5 y)

4. mr:Brmr—er(l*Br)m

5. dui=min (‘ edi )
6. D.=diag(d)
7. Xer1=Pq.po ! (X Fa:Deg)
8. end for
T AE TR IR R A
fli 5 GBS Po.p, (x, +eDum,)

.5 AMSGrad 553k —#f,
HoE LR
1
arg min | D, * (x— (x, +aD,m,)) ||
veQ
SIEE 17 XTI DA QSR R .

u, =min || D% (x—z) || sus
x€Q

IR B A 2 SR

=min || D% (x—2z,) ||
x€Q

I D% (uy—w) | < || DF (2 —2) | (12)
Bl 2 Vi, r<d., <d, (13)
EB T e ) )
H Vx] (x/ ’y> H 1

Vil Ceiny) N Vel Geiny) -
. MY 77 ~1 & M Z] MY 17 SN0 19

M T e, oy T AR AL & Borg T s
FH I s |1y = min (1 ed ) <

dii<<di—1. o AR ad AR 2 ST I 4 — 4 B A b B4 2P
T B OR T 2D I 2R S b B O T B AR T i 45 A A
A A R B Bl o BT T

T T MCS-MI B3 s rt L 48 1 4 R st

ﬁiiﬁ- 1 1&&@&#;& (;>Oy Vxl ' X2 GQ
[ x—x Il .<G (14)
B2 MRAEFRHE M=>0,Vx€Q:
| V.J o) I <M 15
FE1 BiEXAQO ML A BT x" HEE 1 s
ﬁvﬂ[fl%&ﬂjt
_ MG*d MG*B

Jx)—J(x)<

ay(A—=pVT 27(1—RU—T

Mady

a—p (16)

.
HeP = X d R m, AR

R T AEF B A MCS-MI Bk st e B, i an T

(DEH 1R XF T — Mo ok B, A8 SCR R U - 3 i
ML BOE R O/ T) . 5k T MI-FGSM 3+ 77 ¥ i T4 i
o B AT 5 S 30 S Wi Sl

()AL LI T AMSGrad it - 4k & H 5 K #0030 336
SR BT R B U — Ak LU s S, I 4 A 1) A S X B
FEA Y 0 2% B KAk (588 8 2 5001 5 B 461 2k S /NME I
MOF PN

(O MBREAR x BB LA 4325 W x 38 o 3% 4% 2E Wioxt Bt
B AR, F L RS AR BR L T (x> T (oo Btk WL BT
DU RBUR R M . 7638 S 2 b B T 29 ) X
— e BB N N R R AR AR RS, B
MCS-MI 532 78 % Bt 2 o R O — Ao ] R0A 2L, 38

B R A DR EY iR i
(OMCS-MI B LM% L BIF e T L BR sl #5551 A
AR A R M TR, X R I W2 L 2 NI-FGSM, VMI-
FGSM Hil GI-FGSM 4§ % it 3l & £F %5 7 ¥, JE sl MCS-NI,
MCS-VMI 1 MCS-GI b8tk , 55 4.2 W SLIn 45 L R0 .
2023 4R 19 PGN B3 5 2024 442 15 19 NCS B 12 78 56
oAbt i B o R B S HXE R B9 MCS-PGN #l MCS-NCS
Ak K R T e B AR T XU A T R, B
%2 SEHEER T MCS-PGN Y52 845 B, b 25 {4 530 vk ¥ ol
W 1 AR AE SR 255 R AT HE S .
ik 2 MRS KARIEL PGN J7 ik (MCS-PGN)
HIATHHNEAR GIRE v KRR LN o 2 RSB :3ES 5
0<TB<T1,0<TA<T1,vy=>0, AU KL T, BE LR R N, i [ B 7
o BEHLIRE 5 ¢
i X PR A X

adv __ _ _ &
1. x; 7X;g070;a7,T‘;

2.for t=1to T—1 do

3. set g=0,0=a/At

4 for i=0 to N—1 do

5. BEHLIREX € By (x'™)

6 TR MR A B o = VI )

7. PRI SRR AR x =X Xm
1

8. HE BN SR AR L . =VI(x" .y
9. TS SR A B

’:§+%* [A—o) xg'+rxg"]
10. my=0;do,i =033 =pA"!

11. m; =fm—, +

gl

12. di,i =min( ‘ w100 Dy =diag(d,) N 1F 5E X 4

_r
ml.\‘
13. xt+1:PQ,1)7l(xl+alDlml>

14. end for
4 ZWRERTH

AR SCAE R Ao 0 A T i 1 T R A S S A R R 4 A [
BEVR A R . Tk J T SRR A AR A N A AR 2 1R )
EHMRE AN

N
S =y A fFxiDF ]
= an

Sl =]
Ho xR THFEAR " RRXPREAR, y, RAAHEANE
SEARAE N R AR AR B

AR TH FEAGLUTEHM.

(D) ¥ A< 3¢ 2 th 19 3 = J7 i MCS-MI, MCS-NI, MCS-
VMI, MCS-GI, MCS-EMI, MCS-IE, MCS-PGN, MCS-NCS 43
B H xR B MIEFGSME!, NFFGSME!, VMI-FGSME!, GI-
FGSMU , EMIMY TEN2), PGNIB, NCSH 25 Js1 427 5 3 i 7
e — AR T A I TE TR R A . R &
o THE 0 0 TR Sk A R R B T R, R L
Res34 A H &, L MCS-MI fl MCS-PGN 83k 5 %} B £ J&



430

Computer Science TFFLHLEI#  Vol. 53,No. 5, May 2026

F MIFGSM Ml PGN #E 47 oA, DL Oy 1 &, 45
R TR B ) b A ) B S O E AT T SE 58 56 IE L X B T
Wk,

(2) LA Res34 2 &, ffi ] MCS-MI 1 MCS-PGN & 35
XTI B MIFFGSM FI PGN 53k 76 B AR Y F LR R i ke A
A T BT % L 06 E B Tk A Ok

(3)L) Res34,Inc-v3 Hl Vggl6 A H &, i MCS-MI #l
MCS-PGN # 3 5 MI-FGSM 1 PGN 5 78 45 il 2 F 4 il
4 X 0 A 1 Tt B B TE B T A RO

(DL Res34 HHE . I MCS-MI 5 MI-FGSM B i 7
58 RO 38 5y U5 A UK B RE AR 1 e T R 56 IR Sk
WA Rk .

(5) i %) 1 MCS-MI & i 5 MI-FGSM 8 12 iy i AR ik
B Bt AR T B 2 R 1 AR AR B B IR AR SO I AR kR R
e T,

4.1 XWiEE
4.1.1 HEE

AR SC S I8 BSR4 5 MI-FGSM, NI-FGSM 1 PGN
AR A B LA R, ¥k [ TLSVRC2012 % 4iF 48 ) Bl
LMY 1000 5K J& FARIZE 5 A9 K R,

4.1.2 HR®%FE

A SO AR A A 45 8 AR A AL 5 4 A X BT I SR
B YR B4 BN CNN 5 ViT #6581 vh 36 B, Ho o
CNN B 5 B, 20 5] 4 ResNet-34 (Res34), Inception-

v3(Inc-v3)?, Vggl6'®), Densenet121 (Dens-121)" 1 Mo-
bilenet-V2(Mob-V2) ™7 & i1 ¥ 5k ] Torchvision J& #2 {It Y £
WIS 50 VIT B ALA Vit-Base-patch16 (Vit-B)P2%, Vis-
former-Smal( Vis-S) #1 Swin-Tiny-patch4 (Swin-T)7 3% 3 Fr,
XTHL I 2R A% B A Inc-v3adv, IncRes-v2ens, Efficient-BOadv
Efficient-Bladv/*73X 4 Flr, 5% 7 Fhd B35 R A timm JE 32 {16 9
HERIT YN 2S5,
4.1.3 REZE

FTHPFAS SRR G EE, HESHE
TransferAttack” Fi 8 9 2 8RR — B, A SCE B 4 45
A IR 1Y Sy e 0 U T S R i Bl R BRI A S i Y
WAL R IR B 0,999,y B 3/2,
4.2 ETHEMXRE

ATATTE 8 B E MU - 73 5 X% e MI-FGSM, NI-FGSM,
VMI-FGSM, GI-FGSM, EMI-FGSM, IE, PGN, NCS %&. & 5 %}
o7 14 A s 2B 1 B8 3 B B 7% MCS-MIL, MCS-NI, MCS-VMI,
MCS-GI, MCS-EMI, MCS-1E, MCS-PGN, MCS-NCS 4 2 &
Yo T %, S28 43 A LL Res34, Inc-v3, Veggl6, Vit-B, Vis-S
M Swin-T Jy & B S Ak 1 s, Hoh, ™« 745 i
M9 JE M & B0 AR SO 32 A AR 25 K LR SR S B RO .
AAERTAEME 1 Pra, £ 1R, Abr DK AHE LR
TERHR o B A b e A AR T IR R L R L D KR
MCS-NCS FE7E 4 A8 b ity A 8T I NCS 51k
ISR 3=

F 1 ORFESLRAE— MR | ek o &
Table 1 Attack success rates of different algorithms on general models
%
A K& F & Res34 Inc-v3 Vggl6 Dens-121 Mob-V2 Vie-B Vis-S Swin-T 3
MI-FGSM  100.0* 56.3 70.5 68.0 75.4 16.8 35. 4 40.4 57.9
MCS-MI 100. 0 58.7 74.2 70. 1 76.5 19.5 36.7 42.7 59.8
NI-FGSM 100.0% 59.7 73.9 71.9 77.4 18.5 35.8 41.3 59.8
MCS-NI 100.0* 60.7 76.1 72.1 78.8 18.7 39.1 43.7 61.2
VMIFGSM  100.0* 74.3 83.9 80.2 88.8 32.1 56.2 58.7 71.8
MCS-VMI  100.0* 76.1 86.0 82.9 90.0 33.0 57.9 58.6 73.1
GI-FGSM 100.0% 63.5 79.5 77.3 80. 3 21.1 0.2 43.6 63.2
Resit MCS-G1 100.0* 66.0 82.1 78.7 80.9 20.7 41.8 46. 3 64.6
EMI 100.0* 72.4 87.8 84.4 89.1 23.8 50.6 53.8 70.2
MCS-EMI  100.0" 73.2 89. 6 84.2 89.5 23.4 50.3 54.0 70.5
1E 100.0* 62.8 76.8 72.5 80.8 19.7 41,0 14,9 62.3
MCS-1E 100. 0 62.4 76.1 75.4 81.1 19.8 41.1 46.1 62.8
PGN 100.0% 86. 1 93.0 88.2 94.5 36.5 60.5 67.6 78.3
MCSPGN  100.0* 85.7 93.4 89.4 94.9 39.4 63.0 68. 4 79.3
NCS 100.0* 90.2 94.7 96.3 92.7 18.8 74.3 77.9 84.4
MCS-NCS  100.0* 91.3 96.2 98.5 94.3 50.5 77.9 80. 1 86. 1
MI-FGSM 42.8 98.0" 50.1 149.5 44.6 13.3 25.9 30.1 44.3
MCS-MI 55. 1 98.9” 59.9 59.3 55.2 25.2 35.1 40.0 53.6
NI-FGSM 49,2 98. 4% 54.3 56. 4 51.6 14.7 28.1 32.8 48.2
MCS-NI 61.1 98.7*% 64.2 63.1 61.6 24.8 37.9 42.5 56.7
VMI-FGSM 57.6 98.7* 59.0 60.1 59.4 21.7 34.6 39.7 53.9
MCS-VMI 59.2 98.7*% 61.7 62.2 60.7 22.1 37.8 40.5 55.4
GI-FGSM 51.9 98.0% 57.0 57.6 51.1 16.3 28.6 33.1 49.2
MCS-GI 53.9 98.8" 61.3 60. 9 55.8 16.5 31.9 34.4 51.7
Inevs EMI 63.4 99.8* 66.5 64.2 62.8 18.9 32.7 39.3 55. 6
MCS-EMI 65.4 1000 67.5 67.3 64.4 19.6 34.2 39.9 57.3
1E 50. 5 98.3* 55.5 55.8 53.4 15.6 29.0 33.0 18.9
MCS-1E 52.8 99.1*% 56.3 58.6 54.2 17.2 30.1 36.1 50.6
PGN 72.3 100.0” 70.5 67.9 72.1 27.4 43.8 48.8 62.9
MCS-PGN 73.1 100.0 71.0 68.2 72.9 27.9 42.0 49.6 63.1
NCS 81.6 99.1* 78.1 81.5 76. 8 39.2 57.9 59.8 71.8
MCS-NCS 85.1 99.4* 82. 4 85.2 81.7 42.5 62.9 63.2 75.3

D https://GitHub-Trustworthy-AI-Group/ Transfer Attack
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(23
A b & Res34 Inc-v3 Vggl6 Dens-121 Mob-V2 Vit-B Vis-S Swin-T Ty
MI-FGSM 57.7 45.9 99.9% 67.0 60. 6 13.6 31.1 36.5 51.5
MCS-MI 60.9 19.0 100.0* 69.1 64.6 14.2 33.7 39.4 53.9
NI-FGSM 60. 4 45.8 99.9% 69.9 61.2 13.6 31.0 36. 1 52.2
MCS-NI 61.6 48.4 100.0* 72.9 63.0 15.0 34.4 37.8 54.1
VMI-FGSM 75.2 60. 8 100.0* 79.3 77.5 22.2 47. 4 53.4 64.5
MCS-VMI 77.3 61.7 100.0* 80. 1 78.7 22.3 48.7 54.7 65. 4
GI-FGSM 65.1 50.2 99.9% 74.1 68. 2 14.4 33.9 40. 4 55.8
MCS-GI 68. 2 53.9 99.9% 77.3 69.5 15.2 36.0 42.9 57.9
Vegl6 EMI 71.8 56.9 100.0* 78.8 74,4 16.9 40. 6 47.5 60.9
MCS-EMI 72.7 56. 0 100.0* 81.1 74.2 16. 1 40.7 47.8 61.1
1E 66.7 50. 4 99.9% 72.4 70. 3 14.8 37.2 41.6 56.7
MCS-IE 66.3 49.7 100.0* 75.0 70. 4 15.7 37.2 42.2 57.1
PGN 86. 6 74.3 100.0* 86. 4 85.6 27.0 53.3 61.5 71.8
MCS-PGN 87.3 73.2 100.0* 87.8 86.3 27.9 54.4 60.5 72.2
NCS 91.2 78.6 100.0* 92.2 91.0 36. 8 65. 4 72.4 78.5
MCS-NCS 94.2 82.0 100.0* 93.7 94.6 38.2 70. 6 74.2 80.9
MI-FGSM 48.0 46. 4 57.6 56. 7 50. 8 97.4* 42.8 55.5 56.9
MCS-MI 51.6 49.6 63.2 60. 1 54.6 98.5 " 46.3 58. 1 60. 3
NI-FGSM 48.6 19.6 58.8 56. 4 53.8 97.3" 44.5 56.5 58.2
MCS-NI 52.9 53.9 63.7 61.2 58.5 98.5* 47.3 60.5 62.1
VMI-FGSM 56. 9 55.0 64.5 62.2 59.9 98. 7" 57.7 67.0 65. 2
MCS-VMI 60. 6 60. 4 67.5 67.3 65.5 99.4* 60. 4 70. 4 68.9
GI-FGSM 59.3 58.5 70.5 69.7 65.9 99.4* 56. 8 68.6 68.6
Vien MCS-GI 61.8 61.0 71.4 70.0 66.6 99.6" 58. 1 69. 8 69.8
EMI 64.0 63.5 70. 2 70.5 69.0 99.4* 64.6 75.9 72.1
MCS-EMI 67.9 66. 1 73.7 73.4 72. 8 99.8* 67.4 78.7 75.0
1E 53.4 52.7 62.9 62.2 58.3 99.0* 49.5 61.8 62.5
MCS-1E 54.8 52.7 65.3 63.8 59.1 99.9% 48.9 62.2 63.3
PGN 73.8 73.5 77.2 77.4 78.7 97.3* 76. 1 81. 4 79. 4
MCS-PGN 76.8 75.8 78. 4 80.3 80. 4 99.6 79.0 84.0 81.8
NCS 74.3 72.6 74.9 76.8 77.2 95.8% 75.5 81 74.3
MCS-NCS 79.9 79.5 82.3 83.1 83.0 99.1* 81.5 86.8 79.9
MI-FGSM 52.0 50.7 65.1 63.8 59.6 29.6 97.2* 58. 2 59.5
MCS-MI 53.8 52.1 70. 1 67.2 62.2 31.4 98. 7 % 60.0 61.9
NI-FGSM 53.5 51.9 66.9 66.5 61.3 31.3 98.8* 59.1 61.2
MCS-NI 56. 3 53.3 69.9 69. 4 63.6 32.2 99.1" 61.7 63.2
VMI-FGSM 68. 4 65.7 75.6 75.5 74. 4 55.6 97.2* 76. 2 73.6
MCS-VMI 71.7 70.3 80. 1 79.0 78.5 59. 4 98.9 " 80.2 77.3
GI-FGSM 65.3 63. 1 78.6 77.1 74.3 41.6 99.3* 73.8 71.6
Vies MCS-GI 65.3 64.2 78.1 76.9 74.6 41.0 99.5" 73.6 71.7
o EMI 72.2 69.0 81.2 81.8 79.8 51.8 99.6* 83.2 77.3
MCS-EMI 74.4 70. 2 83.3 82.2 81.2 52.3 99. 7" 82.3 78.2
IE 56.9 54.7 70.6 70.3 64.1 34.7 98.9* 65.7 64.5
MCS-IE 56. 8 54.5 71.0 70.9 64.8 33.5 99.6 65.7 64.6
PGN 84. 4 82.2 83.8 84.6 86.0 76. 4 95.7* 86. 8 85.0
MCS-PGN 86. 1 84.4 87.3 88.3 89.3 78.5 97.7"* 89.4 87.6
NCS 84. 2 81.7 86. 6 87.3 86. 1 76. 6 96.8* 86.9 85.8
MCS-NCS 88.2 87.8 91.2 91.7 90. 4 82.0 98.1* 90.9 90. 0
MI-FGSM 36.2 34.9 48.9 51.9 38.8 21.0 34.1 95.9% 45.2
MCS-MI 37.5 34.8 51.7 55. 1 42.0 20. 8 35.4 97.4"% 46.8
NI-FGSM 37.2 37.1 48.8 53.5 37.6 20.3 34.7 96.5% 45.7
MCS-NI 40. 4 36.9 52.5 56.0 42.8 22.1 38.1 97.0* 48.2
VMI-FGSM 54.5 53.5 62.8 66.7 59.2 46. 4 60.3 97.5* 62.6
MCS-VMI 58.7 56.7 66.7 70. 8 62.9 149.3 66. 2 98.8"% 66.3
GI-FGSM 47.5 43.9 59.9 63.6 51.8 28.6 16.2 99.6% 55. 1
Swin T MCS-GI 48.5 43.9 62.1 64.3 52.0 29.7 46.0 99. 8% 55.8
EMI 52.2 47.4 61.8 67.0 54.1 32.7 52.4 99. 8% 58.4
MCS-EMI 52.7 50. 1 64.8 68.5 55.6 34.4 53.5 99.8% 59.9
IE 37.1 35.8 51. 4 55.7 39.5 19.5 35.1 98.2"% 46.5
MCS-1E 10.1 34.9 51.3 55.4 41.6 19.6 35.1 98.1% 47.0
PGN 83.3 81.9 86.5 88.9 86.3 78.2 87.0 99.5% 86.5
MCS-PGN 86.3 84.1 89.0 90. 6 89.0 80.3 89.5 99.8* 88.6
NCS 85.3 83.4 88.9 87.7 90. 6 80. 6 90.5 99.3% 88.3
MCS-NCS 90.6 87.0 92.9 93. 4 94.8 86.0 94.8 100 * 92.4
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Fig. 1 Adversarial sample images with a perturbation value of 16 for MIFGSM,PGN, MCS-MI, and MCS-PGN
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Table 2 Black-box attack success rates of different algorithms on

defensive models

oy 2 AT LA B, AR TE — SRR b, TR SR AR 5 A A A
b AR R R KRR vk B RETE TR B TR B A A AR R o A
FEA BT i 2l %
4.3 ERBEHEFE

WroE AW, [R) i 0 1 22 AR R4 A o B L RE S A A0 4R
FEXHUREAR T B R Tk — 2L B ST I A s
# MCS-MI, MCS-PGN, MI-FGSM #il PGN 5 % 4 512 H F

0 EMBGE B, UL R, X B ALY 5, R ST Dong
B PR Inc- IncRes- Efficient-  Efficient- 4 %[6] %E;zﬂj E]<J logits %]ﬁ‘ﬁ& . %Fﬁbu *XEF‘:HS E@ﬁfﬁ%ﬁﬁlfﬁ%
3ad 2ens Boad Blad A . . N
Aty | vem i o i Y logits fH ., X B {#i ]l Res34,Inc-v3 Fll Vggl6 fE HH &
MI-FGSM 42.3 25.7 43.1 37.4 37.1
< MCS-MI 43.3 28.9 16. 6 12.2 10. 3 AR PR A, Ml R AR 3 A s, bR 3 AL
es34
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Table 3 Attack success rates of different algorithms under ensemble models
(¢79)
H#F % Res34” Incv3® Vggl6® Dens-121  Mob-V2 Vit-B Vis-S  Swin-T Inc-v3adv IncRes-v2ens Efficient-BOadv Efficient-Bladv F#
MI-FGSM 100. 0 99. 6 99.6 74.3 81.4 28.1 51.5 52.4 60. 2 41.2 58.4 55.5 66.9
MCS-MI 100.0 99. 8 99.9 77.4 83.3 29.2 53.8 55.3 62.3 42.0 60.7 57.6 68.4
PGN 100.0 99. 8 99.9 95.0 96. 8 60.0 81.1 83.4 91.9 81.9 90.5 88.8 89.1
MCS-PGN 100. 0 100. 0 100. 0 95.6 98.0 59.6 83.1 85.5 93.0 84.3 91.5 91.6 90.2

4.4 HWEEERFE

5 H AR A B 1 — R AR SCAT VR T DL R Y R T
MEE G 3 — R TR BRI B, BT 3 — 2 RiE
B I RO S 4y S8 MCS-MI #il MI-FGSM i fh 23wt 5

3 i B TR ) B AR B4 R 7 gk TTPY, DIRY SIS A 45 4 L 1%
TR RME 4 H. £ 4 FEW, EEIEBE T LS A
Je o BT HR R S TR G M L AT RE A RKCHR T R AR AR 1 3K
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Table 4 Attack success rates of algorithms under different data augmentation methods
%)
IncRes- Efficient- Efficient-
K% Res3sd” Inevd  Vgglé Dens121  Mob-VZ  VitB  VisS SwinT Incvdady o feient et gy
v2ens Boadv Bladv
TI+ MI-FGSM 100. 0 52.6 71.5 59.2 70.9 15.9 29.2 37.7 43.4 34.4 41.2 41.0 49.8
TI+MCS-MI 100. 0 55.9 74.3 63.1 75.0 17.2 30.7 39.6 46.3 36.4 45.4 43.8 52.3
SI+ MI-FGSM 100.0 76.9 84.5 78.8 89.8 26.0 49.3 54.5 60. 3 41.6 61.4 55.2 64.9
SI+ MCS-MI 100. 0 78.3 86.7 82.0 91.0 27.9 53.1 54.4 62.9 44,2 63.8 57.7 66. 8
DI+ MI-FGSM 100. 0 77.6 84.8 79.4 89.8 30. 6 53.4 55.3 63.5 47.2 64.5 62.2 67.4
DI+ MCS-MI 100.0 79.6 84.3 82.2 91.7 32.2 55.9 56.3 66. 1 48. 4 68.5 65.6 69.2
4.5 EHEBREMLIR X HURE A BT T AT R X BT B A S W A1 Bl X 50 St B A
MI-FGSM 4455 gl 5 8 ikl T 1 7 3 & 550, (8 17 fig BORMY KR, 48 e VR B 2 ] BEBY g B s PE R0 22 2k

SRS M SR RE AR B L O T TR AR SR R E L
Res34 4 H & AT A8 T B 75 2 8] 20 WA LI, MI-
FGSM 5 CMS-MI 5. ik B ) 2y 3 14 72 16 175 B0 B R 3L 4
K 2. K2)RW L BEE T A B K, PR L 7E—
R Rl Y RE R B R AP AR E M. 18T 2(b) R W] X BT il 4
AL b B TAEAWH R AR R T —E R
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Fig. 2 Attack success rate of algorithms at different iteration counts
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