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Abstract In order to effectively determine whether network packets were attacked or not, a new detection algorithm
DMCM(Detection Method based on Cloud Model) was proposed based on the cloud mode. Firstly, the state indicator of
each packet was defined in terms of the discreteness and deviation of the properties of packets. Then, the process of
computing the distribution of standard deviation was presented based on the cloud model. The distribution was used to
determine the anomaly states of packets. Finally,a comprehensive experiments were conducted to study the performance
of the DMCM algorithm through simulation using OPNET and MATLAB, Experimental results show that the proposed
algorithm performs better than other algorithms in terms of adaptability.
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