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Abstract With the gradual deepening of the information construction and the rapid development of space technology,
mobile communication technology and network technology, spatial information system development also accelerates to-
ward networking. Potential applications of special information network have gotten more concern, so its safety require-
ments are getting higher and higher, This paper proposed a identity-based group key management program(ID-GKM)
for the entire space network, which uses the hierarchical-grouped group key management scheme. In addition to a com-
mon group key generating, distribution and updating, it also considered the part of the private key updating. Using the
identity-based key encryption mechanism which is proposed by Boneh and Franklin, we proposed the private key update
mechanism for space network. The program can adapt the hierarchical structure of the space network and meet the re-
quirements of its strong scalability and high reliability. In addition, we concerned the difference of the ground terminal
node and the nodes in space. This scheme uses the batch updating that is a combination of updating regularly and upda-
ting based on queue. And we can use the proxy re-encryption group key management scheme to solve the issue that the
user must be online when group key is updating.
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