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Research on Privacy Protection Based on SEAndroid
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Abstract With the rapid development of mobile application, the number of Android phone users has increased sharply,
and the growing users’ data have made Android system become the main target of malicious attackers. We analyzed and
researched the SELinux added in Android 4. 4 system to point out the possibility of refining restrictions on root permis-

sions. Based on the mechanism, we put forward a design which can strengthen privacy in order to protect private data
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even if the data store in the mobile phone which has obtained root permissions.
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