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Classification of Single Protocol Based on Keywords

ZHENG Jie LI Jian-ping
(School of Computer Science and Engineering, University of Electronic Science and Technology of China,Chengdu 611731, China)

Abstract Network protocols are sets of standards for certain network communications. The protocol identification and
analysis have great significance for network management and security. Although there are all kinds of protocol identifi-
cation technology,most of them are not suitable for the binary protocol identification. To address this issue, the paper
proposed a novel method of protocol identification which can classify the same protocol into several messages in the en-
vironment of single protocol communication. This method utilizes n-gram to segment the data frames and then extracts
the set of keywords using unsupervised feature selection algorithm, At last, it implements the identification of different

type of messages using clustering algorithm. Finally the method was evaluated on ICMP. The results show that the rate

Vol. 42 No. 10

of precision and recall can both reach more than 90%.
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