D

Bazk &g
2015 4E 6

an

# OH BB %

Computer Science

Vol. 42 No. 6
June 2015

BT e HEBRS TS X

ITEL BEE
(KR A¥REEIEFER WX 710064)

B OE H4SMATONEERSE RE—FRARTRE Sk, L0 Wang $AF B ONF AN ASES
FPEREERAT MRS RENTE, A ASALAH T ORFAFRBERT O FEEBTORAL
MAEBEGFEP SRS ERAEFTTA G . BH-FAHOEATPERALT RN T OANATHFTE, WEEHFEHR
TRAFALEGRI R, BRI TR R DM s & KT F & &£ & shamir sk,

XER HATO.FOAAED, PEMLLIE,BAY

mEESHKE  TP309 SURRERIAFE A DOI 10. 11896/j. issn. 1002-137X. 2015. 6. 034

Analysis and Improvement of Public Key Cryptosystem Using Random Knapsacks

WANG Qing-long ZHAO Xiang-mo
(School of Information Engineering,Chang’an University, Xi’an 710064, China)

Abstract A new key recovery attack against Wang et al. s cryptosystem which was built using random knapsacks was
proposed in this paper. We found out that it is not a real random knapsack public key cryptosystem. Actually,a special
super increasing knapsack is unobviously used in their scheme. By substituting the special super increasing knapsack
with normal super increasing knapsack and hiding the normal super increasing knapsack into a random knapsack, we
proposed an improved knapsack public key cryptosystem based on Chinese reminder theorem. Qur scheme revises the
shortage of the Wang et al. s scheme and can resist the lattice basis reduction algorithm attack and low-density attack,
as well as Shamir attack,

Keywords Random knapsack, Knapsack public key cryptosystem, Chinese reminder theorem, Lattice basis reduction al-

gorithm

1 i

HAAAELASR E RS RO AATBHZ M, —
HEFEHERRN— T EBENE. SHEHEZE MK RSA
EHIAR, BRREE—1 NP ELHE S, B HE QA AHE
B TERT ST AR EE R ROFETRE T AR
5. RIBE R AR ZHAR B M E QA HBE T RE R
RBREAEEH

HEAATHEEULLAEZLENRRET: DEIAR
TFHETRER R R A BT BRI A H B A
BB LA AEAR 2, BEAREBRELH AT IER L &;
DEXTEFE QAR T DGR BB EH T EERERR, X
ST RS shamir WY B L Z B EEERHS K
FEELCEY URERBEEDY D EIEREHE LAY
FHAMRETEIIFE RO, TR EXRITHE SRR
REA R . I Bt 2N A A AEBERE —EREE
W IR ORI,

AR, — LB M A AR BB T RABREHT,
HH Murakami % AR H T AR #2E T BRI AR EE M

B B #5.:2014-07-09 &1 H#A:2014-09-06

BEALE AR I AR T R °), AR T Peng FA K BLX K
M RERA R AN, Bt B 2 B EE L, TR
HT RAMKERHRE BN, 2010 F, EFABEST
— M EFPERKEENENLTOAATB TR TR
WHEFR . BEZEFRABEFEEARRZLEH . £
(15]9, W EAMET RO ESHRBLAATEHEL (Al
X BL B — BE ) LUK B A BLHEAT T 8 (B AT 42 1 PR
SRS B BAR GrER[ 150 3 —) Fnik & 87 Sc o 323 (3
BRL15 = — )8t Xt 89 £ 07 R BRF 0L, — B ST, SOk
(10]H By 77 RAF& B9 SURR L 15 18 2 — 48 N T2 , sl 2
HEawEEWER, 72 REFELE. HEXKTF 500
X500 FUELHRSL , HRTIEBRZ A BN AL H7 15, B B A LA
T E AN K ERRIEE R B . X
AEESC R, SR 15 B B0t 36 B 3 2 05 S AR SE R 1 B
o XERIZIFIREETHEMKEENE T QAAERITT
REHRATHASHBET.

o ERATH, KSR ETPERMREENTELHATR
HEBRARAREN . FXHTERE S —FHHET+
HRREEMENECAATL TR, X REHE R WS

AXZERSTHER AR ERE S (61272436,612724040) % Bl .

FEEE(1970—), B, -+, BI#EE, TERFE T AL HEBEETR R, E-mail: gl_wang@outlook. com; R##(1960—),5 . B+, H &,

EEBRE T A ECE ZEF R FREL.
» 158 -



BHR. BEMEFROBRAS, RREFTRER EHFA
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TR HENGER 2 E AR B = (G, u)  HP
w(A<i<n) AIEERE. HERE v=(v, ), HP u=
=2, 1<i<n, FEPLEEU AN ARINER p.0, R p=

Sug=max( Lo~ T w). HASERAERR AR
A= (a] PR ’an) ’KEF'
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NS X F n AR 3R S () = oo, , ST
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W, JRE p JEB/ DRI, o FHE g BT R/NEI S, TR RE
ZHHIBE () =(c, —¢y)z 0
2.1 EHFRREHSH

53151 HA R, AN RATEE A —FE St EH
FHBGHE T R B T D SR EL R AH A SR B, A T R i AR
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YBEH Mt iR AE

a;=w; mod p,a;=u;, —2" " mod ¢ (2
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RATLASTERL11 ] BR800 T Ry ) B AR B B iz B AR .
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(HARFENE M PSR, —B MR, T REFHER
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M T n K ZH#H R A ) =my om, , MF T
BB c=aym +-+am,,

BE N THEFL ¢, & ¢, =c mod M, ¢, =c mod
M, % b=c,+c, 1 b FIFBB L 61,0, KA HBASC,
3.1 iR

RESEEPUBIB 4 (b, b)) = (150,230,400,
825,2130,4521,8700,19320) , {Fi% u=(50,120,80,350, 750,
2900,5300, 7210), v= (100, 110, 320, 475, 1380, 1621, 3400,
121100, BEH M, = 16763, M, =19531, 7 M=327398153,
ERSTERF R EHEITESAFYH A= (242946209,
147849780, 52987923, 116268518, 180018607, 248279693,
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N < B RN B S RS B R m=11010110, W 25 3C
c=1017941895,
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1017941895 mod 19531=5706, b=14426, 3 5 4 31
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4.1 EBENE
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4.2 Shamir Ix &
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B, Peng 88 A Z B LGB A% i B 7 38 ¥ B BB Murakami
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EPEBEREFEHAERATFEALTR. RAFHEAHTR
o,y BT R | U | o~ | VI « . Mi~M, , H it Peng
NS RIS B . E B EB IR R H B AR E AT
XHFR. HEATHEK EMEBERGHHFAER T4
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